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Ch.30; Major Internet Security
Problems

= Phishing

= un1sidaaudqilu Site msannum 2fy Web 2a95u1A15 Wanaanlu
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= Misrepresentation
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Ch.30; Major Internet Security
Problems

Problem Description

Phishing Masquerading as a well-known site such as a bank

to obtain a user’s personal information, typically an

1
{ account number and access code

| Misrepresentation | Making false or exaggerated claims about goods or
| services, or delivering fake or inferior products

Scams | Various forms of trickery intended to deceive naive
| users into investing money or abetting a crime

Denial of Service Intentionally blocking a particular Internet site to

L
. prevent or hinder business activities and commerce |
Loss of Control |

| An intruder gains control of a computer system
- and uses the system to perpetrate a crime

| Loss of Data Loss of intellectual property or other valuable
§ | proprietary business information




Ch.30; Techniques Used In
Security Attacks

= Wiretapping N
= funsdnuazvinnis Copy Packet siaya Mivatlu Network
= adsedvAuas Wire Tapping tivatinunlydlu Replay Attack
= &unsavinlasnalunsaiuag Wireless LAN

= Replay

= flun1sge Packet Adndu'lanauming defiziayauas Password an
A5 Login m5unau 11'ldladTun1s Login wainsyuy

= Buffer Overflow
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uantuilaann Buffer tlavanniia Buffer Overflow

= Address Spoofing |
= vinn1sdaau Source IP Address twanaan1iiiinig Process Packet
= IP uag MAC Address &unsawelaain ARP Broadcast
= a133¢1247915 Broadcast ARP iaau tialvastayaliauiad
= a133giaau Routing Protocol twaaviayalvinuiay
= #3a&9 DNS Message iaau
= Name Spoofing
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Ch.30; Techniques Used In
Security Attacks

= DoS and DDoS

. Taummﬂlmgﬂag Packet 31uuu1n9 1ialuli Site au1sa
vinvuatngau'le

= DDOS ag Attack dszaruduiaaladviaiaiasag

= SYN Flood

= &9 Random TCP SYN Segment WalueFulid TCP
Connection t1i8aat)

= Key Breaking

. Li‘;lumsm/mgm Ke @%a Password tuuaaluiia tiwanay
guNsatinavszuu’le

= Port Scannmg
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amaau

= Packet Interception

« flunsdindu Packet szuinemne aniluunuiiedn Packet 1
6avN13 KIaLNavrin Man-in-the-Middle Attack



Ch.30; Techniques Used In
Security Attacks

artacker commandeers
multiple computers

aggregate traffic 1 and streams packets
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Figure 30.3 Illustration of a Distributed Denial of Service attack.



Ch.30; Techniques Used In
Security Attacks

can impersonate a host or can wiretap, replay, spoof,
pass altered packets on to break keys, scan ports, and
any Interner destination ~=—— — impersonare a server
F & l;/
server man-in-the-middle source

Figure 30.4 A man-in-the nuddle configuration and the attacks it pernuts.
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Ch.30; Techniques Used In
Security Attacks

Technique

Description

Wiretapping Making a copy of packets as they traverse a
network to obtain information
Replay Sending packets captured from a previous session

(e.g., a password packet from a previous login)

Buffer overflow

Sending more data than a receiver expects in order |

to store values in variables beyond the buffer

Address Spoofing

Faking the IP source address in a packet to trick
a receiver into processing the packet

Name Spoofing

Using a misspelling of a well-known name or
poisoning a name server with an incorrect binding

DoS and DDoS

Flooding a site with packets to prevent the site
from successfully conducting normal business

SYN flood

Sending a stream of random TCP SYN segments
to exhaust a receiver’s set of TCP connections

Key Breaking

Automatically guessing a decryption key or a
password to gain unauthorized access to data

Port Scanning

Attempting to connect to each possible protocol
port on a host to find a vulnerability

| Packet interception

Removing a packet from the Internet which allows
substitution and man-in-the middle attacks




Security Policy

= AN9ANKUA Security Policy Undaraduaiuadau

WWsgagsagLAtndadfungdnsuuasuuse wavalnsal
AauNILaasuasNetwork

adANIAzEaIAndUlaINEadn1s Security Tuseaulea uazaiulnu
agsruuilugiuiaduiian wazsasadun

anaagsiavfinisvin Risk Analysis tavdnsnaiusenineniny
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= inadn1sArviua Policy aziiansarnann

Data Integrity: n1silasdunisil&aunlasdaya

Data Availability: nsilasduiialvidayasiuisatinunldouls
Data Confidentiality: n1silasAumuduuastaya

Privacy: n1sidnilavige wiatdnuavdaya



Security Technologies

Technique .3 Purpose
' Hashing Data integrity
| Encryption | Privacy
| Digital Signatures | Message authentication |
' Digital Certificates Sender authentication
| Firewalls | Site integrity
| Intrusion Detection Systems | Site integrity

' Deep Packet Inspection & Content Scanning Site integrity

{ Virtual Private Networks (VPNs) | Data privacy




L. © X Access Control and Password

» Hlun1saruaun2f 1132 Application
Program Tuniswnavaayatias
Resource
= 2nvaL tugl Password
= 3¢l Access Control List (ACL)

» Tunsaa1ani51in Access Control
WU Network azeivenanszuuniilu
Standalone
« Wiretapping, Replay, Phishing, Spoofing

etc.



AAA Protocol

= 1flu Computer Security Protocol snu5u
Authentication rj121971uTu Network iz
N5<1i1 3 atnv
= Authentication

« Aauuiunisiazenagauandnuainadnle IMdukiarede
HUF99 10U Password, Keycard, Biometrics

= Authorization
« Hunsivuednalviduusazuana Nagaunsavinaglsle
119
= Accounting
= AANTHUNANITTAINUUDIUGREUAAR




Hash and Message
Authentication Code

» Hash iilunsssreshunuaasianans

. “l,m”mﬂmsﬁy;nmm Hash €ieagfiadnuiu Bit ia9n
AALANFITNAANNEN Laliuay

= Algorithm aziilu One-Way Function uagiinig
Collision 6
« &usaladiiludiasyagauintangsdinisualansa'la

= MAC "lmmnmsm Data unsuAu Key uas

1A198919 Hash

= YnilseavALiiauiu Hash Aatfiaazldnsiagauin
Lan&sdnsualansa‘ly

= weilunisfl AuavasIaday'laagsagil Key
= HASH uaz MAC 121Tun151in Message
Authentication
= MD5, SHA-1,




Encryption

= 1né Authentication flun1sigaiicdanu Taf
ilavAusay Integrity

» lunsilavduidas Confidentiality azsiaelad
35015 Encryption

. Encryptionlﬁammums&ﬂé’iuuuﬂaemnms
Tuaalusdnlusruisaaule
= ayle Encryption Algorithm way Encryption Key

= A1UANTAYE A Inverse L6

= Aa1in Decryption 16 Taadi Decryption Algorithm s7uAw
Decryption Key



Encryption Terminology

= Plaintext, M
= UUNEfILANRIINEI LN 1A NI
= Cyphertext, C
= LANRITNQNLATURUAD
= Encryption Key, K,
= Bit String NTd&11suN1912N9% R
= Decryption Key, K,
= Bit String A& niuaaasia
s C = encrypt(K;,M)
= M = decrypt(K,,C)
s M = decrypt(K,, encrypt(K;,M))




Private Key Encryption

= Symmetric Cryptography
= Conventional prtography
0 tﬂuuuo"luaaamn‘iu‘iaum‘l?ﬂumstmsua

= nsmu Key nldisisavazaaasiaaiilu
AILALIAU

= WRILAZHIUALEAY Share Key s7udu
= DES, 3DES, AES

Secret key shared by Secret key shared by

sender and recipient sender and recipient
& S
h 5
| T
Transmitted
ciphertext
» —>
Pliz-:r:nﬁxt Encryption algorithm Decryption algorithm P:)?:? tﬁ:d
P (e.g., DES) (reverse of encryption P

algorithm)



Public Key Encryption

= Asymmetric Key Cryptography
- \!fevy Nlad2insia@i3an Public Key snunsawanang
6
= Key nldaansitd saviiluainusdu 5un Private
Key
= RSA, Diffie-Hellman, ECC
» dusasauilasuniadivin Digital Signature 16

Alice’s private ke) Alice’s public key
Alice cyphertext for Alice Bob
I | _~| decrypt <—_ , : 1 _ encrypt Ny |
? | C Internet . g
Ve — T  aaa N
N encrypt [— 1 —w decrypt |
' cyphertext for Bob 1

Bob's public key Bob’s private ke)



Authentication With Digital
Sighature

= 1197AAU Iaa2nsida) e Private Key ununas
iilu Public Key

= ooliulzdiigaiaaay Key wintfunaunsagssanansiily
Ciphertext #i'l6

n mﬁauﬁ’mﬂumgﬁusﬂanms wws1e Ciphertext 'l6
SV R EREENp RISV RIS

= 3an3tilun1svin Digital Signature

= &nsaiianlatunisvin Authentication saufvnisvingsnssu
v Electronics aue

- RSA, DSS
i} Joy

v
Bob's private Bob's public
key key

D

—_— Transmitted .
e ciphertext e
— —
Plaintext Plaintex
e 1 Encryption algorithm Decryption algorithm untext
mput - . - . output
(e.g.. RSA) (reverse of encryption

algorithm)



Key Authorities and Digital
Certificates

» tlayuinaav Public Key dAanisashvtanaisaeliilas 151
armav'le Public Key aavauqiiu

= Public Key Lidilusiastiuanudy &wsagoriiudasnienisg
dag1sdné niadsend@aanun’le

= ayundalsasuagnis Authentication Public Key
= 1573¥3' 1628191537 Public Key A'ld5unniutduaasauiinuasgeg

= Alice siavni1sdvziayalii Bob wuuilaansit siavn1s Public Key uag Bob
49 Bob agsiavaunluf widnnsdeausavindiudasnivdnfle way
Public Key "lisiadtduanudy wasusalaanls
a16"1d1 394 &9 Public Key aavditadnn uagmiaaniiilu Public Key uad
Bob
lawinsasle Key daauifudgalv Bob 7 Bob ‘Liaunsaiin Private
Key 2a91a9unnansia 16

Aanintuda drliniedtiu waudnWouaz Copy (Wiretapped) Lanans
14 . a 1 34 "l
i usaly Private Key Mitiluguas Key daaun uaaasiauazqianaisle

fida Man-in-the-middle attack
= iayuiniiisaan ‘Key Distribution Problem’
= 197161291131019 Authentication aag Public Key




Key Authorities and Digital
Certificates

= 151FIUTA60Y Server na1Y vinulnuanang Key
wuuAa UG (tariissuusnEnanulaansa)
= 3an Key Distribution Center #3a Key Authority
= NAAUALN Public Key uavautagluan’lyd )
= Lilasiasnisaatanastiilas 1iua Public Key aavauiiuniu
Server il
» 2iadaaas Key Authority @a Server az Down
Bile
= an3duilvAaaaantilu Digital Certificate

= Lilun191in Public Key aavaulay vinn1ssusavsiaala Digital
Signature ann Certification Authority

= Certificate Lidgusadaan’le &ru1saasiagau’le

= User azifiu Certificate aasdiiavli drfilasgasnissgeianans
Tiau User agvinnisav Certificate Tvifiuautiu

= Futfun1sdasanslusasld Key Authority #siae Online
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Key Authorities and Digital
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Firewalls

= waTuladnnaraneeuladlunisinilasaiayaiu
nan

= Tun1sinilay Computer uaz Network ann Traffic
nlinavns issaslzganimaluiadiiiy Aa
‘Firewall’

x Aniszavaaas Firewall aawiluarAau Traffic n'lu

aavn1s Winu Network

a UNEILINIAUIZTAINIE I WU Netvyo;k waoaaﬁgs LRZLEUNIIT
aggaaan Internet nagmnivaan(ardunnnINnieg)

Internet f:l ¢ Organization's net: )

firewall used to
protect organization



Firewall

= uaNTun1sAIUAU Traffic 1aa Firewall

= 1A Traffic Magidnanlu Network 2uavagdng sag
WU Firewall

= NN9 Traffic MAzaanannasAns Gadn1u Firewall

= 7 Firewall azfinnsaiuam Security Policy fag Drop
nn9 Packet M'Litfluldauriadiviues

= A2 Firewall tavagsavadnunanis Attack

= 3011219 Firewall auitlugrfirviua Secure
Perimeter (2aut1n)



Avnaay Firewall

Packet Filtering Router/Gateway
. inn1snsav Packet 1manann MAC Address, IP

Address, Port Number, Protocol M%aﬁguallydgu
Header usaglinnalu Packet uag'luinsiuiin

1anaAnan = Stateless

Application Level Gateway

. Unfazaanin Proxy Application vinuinnidusiunu
Tynisutauadu Application anauan aggauln
\iiauaanu Application ifl Proxy atjtviniiu Uné
snunsavintiu Stateful snunsansiagaunialu
Packet wagil Function uav Packet Filter atigae

Circuit Level Gateway

: L‘ﬂuoﬁ’) Relay &wsunisvin Connection anauan dné
Ac1vinvIUINAU Proxy Gateway




Firewall Implementation with a Packet
Filter ozee)

Jorewall m swirch i

email sever

(192.5.482)

= Uy aaN
Tanne .
Traffic ann = 3
Public 5 Lo fyyd
Server iy g
Nnazain-aan

Di:r :Fra:mej’yp:e IP:Sr:c I:P D:est: I:P Ty:pe: S:rc Pém: DZstPért»
in 0800 . 192.5.48.1 TCP ’ 80

in 0800 192.5.48.2 TCP ’ 25

in 0800 - 192.5.48.3 TCP ' 53
in . 0800 | * | 1925483 UDP | * | 83
out 0800 192.5.48.1 ' TCP 80

out | 0800 192.5.48.2 ' . TCP 25
out 0800 192.5.48.3 ' TCP 53
out . 0800 | 1925483 * | uDP | 53



Intrusion Detection System

= IDS 152 Intrusion Detection System as
ns1asdau Packet nadizinunlu Site uarazuay
LAKNALLASTULA Packet #'Lsitfluldauiirnviua

s Hunarsviviuasuann Firewall uaazesraau
A1aTu Network

= iné IDS azgn Configure iinsaadu Pattern
1NWraavn1s Attack r2dun1s1in Port Scanning

s UN9ASIRZYINIUSINAY Firewall Taauasli
Firewall yinn1s Block unv Packet v2iun191in SYN
Flood

= IDS aziilu Stateful iin193annada1uzAaINS
Connection




Content Scanning and Deep
Packet Inspection

s A6 Firewall azAu Virus 1u'le tnws¢'ly
gru1saa9adaun1atu Packet

= LAUANNIRY Virus winu E-mail Attachment

= 1516 29N15N151i0 Content Analysis

= File Scanning ¥in1me Security Software uu PC

= File Scanner aziin File M'165U wazvinn1snsIann Pattern
Unagdiilaunn vy String wav Byte Midan ‘Finger Print’
aegnd'lsAeau 1luld1ldaraaziiin ‘False Positive’ #i5a
‘False Negative’

= Deep Packet Inspection(DPI)

« Aztiunisasradaunialu Packet wnuiazansiadgay File v
TunsuduaNsTansIadgay Packet M3ytain-aan Mvaiu
Header uay analu Payload erenuiaiisiuagiinou'le
Aaudstnaunu Firewall uaglimunzau High-Speed
Network



Virtual Private Network (VPN)

\ilu Technology mmnmmamaunuo‘lums
A319 Secure Access /U Remote Site W1y
Internet

= JafAauazly Leased Circuit (Private Network) Tu
ANsidiauea duaedl Security g9

= 11331TU A1sean1u Internet s7A13zgANINNAN LWEH
feunnt3ae Security tws1e Internet Lilu Public
Network

= J8uA Aan15vin Encryption Turaya g
: maaumm Router vinuniiniiidu Firewall e
- a123z1inii Host
= A Technology wav, Virtual Private Network waa

VPN Aavin Internet musmmn"muﬂmmw"lul,l,o
Security wiflau Private Network f571A14ny
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The Use of VPN Technology for
Telecommuting

= VPN {in1s v usiavsuuy
= Stand-Alone Device

g a a

. Tmums‘lﬁaﬂnsmmsnn VPN Router siafiu Internet ine
atLInsmuauaﬁwaomsaamsmﬂaaﬂﬂﬂnu VPN Server
AaIaIANT 1aearay Encrypt Packet wagag Decrypt Packet
A16%u w”‘l?jmamamu Internet agtgiiauInmitaglanansg
12nAU LAN 2a9a9dng 1aadinngane IP sinu DHCP aav
29ANT

= VPN Software

= 1aeinns Run VPN Software 7 Host maaw“’l?mmaoms
\Hausadu Network maoaomnsmu Internet ‘T,mﬂm VPN
Software agdindu Packet Mtrnuazaanann Host iu 1iia
¥inn15 Decryption way Encryption enuaiawu



Packet Encryption vs. Tunneling

= A151i1 Encryption aave VPN dnigtdanuan
SAUNY

= Payload Encryption

= LaWedIU Payload aae Datagram azgn Encrypt auiiugan
Wasusaazy Address way Port Number uag Datagram
16 mmvnnﬂsmmmu Header aav Datagram "1i&l
ANNaEAusaslnilag

= IP-in-IP Tunneling

= Tunsaidl 19 Datagram aggn Encrypt anniiu Packet Mgn
Encrypt Ltmauanm"l,ﬂ"lalu Datagram aulni dné IP
Address 1witil2ida IP uas Router #vin Encryptlon AU
n9uay Decryption darane wnaawsAaiie Datagram ag
anidnilay ue Datagram TudiageninnnnILau
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src=X

dst=Y Original (Unencrypted) Payload

encrypt

.

Encrypted Version Of Original Datagram

Packet Encryption vs. Tunneling

(a)

(b)

(c)

src=R
dst= Rl Encrypted Datagram Encapsulated For Transmission
= 2
INTERNET _
Remote NW N—THINE Corporate NW.




Packet Encryption vs. Tunneling

= AN5¥i1 Encryption 2av VPN 1
NIILADNUANFIUN

» Payload Encryption
= IP-in-IP Tunneling

x IP-in-TCP Tunneling

= agl2n15u557 IP Packet Mign Encrypt avlu TCP
Segment NAUUIIUTTY TCP avlu IP anvinidle
mamammsamﬁﬂ TCP lunsgv2iayaunuy
L?jaaa“l,m dalfea@a a1 Packet 1alu Connection
fugine dayanlasusaanniiulzlisgunsasy
antfu TCP 4u'lal Decrypt  IP fuvu'le



VPN Tunneling Performance

« AN51d VPN acinlu Performance a1av
STULAMRY GVl

= Latency

« nslad VPN lunsidiausiaduy Site Au azsasnuvia VPN 'l
fanadns uarSesaludy Site iu'ls vinlviiAn Delay wWindu

= Throughput

- Lmemmjaumu VPN azigdiaunanuy LAN AAIAIANT L6
AayacavIvniIu Internet vinlw Throughput snInAslal
Juaayg LAN Uné

= Overhead and Fragmentation

= A15viN Tunnel Az Overhead Tun15&9 Datagram LR
dula1sisiavinuaivinliainueniuag Packet ggninan
MTU d9azaanaluitAinnisvin Fragmentation



Security Technologies naaay
= PGP (Pretty Good Privacy)

¥ Lﬂusgnumsm”wsﬁ’aﬁaga Tod&@1115u Application L2insd&aya
Aaunazsgiaan’ly

= SSH (Secure Shell)

= {lu Application Layer Protocol &115uvih Remote login 12731
BIAUNITITNRUBYRTENTIINTRY A ‘Telnet” Nazaally
Plaintext

= SSL (Secure Socket Layer)

= Wenun1ime Netscape Communication 12i%in Authentication
uasinilavriaya 1aaaviilu Layer atsyiiing Application uay
Socket API (Transport Layer) 1d@usunis&asnseuiu Web 1u
N15vin Financial Transaction

= TLS (Transport Layer Security)

« Hunasgruvae IETF wpfluanasgiuunu SSL 1aaaanuuy
mnﬁ‘ggmma SSL v.3 919 SSL uag TLS &usaiirunladsiuiy
HTTP




Security Technologies id1dsu

= HTTPS (HTTP Security)

« (HumaTuiafiisin HTTP, uag SSL w3a TLS winsadufunis
i1 Certificate Lwa“mmsaamsmu Web ‘laatinvdaansit
HTTPS aglaf TCP Port 443 unuiiaziilu 80

= IPsec (IP Security)

= WuwnaTulafdlunisvin Security Ay IP Datagram 1aaduise
lRan¥in Authentication #9a Confidentiality (Encryption)

= RADIUS (Remote Authentication Dial-In User
Service)

= Lilu Protocol 12d&115un15vin Authentication, Authorization
wag Accounting (AAA) fiaiulailu Dialup uay 'VPN &usu
Remote User

= WEP (Wired Equivalent Privacy)

« (Hugundiouas Wi-Fi WLAN Standard ﬂaauunmmummﬂ
WPA (Wi-Fi Protection Access) tliavannilynaau



Chapter 31: Network
Management (SNMP)

= NW Manager 1132 NW Administrator ilu
WvinuL

= Planning

» Installing

= Operating

= Monitoring

= Controlling

NW Manager aza52a6/uf'la s HW uay

SW a1t NW vindu'leasinedd
Uszadndsnn




7% Chapter 31: 31.3 NW
%4 Management Standard Model

= Industry Standard Model

= FCAPS

» Fault Detection and Correction

» Configuration and Operation

= Accounting and Billing

» Performance Assessment and Optimization
» Security Assurance and Protection



Chapter 31: 31.4 Network
Elements

» udnadvadnsal szuu usana'ln
SIUN190ARNT3 1A 5IUAY Service AV
2aav Network sa¢l

Manageable Network Elements

' Layer 2 Switch ' IP router
' VLAN Switch ' Firewall

- Wireless Access Point | Digital Circuit (CSU/DSU) |

' Head-End DSL Modem | DSLAM

' DHCP Server ' DNS Server

| Web Server | Load Balancer |




Chapter 31: 31.5 Network
Management Tools

= Physical Layer Testing

= One-Touch, DSP 4000, Cable Tester, RF Signal
Meter

= Reachability and Connectivity
= Ping
= Packet Analysis

= Packet Analyzer (Protocol Analyzer) w2iu Ethereal,
Wireshark, Sniffer

= Network Discovery
= T2lun1s&919 NW Map

= Device Interrogation Tool
» lunsavenav lifvailnsalsiagnis




Chapter 31: 31.5 Network
Management Tools

= Event Monitoring

= LHudausgavnisvinouuadalnsaiusazey
NIUNIYIANN AzNT5RY Alert uulatiiadli|
NaUnALiadu
= Performance Monitoring

= LHudresvuuaziiuvindszd&ngninnis
Mduaay NW

= Flow Analysis

« 121U NetFlow Analyzer ugav Traffic Tulaay
Link wazuaay Application vi3vaeilu NW



7% Chapter 31: 31.5 Network
%4 Management Tools

= Routing and Traffic Engineering
iwar General Configuration Tools

= Routing agmuAuLaun1vNIsiriauadtaya
e vin Configuration Routing Protocol

» Traffic Engineering agas1auLLagin
Configuration aastgunvuastiayatinali
Huldeu QoS Msiavnns

= General Configuration Tool Taig®aun15¥in
Configuration 17l



7% Chapter 31: 31.5 Network
%4 Management Tools

= Security Enforcement

= Laftiafedulnisvineruaas NW tfluldeu
Security Policy

= Network Planning
= vfludnadududauinnign 1ddniunns
MIUNUTunIsvitaIuaad NW tauladvin NW

Optimization & %15u NW Architecture #%a
Traffic Engineering



=% Chapter 31: 31.6 NW
Management Application

= nAiilu Application Layer az1indu
Tuanuaue Client-Server
= &U Client agvinvruuu PC (5an Manager
= &U Server agvintaulualnsal NW 13an

Agent

= Manager azsavaaziayaann Agent v
atiuualnsaianvg tnautAu I Tu
SIUADUYARATINIFAILAFIEU

= NNTIA9UDURERIUANRATATEVINHIU NW
Management Protocol (Application Layer
Protocol)



Chapt 31: 31.7 Simple Network
Management Protocol (SNMP)

s 1flunnassruinladlu Internet
= 1331TuAa SNMPV3

= ANviuea Format aavaiayandesziiing
Manager uas Agent

= dayan&9 azldswauuy ASN.1
= Abstract Svntax Notation 1

- Decimal @ Hexadecimal @ Length @ Bytes Of Value
~ Integer = Equivalent @ Byte (in hex)
27 | 1B . 01 . 1B
792 | 318 .02 | 0318
24,567 | 5FF7 .02 | 5F F7

| 190,345 | 2E789 | 03 | 02 E7 89




7% Chapter 31: 31.8 SNMP’s Fetch-
%4 Store Paradigm

= SNMP i1 Primitive Command a1y
A

= 12f Fetch-Store Paradigm
= Fetch TaTunisavarnannalalnsal
= Store 12lun1sdea1lviduailnsal

= Operation agnszvinAu Object 1aaA11iun
Object Name



Chapter 31: 31.9 SNMP MIB and
Object Names

ueay Object Nazdasnsniu SNMP azeaesd

Aatawrziiluaasnuiay

= 119 Manager wag Agent agsinglddaifeifudmsy
Object aeniu

= Set 21a9nng Object M12dTu SNMP s3nAu

Tuuu MIB
= Management Information Base

= AN6537U MIB azuanaan’annuIassIuaay
SNMP

= MIB 2avadnsalusazuiia agdunnsgrunanandnu
aan 'l



~%, Chapter 31: 31.9 SNMP MIB and
Object Names

= Object Tu MIB azgnaviuaiaalada
autuu2aas ASN.1
= Weiag Object azAuuaa e Prefix Aaguila
sl
s LU #ia Object 7lafusurunay Datagram
nadnsallasuaziily
o Iso org. dod.internet.mgmt.mib.ip.ipInReceives
= weisladia Object ansv'lulu Message
229 SNMP jjfuazsgaununasl
Integer aiudratinvainvuuazilu
«» 1.3.6.1.2.1.4.3




¢, Chapter 31: 31.10 21iinaas MIB
Variables

= SNMP 11'lan11iua Set 21a9 MIB civiiu
MIB shunsaaanuuutazAiuatilu
U FIU LD LNIA RS

= MIB Aflunnnsgiuwaiu UDP, TCP, IP, ARP wazaiu
29 Ethernet

=« MIB & uiuailnsaliaiu Switch, Router, Modem,
Printer

= Liadl Protocol TnsitAndu #usaniviua MIB
WL Tag'lusastntlagiu SNMP

= HHARAUNTAIRNITALANLANEIU MIB Extension
f1nTualnsaiuasanuiad

= RMON flu MIB Extension id1éay #11su
Manage 1u Layer 2(LAN)




Chapter 31: 31.11 MIB Variable
811151 Array

= uanuiiiaann MIB Varigble rnviuaiiluan
Integer ua? e MIB nAaviuatilu Array
1192 A9

= 12U MIB & #5u Routing Table (Forwarding Table)

= 229 15AMU Tu ASN.1 luiin1sAviua
Index 22y Array 1513zaadactiiliaay
Object Tua1519 uazAilvua Index tav na
ann Object Name 12114 IP Forwarding
Table

» Standard MIB prefix.ip.ipRoutingTable
= 61916291 NIzUNY Field tshagtlad

« Standard MIB
pregiécip.ipRoutingTabIe.ipRouteEntry.<fie|d>.IPde
staddr




.24 End of Chapter 30-31 (Week 16)

= HW 10 Download: Last Homework

= Due Monday May 2 Before 12.00
Noon

x LRAAATUSTANETUNS
s Course Ends: No Class Next Week

= Final Exam: Friday 13 May 13.30-
16.00




Final Exam Preparations

= Final Exam

= LIUKa9 Midterm Aau MT azaani3ay IP
ey IP Address

= No Calculator

= AzULUULAY Final 50% (6 2ia 60 Azuuw)

= N51U 10 A59 15%
« Midterm Exam 35%

s LNAUYFHIUARAZLUUTIUGADY LG 40%



Final Exam Preparations

= Final Exam List

= 1. IP Address and Subnetting

= 2. TCP/UDP

= 3. Routing General, Least Cost Algorithm
= 4. IP Routing, RIP, OSPF, BGP, Multicast
= 5. QoS and IP Telephony

= 6. NW Security waz NW Management

= tau 1/59 ila 1 Sec (A ung)



