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224 Review Part II
= LAN and LAN Technologies
= 1Wiun Ethernet Technologies




Network types

ilaxiiu Technology 21avy LAN w11 Fiber
Optic su1sa&v'lalnaluscau MAN

Range Bandwidth (Mbps) Latency (ms)
LAN 1-2 kms 10-1000 1-10
WAN worldwide 0.010-600 100-500
MAN 2-50 kms 1-150 10
Wireless LAN 0.15-1.5km 2-11 5-20
Wireless WAN  worldwide 0.010-2 100-500
Internet worldwide 0.010-2 100-500




P4, 351LnAa Share Medium waziin
&=¢ Multiple Access Control

= 7u LAN az12f Topology 3 uuuiisdndey
= Bus (uay Tree), Ring, Star
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A9 Share Medium

= siavidn1saluAu = Medium Access Control

= End Node azsaviinisnitvunianida Address
g119Ua19aY 1i5an11iua Circuit Number

= Intermediate Node azTaunnuiaudivassionand
Tunisansulasdvaayanaaan'iu(Forwarding)
x AUU |
= 1. Data Miavassavudsaium (Header) aratayasiivquay
Address uagn1s Control ts1t5anitilunsvin Encapsulation
WRAWETI 1613871 Frame
= 2. N&IUVInauas Frame gfiin56aaia1daiauilansIaqTuaINy

fAawann (Error Detection) finagtilu CRC Code 13an Frame
Check Sequence(FCS)

= 3. Aauninau Header wagnay FCS anaagfinsiauiiasdiniy
WaaIAAURILALVINAUAY Frame (Frame Delimiter: Pre-
amble/Post-amble) )

= 4. ddyngasavfinisAiviuanginaaiatgauaiilvitilu
11n551U AandtnuaLilu Protocol aavns&asns
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= LAN iinazladn1s Share Medium wuu Contention
avluaTaAYIALIUNITAILUANANTSYIN Multiple
Access
= Topology Awangauda Bus, Ring, Star

= WAN az Share Medium wudu uaiinazladisuas
Synchronous Multiplexing (TDM) 1u Circuit
Switching Networkiisa Statistical Multiplexing
(12iTu Packet Switching Network)

= Topology Mviungauda Mesh Network waziinasiilu Partial
Mesh

= Internetworking Technologies iinazgnTadTun1s
1ianaas1inny LAN wnu WAN Network
« WdauAa Internet (IP Network)
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« Hluszuunldneaasnisvin Multiple
Access(Random Access) uav Packet
Radio System

=« 1970 University of Hawaii
= NNAFIAUNLI Efficiency aavszuu d'la

g9sn 18%

= £l Slotted ALOHA ag'lsifiv 36%
. cahﬁﬁ‘]umaoam‘lumwmquﬁ

» NN3ANENI ALOHA 1in'li)sn1svisiun
CSMA qjonnm"lﬂ’hﬂﬂumousn’tu
Ethernet

= WA UTiAZRY
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Slotted ALOHA
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Slotted ALOHA protocol (shaded slots indicate collision)



Local Area Networks

= Smaller scope
= Building or small campus

= Usually owned by same organization
as attached devices

= Data rates much higher
= Usually broadcast systems

= Now some switched systems and
ATM are being introduced



LAN Configurations

» Switched

= Switched Ethernet
= May be single or multiple switches

= ATM LAN
« Fibre Channel
= Wireless
= Mobility
= Ease of installation



IEEE 802 v OSI

OS| Reference

Model
Application
Presentation
IEEE 802
Reference
Session Model
Transport Upper
Layer LLC Service
Protocols Access Point
Network - (LSAP)
/
————— —( —( —( )
D Link Logical Link Control
ata Lin — Viediom Aeosss ]
o Control Scope
of
Physical Physical |IEEE 802
Standards

BT T |
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= Data link
» Logical Link Control(LLC)
=« Medium Access Control(MAC)

= Physical




Frame
Transmission Lym—
on Bus LAN . &

A copies frame as it goes by



CSMA 1u BUS Ethernet

= Carrier Sense Multiple Access

» 1. naudvanya ilvAaauNdlansAlae
121 Channel 52134 a1 ludTusEela
dazuulusaaunin Channel 3z v
so'le

= Ui
» ANdRFARIUNINANRTIAY LHARNEINY AU

LA TUATRIADURA NN LRZAUAU

= L5I6A9NTNRLALANLEY TUANTATIATUANTUY
AuLazInn1g Laean Collision Detection(CD)
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s 2, "tummmmmaamaua"mwm'ﬁﬁomﬂ fN2aya
mﬁa”lm“’lumuaunumm LAMIINAAAITAUAU MW
naaRIiun w'saumamamm'\muanamuamﬂmu
ANsAusULAadY (Jammmg Signal)

= 3. vigasatiluszazinan Random wazaasluu
(nauldgvaia 1)

s 4. adinsAuAufanany usazAsINuigasa s
a2 Random #iinn Standard Deviation (flusav
N
= 1380 Binary Exponential Back-Off

= 5. a1UIUATINAUAYU AacadutAuA1LiUua 11ilan
auAIsdvzayattar Report 1ilsiveisv

= A1NUN55ULSan CSMA/CD




Notes on CSMA/CD

s ANz CD sunsavinviule ADYIAGAY
gytluanuruurana

« Tu Ethernet iuualvizunauag Frame fgvacinoe
siavilAduend 64 Octet(512 Bit)

0 ;waﬂaonu"lu“&nw“’lmwuuo‘l?j Channel uhu
AUl azeaviinisAviuaal MTU
(Maximum Transfer Unit)

= Ethernet m‘mumum Frame aoama 1518 Octet
Taa&IU Payload avmumaoama 1500 Octet

» aauniivasliluily Frame uad azsvdn
Frame aataa'li'le eavsa’inidlnseiavnisss
u3atdan (Inter-Frame Gap) s11sd3va9
Frame aa'lula




»% Review Ethernet
224 Technologies

= IEEE 802

« IEEE 802.1 Management
« IEEE 802.1D Spanning Tree
=« IEEE 802.1Q VLAN Tag
« IEEE 802.1X Au

= IEEE 802.2 LLC
= JEEE 802.3 Ethernet
= IEEE 802.11 WLAN
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= Wired

= 10M(Ethernet), 100M(Fast Ethernet),
1000M(Gigabit Ethernet), 10G(10 Gigabit), 40G

« Coaxial, UTP, STP, Fiber
Optics(62.5/125,50/125,8-10/125 with 850 nm,
1300/1310 nm, 1550nm)

s Wireless

= 802.113

= 802.11b
« 802.11g
= Infrared

Laser
Radio, Microwave



Gbit Ethernet Medium Options
(log scale)

10-um single-mode fiber
I [ [ [

1000BASE-LX 50-pm multimode fiber
| | 1 |

62.5-um multimode fiber

50-um multimode fiber
1000BASE-SX l | [
62.5-um multimode fiber

1000BASE-T Category5 UTP

1000BASE-CX Shielded cable

25m 5&0m 250 m 500 m 2500 m 5000 m

Maximum distance



10Gbps Ethernet Distance
Options (log scale)

10GBASE-S 50-um multimode fiber
(850 nm)

62.5-um multimode fiber

10GBASE-L | Single-mode fiber
(1310 nm)

10GBASE-E [ Single-mode fiber
(1550 nm)

Single-mode fiber

I
10GBASE-LX4 50-um multimode fiber

1310 nm 1
( ) 62.5-um multimode fiber

10 m 100 m 300 m 1 km 10 km 40 km 100 km

Maximum distance



IEEE 802.3 Frame Format

46 to 1500 octets

A

7 octets 6 6 2 20 30 4

1
S

Preamble E LLC Data
D

SFD = Start of frame delimiter 1.octét 1 10r2 variable ~
DA = Destination address .
SA = Source address DSAP | SSAP LLC Control Information

FCS = Frame check sequence

General Ethernet Frame Format

802.3 Ethernet frame structure

Startof e Mac 321Q pihertype Cyelic 4 terframe
Preamble frame destination source ag or lensth Payload | redundancy a
delimiter (optional) & check sap
7 octets 1 octet of 6
of 0 6 octets (4 octets) | 2 octets | 46-1500 octets| 4 octets 12 octets
10101010 10101011 octets

64—1522 octets
72—1530 octets
84—-1542 octets
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= iaurinTun15u933 IP Packet avlu Ethernet IEEE 802.3

= fia IP aﬂﬂsuﬂanmummu LLC Layer ‘Emﬂmumumﬂsvﬂanmﬂ
DSAP waz SSAP wazaiu Control Avvuanin LLC Frame § Payload
°|1:|a0 Protocol aglsas anniiuSegel MAC Layer wiadsenay MAC
rame
= W5 U9 LLC 4 Code Anniuam IP Packet wa'lidl Code finviua ARP
Protocol vintyitAatiaunnlunisdsenau MAC Frame
= ARP avmaa”l?j‘“‘lumsﬂs”nan MAC Frame t#iala1i1 MAC Address uav
a1 Link 1 Match Au IP Address (2adtasavilaranivnaauayd
Gatgway)
= 69U Liafinng Run ARP fuazidsynau LLC Frame 36
= DA
« USuigunesgru LLC Tnilviginnsasasdu ARP la
138n15ua9 SNAP ua'litaaiinnsladou
= tiaunaulilel Ethernet Frame Type II giotflunnasgiuean 1ifi LLC

= 1 15Tnaglal TCP/IP 19wy Ethernet &mdu Network Tuaveing
%ﬂa Technology way Intranet) satiuagwudn Ethernet Frame &u
nain39lu LAN aziilu Ethernet Type II

= Switch 11331iu 5u Ethernet Frame 16vI9&aILUL LWs1E Switch ALALLA
MAC Address 1ugiuitiuag MAC Frame




Ether Type II (DIX Frame)

80 00 20 7A 3F 3E 80 00 20 20 3A AE 08 00 IP, ARP, etc. 00 20 20 3A | |
Destination MAC Address Source MAC Address EtherType Payload CRC Checksum
MAC Header Data
(14 bytes) (46 - 1500 bytes) (4 bytes)

Ememet}‘! e ll Frame
(64 to bytes)

- 6 bytes > MAC-48 Address

offset: 1 2 3 4 S 6
3 | sthibyte [sthbyte | athbyte | rdbyte [ 2ndbyte | 1stbyte g I N Tra nsMm |SS | on O rd er
g'_. 1st octet | 2nd octet | 3rd octet | 4th octet | Sthoctet | 6th octet i’ 01_23_45_67_89_a b’
S e e seaye—» 3 01:23:45:67:89:ab,
g,. Orge:g;sriti}lper}eill Ul.'l)nique NetworécNIEt)egf;ggﬁ%ontrollet g.- O 1 23 \ 4567. 89a b

o 802.3/.4 Send LSBit First
bs[b7 [b6 [bs [b4]b3]b2]b1 (Canonica| Format)

‘ ko: Tnicast 10000000 11000100 10100010 ...

L: multicast 802.5/.6 Send MSBit First

0: globally unique (OUI enforced)

1: locally administered (Blt' Reverse/NOn'Ca nonlcal)
00000001 00100011 01000101 ...
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= Repeater uavinn1sssvdauanat v 911l

v o

Qs
Q/ Q/ Qs

givanivniily lusauTanseuaunatiiuaavnis
azav'lildenia

= Bridge azasnydauanarluii uazav'lilsdvan
HyAnatda MAC address daranvaas

Frame 1u'laatTun1s19 MAC address
table aavauNsgun
= NTEAUTAN9Y MAC Address agnsevinTaaaa Tuils

Wadl Frame 1N Taagann MAC address siunyg
229 Frame wagay Update aaantian



‘| Port 1

....................................................

a1 A svzianalii C
inaz'lsdu ?

61 A &9 Broadcast Traffic
iaaz'lsdu ?

MAC Table
A port 0
B port 0
D port 0
E port 1
Fport1l
G port1l
Hport1l



Bridge vs Repeater: Collision
Domain vs Broadcast Domajn
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Repeater and Bridge in Star LAN

= Tu Topology uuu LAN 67 Hub aziilu Repeater 7
duana Port vinvaulu Layer 1

m mnﬂaﬂnsmmmamu Hub aziilu CoII|S|on Domain taedu

- mamwnﬂaumﬂu Switch dsiin1svinv uuuy
Bridge niiuiana Port vinvaulu L 2 (MAC Layer)
¥ Lmavaﬂﬂsmmmamu Switch aiusag Port aziflunils

Collision Domain |

= 281915Aa074 s azidiaunasa Hub #i5a
Switch tvavanintilu Network waienAu (i
Network ID 13a Subnetwork ID wGaafiu) darilu
LAN 291aeAU

» Broadcast Traffic aznszananiy Network wagvionuai 01697
\ilu Broadcast Domain ey

L msmaumaumwaao Network siavladainsal Layer 3 Aa
Router #9a L3 Switch

= Port envquay Switch azeanuay Network wasauay Broadcast
Domain




0 = 0
_usiazaruzas LAN
ianaandusa Hub 1i3a
HUB: 5/4/3 Switch 3an 1ily LAN
SWITCH: Broadcast L Segment
Traffic o
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ugiazdruuay LAN 7
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Layer 2: LAN with Link & Core

AL
= <D
&~ 2\
& A
= £
3 5
;’.‘A &
& £
& s
R p T\'G]Y\'Y"g'

| s4 S5 |
Core %ﬂm'ﬁu %FED
L2 Redundancy Switch
ACCESS oooo oooo oooo
Switch S1 S2 S3

|'.;.'.;.|'.;. -.;.'ﬂ-; — = L=
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Layer 2 Redundancy: Active Link

| s4 S5 |
Core %ﬂm'ﬁn %FED
L2 Redundancy Switch
ACCESS oooo oooo oooo
Switch S1 S2 S3

|'.;.'.;.|'.;. -.;.'ﬂ-; — = L=
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Layer 2 Redundancy: SPT

| s4 S5 !

Core %ﬂmzﬁ ---------- %FED
L2 Redundancy Switch

Access | |
Switch S1 S2 S3

|'.;.'.;.|'.;. -.;.-ﬂ-; — = L=
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| s4 S5
Core %[]IDDD %FED
L2 Redundancy Switch
ACCESS oooo oooo oooo
Switch S1 S2 S3
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(o) :

et SPpanning Tree

= L2 Protocol

= LAN 4 Loop lu'ley

= LLAILSI6129N158919 Redundancy

= ila Port 1uluitAa Loop

= lila Port tatilatduniy wwiatdunivtnngl
il ey

= IEEE 802.1D
= IEEE 802.1W
= IEEE 802.1S




i n\.r\'n‘f Wy
N o
5 s,
5 %
¢ @ > -
9 5
= a &
% %
£y . >
& g
e NGINEE

= Transparent
s TN AR TUNG

s U19A39 Tree N'laaraazlutilunesn
AaYAN1S

= 21360 aYilN15 Configure

» UnalunisAalviua Root Bridge ann
Bridge Priority
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» LAan Root Bridge Taann Switch v
BPDU aanunn Port uazlda@1 Bridge
ID

= Bridge ID = Bridge Priority(2
Octet) + MAC Address(6 Octet)

= Switch 51 Bridge ID sgnaziilu
Root

= Default Bridge Priority = 32768

= £11'13iIn15 Configure &viiu Switch 1
i1 MAC Address sinsinaz'lasuidan
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= &979 Minimum Cost Tree 1aa1ann Root v
BPDU 0 Cost = 0 aannng Port niuna
dvgnina1iilu Designated Port

= 1fia Switch 165U BPDU siuazunnan Cost
AU Cost 2129 Link M2y wazgena

» A1dUulasuunnI 1 BPDU wasiae i
U1NAMULILE VNIVl elv Root (Loop)

= tdantdun19in Cost sinni1 1Ilu Root Port

» AdunnnuilvidunIvuar Cost tinAu
taan Port 1t Bridge ID sinn2n

= AdvmnAutaan Port Priority sihn2n



»24 Steps 3: 1aan Designated
524 Port uaz Port Blocking

s UM INiilsgnidanazgnile
= A51la 1iniaa Blocking Port

= Port azanilasuiaen
= e Port 731 Cost gun3n'lues Root eivindu
= e Port Switch 7l Bridge ID g9n31 g1vinfu
= Tla Port 741 Port ID g9

= Port ID = Port Priority(1 Byte, Default = 128) + Port
Number

= Port iiilai3an Designated Port




Cost Table

Link Bandwidth Path Cost (Old Version) Path Cost (New Version)

4 Mbps 250 250

10 Mbps 100 100

16 Mbps 63 62

45 Mbps 22 39

100 Mbps 10 19

155 Mbps 6 14

622 Mbps 2 6
1 Gbps 1 4

10 Gbps 0 2
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STP (ily Protocol uay Algorithm Aazualailaun
Loop Miinlu LAN(tHaunasralayer 2 Switch)

unssrumna IEEE 802.1D

ﬂsvnaumu Root Bridge uav Set aav Port uu
Switch i Cost mam Nazay Traffic 11ty Root

= Root Bridge 1flu SW i Bridge ID mam

Switch Porim”lu”lmﬂumuummm Tree azgn
Disable aviluaziinieas Path waansz1inne 2
Station

usiar Switch azas Bridge Protocol Data Unit
(BPDU) mu,nnul,wa'snm Spanning Tree

BPDU manmma State 2129 Port wlaau
uanannil BPDU ac anae‘mnq 2 U

Root Bridge a253ziaan Manually ann Switch
AYARIINAINULZIFY
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= 1. Lowest Root Bridge ID
= 2. Best Root Path Cost
= 3. Lowest Bridge ID that Send BPDU

= 4, PortID




Order of Precedence

1dan Root Bridge

ID 28672; MAC 0123.4567.89AB ID 28672 MAC FBEA.4567.0110

ID 32768; MAC 1234.0000.A8CD & . . ID 32768; MAC BCBD.A012.4FFE

L3 -..nanm-n. (= -..---.nmni LS FITTITI T I T T .
[} TEYTTT TTTTEY ‘ v v TYYIYV FUVEVY . TEYTE IEVERY ...

= ASAAARARASEE

Lol L2l e -~ ......... i
v

Ry TR,
| AAhAAAAAAEAS -
v vesUTE RIS .., ) TYVPYT PUTEYY

ID 36864; MAC 2345.0900.0AC2 ID 36864; MAC 234A.FOF2.A023 ID 36864; MAC 67AE.A089.86A2



Order of Precedence

ATviun Designated Port uazs&v BPDU ann Root

ID 28672; MAC 0123.4567.89AB ID 28672; MAC FBEA.4567.0110

I

AAARE &bk
WP PPE G PP

ID 32768; MAC 1234.0000~ ID 32%68; MAC ABCD.EF01.2345 ID 32768; MAC BCBD.A012.4FFE

LS innna nmn- ‘ L3 inﬁua. AdddAS . | Ly --nnm addddd .
[ IPTETTIIIRRY ... [ TITETR IR .. w TERRTR ST ...,

‘..Ml hddddbhd . Ly 3 .I.... ‘.....

(o= AAAAAAASSEEE
[ TYYPY FUVTYY .

ID 36864; MAC 2345.0900.0AC2 ID 36864; MAC 234A.FOF2.A023 ID 36864; MAC 67AE.A089.86A2



Order of Precedence

#3519 SPT uaz Block Link #liflugruznas Tree mung Precedence Rule

ID 28672; MAC 0123.4567.89AB _

ID 32768; MAC 1234.0002"ABCD

ID 32768; MAC BCBD.A012.4FFE
T [ ESmssi
g Semem ¢ S B SemmemmH
ID 36864; MAC 2345.0900.0AC2 ID 36864; MAC 234A.FOF2.A023

ID 36864; MAC 67AE.A089.86A2



Order of Precedence

#3519 SPT uaz Block Link #liflugruznas Tree mung Precedence Rule

ID 28672; MAC 0123.4567.89AB ID 28672; MAC FBEA.4567.0110

T GAAAss AGAREE -
PSP

ID 32768; MAC 1234.0000.58 ID 32768; MAC BCBD.A012.4FFE

.- -.nnanmnmi ‘ (= ..lli..ii..j LS .ll.lli..ili
[ TEIEEE VRS ‘ ‘. ; v IV PEETYY .. L TETTTR YRR .

= dddddddbbddd . . LE 3 T ASAAAAARASEE Ly 3 AAAAAAAAASRA -
v TEYPTTEREIRT ... v TYVITV FRERTY ..L.‘ L TYVPEETEEIEY ...

ID 36864; MAC 2345.0900.0AC2 ID 36864; MAC 234A.FOF2.A023 ID 36864; MAC 67AE.A089.86A2



Order of Precedence

ID 28672; MAC 0123.4567.89AB ID 28672; MAC FBEA.4567.0110

Lk adbddd Sddddd . -
b

ID 32768; MAC 1234.00004BCD ==~ ID 32768; MAC ABCD.EF01.2345 ID 32768; MAC BCBD.A012.4FFE
s ) s ¢ eSsEEsm

ID 36864; MAC 2345.0900.0AC2 ID 36864; MAC 234A.FOF2.A023 ID 36864; MAC 67AE.A089.86A2



Order of Precedence

ID 28672; MAC 0123.4567.89AB ID 28672; MAC FBEA.4567.0110

ID 32768; MAC 1234 00Qd8.ABCD = ~ X(68; MAC ABCD.EF01.2345 ID 32768; MAC BCBD.A012.4FFE

R T daassassssss 5 Asassassssas - I R aasaARBaSS
= SEISTRIIIOES ., ; 4 TITTTE PITTYS . ® EEBEEE FETEES

dddbdddddddd . i L AAAAAAASAARE - LS Adbddsdbbdid . .
TYVIVESUREEY ..., [ TYYTIESUIYY ..., [ TYYUTE FPVEEY ...

ID 36864; MAC 2345.0900.0AC2 ID 36864; MAC 234A.FOF2.A023 ID 36864; MAC 67AE.A089.86A2



Order of Precedence

ID 28672; MAC 0123.4567.89AB ID 28672; MAC FBEA.4567.0110

—

ID 32768; MAC BCBD.A012.4FFE

X(68; MAC ABCD.EF01.2345

ASASAASASA8S | 5 ARAMGSASAAS .| = BAGAAASBAAS . .
- THETTT PEREE ..., w TETEEEBIYEYD ... () TERCTEFEFTEE
o ¥ - tes L iy ST

Lk AsAEAAOBEAEE . . 3 S asddddAddddd | L T TTT T .
[ FETTTCRETEED ..., g [ TYYTIESUIYY ..., [ TYYUTE FPVEEY ...

ID 36864; MAC 67AE.A089.86A2

1D 36864; MAC 2345.0900.0AC2 ID 36864; MAC 234A.FOF2.A023



ID 28672; MAC 0123.4567.89AB

—

Order of Precedence

ID 28672; MAC FBEA.4567.0110

T i

ID 32768; MAC 1234.0008.ABCD X(68; MAC ABCD.EF01.2345

A FITTTTTITT 7 Il

ID 32768; MAC BCBD.A012.4FFE

5T sesaddadaded ..
W TPTTTE PPTVE ..., v TETTET TRV ...,

®
-

AbEbEAEEAEESE . -
FERTTE PR ...

L ssssadadddas | ) = asasdaadddes |- [=
w STTCTE FEGTUE ... v vevevETETTYY ... v

.....

“1‘5‘36864;"MAC"2345';0'906;0AC2 ID 36864; MAC 234A.FOF2.A023

ID 36864; MAC 67AE.A089.86A2



Order of Precedence

ID 28672; MAC 0123.4567.89AB

ID 28672 MAC FBEA.4567.0110

ID 32768; MAC 1234.0008.ABCD X(68; MAC ABCD.EF01.2345 ID 32768; MAC BCBD.A012.4FFE

5 ddasasssssss LES Eiﬁiiﬂiﬂiﬁii 5 Gheeahasasas - -
» i L (3 FETERR WG ¥ TEeTTT TERTY ...,
R

5 Sasasasasans - -
] FEEETE FHGHET

L5 T AAAAASAABAEE -
.....

2% i o o
" FETCTETIEIFET ...

L TR EEEEE .

ID 36864; MAC 2345.0900.0AC2 ID 36864; MAC 234A.FOF2.A023 ID 36864; MAC 67AE.A089.86A2



Order of Precedence

ID 28672; MAC 0123.4567.89AB ID 28672; MAC FBEA.4567.0110

L5
Ly

ID 32768; MAC 1234.0008.ABCD ID 3%¢68; MAC ABCD.EF01.2345 ID 32768; MAC BCBD.A012.4FFE

TS AddAGAASABES . . 5 AkaassAKates - . TS AdRGas SRASGE
w TEOTEE POUEYE ..., “ TETTET FEFEEW ... w FEPETE BEEET .
: = A : e :

= ot b ook e o b b ol l (= ARARAE SBRDAS . . L Jy 3 bbbl s ol ol ol s
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= VLAN by Port (Static) Anviuausay Port anaeiin
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= Dynamic VLAN : a1u MAC, IP, Protocol #3aduq
Asaltineay Port aztddau VLAN e Condition 1
A1nua 1saanILilu Mobile Port
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= VLAN 1 aa Default VLAN auuay
sg919'lu'la
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VLAN uiv Switch wdlunarasru

Switch Undda'laiuniiv VLAN 152372t Managed Switch

= N aasunnAnfad saAmsadddadd 1
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- vevyTY RIS ...,

Switch e gauudstilu 3 VLAN

5/1 5/3 5/5 5/7 5/11 5/13 5/15 5/17 5/19 5/21 5/23 5/9
VLAN 100 VLAN 200 VLAN 1 5/2 5/4 5/6 5/8 5/10 5/12 5/14 5/16 5/18 5/20 5/22 5/24
T T T
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; ; ; VLAN 100 VLAN 200 VLAN 1
PC1 PC2 PC3 PC 1 PC2 PC3
192.168.10.10/24 192.168.20.20/24  192.168.1.10/24 192.168.10.10/24 192.168.20.20/24 192.168.1.10/24

wnar VLAN gaunanaananndu wsilavatnuas Switch
AanNatiauar Sub-network/Broadcast Domain
siavlaiainsai Layer 3(Router) unidausa
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= JEEE 802.1Q Standard

= 4 Byte 1Anluguuay Header
= 12 Bit 1flu VLAN Number

= ISL(Cisco)
« Encapsulation
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= Port 21av Switch aznavgnanuuaiilu Tag
Port

« iazayagndvaanildy Tag Port aziinas
14 Tag A1vium VLAN

= ia2iayannde Tag Port azgnaelulss
VLAN anu Tag uaze? Tag azgniinaan
= VLAN Default 2as Port iiuaz'lsignlsd Tag
= VLAN Number agiilu Local aintiuvin
Tagging
= ainsalunvivaazil Protocol &asnssening
SW (Interswitch Protocol)
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= Connect Through Router (L3)
= Using L3 Switch anin




VLAN Static vs Dynamic

= tda VLAN anAviuaiang Port 2aav Switch
15113e1n Static VLAN
g aﬂnsaiﬁLﬁauGiaﬁ’u Port funaazgnauldaciu
VLAN 7fiviue |
uaa1sAuua liadnsainunidandu Port
1dactTu VLAN euaaisiutiauavailnsal
121y a1u IP Address, MAC Address 1i3a
aun15 Authentication 151153an Dynamic
VLAN

= Port sunaaztilu “Mobile Port” wagsiagAiiiua
VLAN Rule 11
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= 11119 Subnet Wilu 1ily VLAN

= Wias1finuue Topology 15116
= Subnet Aavnay Network
= A11Ua IP Address Tviduwanay Subnet

= ANUUA VLAN Tviduweay Subnet

= SWUULLARY Subnet &usaatsInAuUuU Switch
LAeAUlL6

= UWEIRY Subnet 8111501528 ATAUARNKRNE
Switch 16

« NATAA Logical Network(Diagram) wag Physical
Network(Wiring Diagram) &unsatanannnu
Network azilsgnaualragay Diagram
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o maamnmmsmumm Spannmg Tree(802 1D)
Julaevdunnnau VLAN geifun1svin VLAN Tu
Network aziinnnnin 1 Spanning Tree a6 1T
umummnq VLAN azeiavil Spanning Tree 1&g
4961111 VLAN wuu vraqazlisitdainn uauinss
61151311511 Filter 21av Trunk Port anaasvinlu
119 VLAN uiaaann Spanning Tree 16

= Cisco latinsgrunag Protocol uav Spanning
Tree Nvintia N5 Spanning Tree uangusu
uaiay VLAN 16 uaAlalesiu Switch uav Cisco
Wity atnelsieuunassulusiuase IEEE da
IEEE 802.1s qjomummﬁmmusu Multiple
Spanning Tree(MST) azgautidiuans Spanning
Tree 16




WAN Technologies

g Iun'\'m’?'am\'aszﬂz"lna, Ethernet
Technologies iz u1saiinunlad'la

= IP 1flu WAN usatilu Layer 3 doiiu

mavn1s Layer 2 uaz Layer 1 tilueiin IP
Packet

= IP uu Ethernet 121671 LAN tviniiu

= lunisavlnaniniu a1 WAN Technologies 111
IP Packet

= IP us53Tu WAN Layer 2 &9uinu Layer 1 (HDLC, FR, SDH,
MPLS, ATM w1u Modem, Fiber, ...)

= IP us531u Layer 3 WAN Frame waiulu X.25




LAN 1 LAN 2

End system End system
(A) (B)
WAN
IP IP IP IP
ty g t7 t1o t11 t4e
- LLC LLC Frame Frame LLC LLC
on nec Ion N rela rela tiz Ys
MAC MAC y Y | mac MAC
ts Y4 ts tg t13 t14
Physical Physicall Physicall Physical| Physicall Physical|
| | I l I l
t1, ta, t7, t1o, t11, te [ PH | TCP-H | Data |
to, ts [LLC1-H| IP-H | TCP-H | Data |
t3, t4 [MAC1-H|LLC1-H]| 1P-H | TCP-H | Data |mAC1-T]
ts, to | FRH | PH | TcP-H | Data | FR-T |
t12, t1s [LLC2-H | IP-H | TCP-H | Data |

ty3, t14 IMAC2-H|LLC2-H | IP-H | TCP-H | Data |[mAC2-T|

TCP-H = TCP header MACI-T = MAC trailer

IP-H = |P header FR-H = Frame relay header
LLCi-H = LLC header FR-T = Frame relay trailer
MACi-H = MAC header



Connect to ISP

Router

7

Modem

Router

Leased Line

Modem

ISP

(IP Network)

Note: ffa31fu Technology uay Ethernet & unsa&slalnadu
YinlWtsaee LAN 1aTuszaenignaladu ny. e lugusatauga'laiag

famdsiade Public Network



WAN Technologies

Bandwidth Sample
Option: Description Advantages Disadvantages range protocols
used

Leased |[|Point-to-Point connection between two computers Most ) Expensiv PPP, HDLC,
line or Local Area Networks (LANSs) ost secure pensive SDLC, HNAS

‘ Circuit A dedicated circuit path is created between end . 28 kbit/s -
switchin points. Best example is dialup connections Less Expensive Call Setup 144 kbit/s EEE, 15D
Devices transport packets via a shared single
point-to-point or point-to-multipoint link across a ) . i _
< V%I::rt‘ carrier internetwork. Variable length packets are S';ilricslslmiila %;':me
SWIEChING l4 2 nsmitted over Permanent Virtual Circuits (PVO) neldy
or Switched Virtual Circuits (SVC)
Similar to packet switching, but uses fixed length best for
cells instead of variable length packets. Data is simulteeszeois use Overhead can be ATM
Cellrelay divided into fixed-length cells and then of Voice and data considerable S
transported across virtual circuits




hes PPP (Point-to-Point Protocol)

fiau T2 tuilaaitiv §1usuiilu Data Link Protocol Tu
nsLdannaineansvsc1ia19 Node (Point-to-Point)

124161 Physical Link vianauuu w2y Serial
Cable, Phone Line, Cell Phone, SONET Tea
ISP fhutuaiazladgisuand as Dial-Up Access
Au Internet

1 unui Protocol tanlein
= SLIP (Serial Line Internet Protocol)
= LAPB Tu X.25

anaanuuuunTitaidu Network Layer si1v
539 IP

flannlaitlu Protocol Tunisiiausia Broadband
a2& i PPPOE waz PPPOA



0 4 12 16 20 24 28 32
| | | |
Flag Address Control Protocol \
(binary 01111110) (binary 11111111) (binary 00000011) (first byte)
\ Protocol
(second byte)
Information
Padding Ny
F ra m e X paddin Frame Check Sequence (FCS) Flag
9 (may also be 4 bytes) (binary 01111110)
Field Name Sk Description
(bytes) p
Flag 1 Flag: Indicates the start of a PPP frame. Always has the value “01111110” binary (0x7E hexadecimal, or 126 decimal).
Address: In HDLC this is the address of the destination of the frame. But in PPP we are dealing with a direct link between
Address 1 two devices, so this field has no real meaning. It is thus always set to “11111111” (0xFF or 255 decimal), which is
equivalent to a broadcast (it means “all stations”).
Control 1 Control: This field is used in HDLC for various control purposes, but in PPP it is set to “00000011” (3 decimal).
Protocol: Identifies the protocol of the datagram encapsulated in the Information field of the frame. See below for more
Protocol 2 2 .
information on the Protocol field.
Information: Zero or more bytes of payload that contains either data or control information, depending on the frame type.
Information Variable For regular PPP data frames the network-layer datagram is encapsulated here. For control frames, the control
information fields are placed here instead.
Padding Variable Padding: In some cases, additional dummy bytes may be added to pad out the size of the PPP frame.
Frame Check Sequence (FCS): A checksum computed over the frame to provide basic protection against errors in
transmission. This is a CRC code similar to the one used for other layer two protocol error protection schemes such as
FCS 2 (or 4) the one used in Ethernet. It can be either 16 bits or 32 bits in size (default is 16 bits).
The FCS is calculated over the Address, Control, Protocol, | nformation and Padding fields.
Flag 1 Flag: Indicates the end of a PPP frame. Always has the value “01111110” binary (0x7E hexadecimal, or 126 decimal).




Broad-band
(ADSL)

0 __4kHz 25875 kHz 138 kHz 1104 kHz

PSTN Upstream Downstream

SignaliNoise Ratio (db)

D U 1 1 L
45 64 80 96 112 128 144 160 176 192 208 224 240 256
Carrier
Bits
14
12
10

0 16 32 48 64 80 96 112 128 144 160 176 182 208 224 240 256
0o 138.0 276.0 4140 552.0 690.0 8280 966.0 1104.0
Carrier / Frequency (kHz)

¥ Traremission frequency (Upsteam)
B Rececption frequency (Dowrstream)
| Pilotfrequency
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Application FTP SMTP HTTP ... DN

c |
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Transport TCP

PPPoOE

(<]

Network 1P IPv

PPP

Ethernet

, ADSL internet access architecture

Host PC Remote access server
P P
PPP PPP
IPPPoE.  ADSL modem ~ PPPoE
Ethernet Ethemnet
Ethernet Ethemet ATM DSLAM ATM

ADSL ADSL SDH SDH



PSTN(SDH)

Splitter

Host PC
IP
ADSL modem
Ethernet Ethernet
Ethernet Ethemet ATM DSLAM ATM

ADSL ADSL SDH SDH
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y Ethernet "

Stadora | D | Desagton
S ooayy 2.94 Mbit/s (367 kB/s) over coaxial cable (coax)
Ethernet

bus

10 Mbit/s (1.25 MB/s) over thick coax. Frames have
a Type field. This frame format is used on all forms
of Ethernet by protocols in the Internet protocol
suite.

10BASES 10 Mbit/s (1.25 MB/s) over thick coax.
Same as Ethernet II (above) except Type field is
replaced by Length, and an 802.2 LLC header
follows the 802.3 header. Based on the CSMA/CD
Process.

10BASE2 10 Mbit/s (1.25 MB/s) over thin Coax
(a.k.a. thinnet or cheapernet)

10BASE-T 10 Mbit/s (1.25 MB/s) over twisted pair
10BASE-F 10 Mbit/s (1.25 MB/s) over Fiber-Optic
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Importance Ethernet Standards

Y Ethernet o

1995

1997

1999

2000

2002

2003
2006

2009

100BASE-TX, 100BASE-T4, 100BASE-FX Fast
Ethernet at 100 Mbit/s (12.5 MB/s)
w/autonegotiation

Full Duplex and flow control; also incorporates DIX
framing, so there's no longer a DIX/802.3 split

1000BASE-T Gbit/s Ethernet over twisted pair at 1
Gbit/s (125 MB/s)

Link aggregation for parallel links, since moved to
IEEE 802.1AX

10 Gigabit Ethernet over fiber; 10GBASE-SR,
10GBASE-LR, 10GBASE-ER, 10GBASE-SW, 10GBASE-
LW, 10GBASE-EW

Power over Ethernet (15.4 W)

10GBASE-T 10 Gbit/s (1,250 MB/s) Ethernet over
unshielded twisted pair (UTP)

Power over Ethernet enhancements (25.5 W)




E Ethe}net m
Description
Standard P

2010

2011

802.3bm  piiik

802.3bq

802.3bs

802.3by

802.3bz

~Feb
2016

~ 2017

~Sep
2016

TBD

40 Gbit/s and 100 Gbit/s Ethernet. 40 Gbit/s over 1m
backplane, 10 m Cu cable assembly (4x25 Gbit or 10x10 Gbit
lanes) and 100 m of MMF and 100 Gbit/s up to 10 m of Cu
cable assembly, 100 m of MMF or 40 km of SMF respectively

MIB definitions for Ethernet. It consolidates the Ethernet
related MIBs present in Annex 30A&B, various IETF RFCs,
and 802.1AB annex F into one master document with a
machine readable extract. (workgroup name was P802.3be)

100G/40G Ethernet for optical fiber

40GBASE-T for 4-pair balanced twisted-pair cabling with 2
connectors over 30 m distances

400 Gbit/s Ethernet over optical fiber using multiple 25G/50G
lanes

25G Ethernet

2.5 Gigabit and 5 Gigabit Ethernet over twisted pair -
2.5GBASE-T and 5GBASE-T
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» Next Week

= Internet Concept
» IP Address




