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= 1. Communication/NW Model

=« Ch.5.1-5.5

= 2. Communication Protocols OSI
and TCP/IP
= Ch.1.1-1.10

= 3. Communication/NW Topology
= Ch. 13.8
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= 4. Signal/Power/Loss
= Ch.6.1-6.10

= 5. Data Coding(Line Coding)
=« Ch.6.11-6.20

= 6. Trasmission
Media/Noise/Channel Capacity
» Ch.7.1-7.10 & 7.20-7.22
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= /. Multiplexing

» Ch.11.1-11.3 & 12.1-12.7

= 8. Asynchronous Communication
= Ch.9.1-9.8

= 9. Synchronous Communication
» Ch.9.9-9.13
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= 10. Flow Control/Error
Control/ARQ

« Ch. 8.12-8.15
= 11. Circuit vs Packet Switching NW
« Ch. 3.1-3.5 % 13.1-13.5

s ALSO Reference From CPE 326
(Stalling Book)
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= %153 B auaz 15 w1

» WuRusIuicasldudacavzinla wia
sialuiadil
» IP Technologies

= Layer 1 uaz 2 ifludruluai uaz
Concept aav Network(Layer 3)



A1sdaas Usenauei 2 Entity

Sender = Source _ Destination
daq vsounasnudadeya  Transmitter Receiver {3V 130 Uanensveya

DATA Signal = dyaa DATA
J = EEEEEEEEEEEEEEEEEEEEEEEEEEE > >

Transmission Medium
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Data comm.Model ii 5 &u

Destination

Sender = Source
51 130 Yatemadoya

dds visounastuiiatoya  Transmitter Receiver
DATA Signal = dya DATA
ABC )  pEsEsEEEEEEEEEEEEEEEEEEEEER > > ABC
01011... JLL- A~ L o1011... ADC...
? Transmission Medium Plus Error

File: ABCD... > Wire/Wireless

Data Coding/Compression Loss and Noise

(ASCII, EBCDIC/ZIP)

010110001101....

Decodine/Demodulation

Line Coding/Modulation
i ing/Modulat Demultiplexing

Plus Multiplexing



ASCII Code

= American Standard Code for Information Interchange

= ASCII includes definitions for 128 characters: 33 are non-printing control
characters (now mostly obsolete) that affect how text and space is
processed; 94 are printable characters, and the space is considered an
Invisible graphic. The most commonly used character encoding on the
World Wide Web was US-ASCII until December 2007, when it was
surpassed by UTF-8

USASCIl code chart
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= Data Communication Model #
aaavldFusun1sdadsHanu

= 9190937 ULALRILEAANAAY TaaTla
Transmission Medium Aauaza?

= Simplex
= 811 Transmission auLA&IAU

= Duplex

« SNdA&THINMI LA NTaNAY
Full-Duplex

« G599 LN aufu
Half-Duplex




Simplex
U1vA3vLaen 4-wire Duplex

Source

/4

TX

Destinationm

Transmission Medium

Destinati

TX

DN

/4

Source

A
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2 Transmission Medium T
Half-Duplex
TX/RX{€ssssesseranrasrarnaransas »Tx/Rx

Transmission Mediun

D¢

astinati

DN

Full-Duplex
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» 12123935(Duplex)dvnariauinuiug
Aavn158as13 = Full Mesh Topology

S
¢ e

P—| A 1 o 1 Qs Qs Q/
Topology Tuniun Network aasuuuunisidauaaaavalnsainrvancranu

ATUIUINAT
= n(n-1)/2
=0(n?)

FIANLLWIHNIAEN
n JAgy
= 0(n?)




% AbunAa Share Medium waziin
24 Multiple Access Control

= 7u LAN az12f Topology 3 uuuiisdndey
= Bus (uay Tree), Ring, Star

0060060

Multiple Access = MA

&333&&3




7%, Asunma Share Medium taziin
hod Multiple Access Control

= 11 WAN iinaziilu Partial Mesh

= Medium da'la3ilu Statistical Time
Division Multiplexing il

Intermediate Node
= Switching/Routing Node




A9 Share Medium

= siavidn1saluAu = Medium Access Control

= End Node azsaviinisnitvunianida Address
g119Ua19aY 1i5an11iua Circuit Number

= Intermediate Node azTaunnuiaudivassionand
Tunisansulasdvaayanaaan'iu(Forwarding)
x AUU |
= 1. Data Miavassavudsaium (Header) aratayasiivquay
Address uagn1s Control ts1t5anitilunsvin Encapsulation
WRAWETI 1613871 Frame
= 2. N&IUVInauas Frame gfiin56aaia1daiauilansIaqTuaINy

fAawann (Error Detection) finagtilu CRC Code 13an Frame
Check Sequence(FCS)

= 3. Aauninau Header wagnay FCS anaagfinsiauiiasdiniy
WaaIAAURILALVINAUAY Frame (Frame Delimiter: Pre-
amble/Post-amble) )

= 4. ddyngasavfinisAiviuanginaaiatgauaiilvitilu
11n551U AandtnuaLilu Protocol aavns&asns
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= LAN iinazladn1s Share Medium wuu Contention
avluaTaAYIALIUNITAILUANANTSYIN Multiple
Access
= Topology Awangauda Bus, Ring, Star

= WAN az Share Medium wudu uaiinazladisuas
Synchronous Multiplexing (TDM) 1u Circuit
Switching Networkiisa Statistical Multiplexing
(12iTu Packet Switching Network)

= Topology Mviungauda Mesh Network waziinasiilu Partial
Mesh

= Internetworking Technologies iinazgnTadTun1s
1ianaas1inny LAN wnu WAN Network
« WdauAa Internet (IP Network)




Protocol and Protocol
Architecture
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= Protocol iilusrnrvuanginaieidnisunissdadng

» sfiuatiluuiassiu 13a Standard n1sdasnsaziin
1evrassuinvalnsainaeiu
= isznauan
= Syntax
= Data formats = sduuuaastaya, tWsy, N15LANTHH
= Signal levels=§nwaraasdayanaiunuzaya
= Semantics
= Control information=msmmumsﬁams
= Error handling=n1s3aan1siu Error
= [iming
= Speed matching=rAnunansnisgy
= Sequencing=mamunuaacuUaIADNR



=%, Protocol Architecture
&t (Protocol Stack)
- maamnn'\saamﬂﬂmsmm

sduafuadau IsuLINISTad1SITIUNG
aantilu Module

s e e Module 411NNzl

» ueiar Module aziinsdasanssz1ing
Module au

= LLe1as Module i1 Protocol anAu

s Undazudviluaresuaiu 5an Protocol
Stack 1i5a Protocol Architecture




7%, Protocol Architecture
&t (Protocol Stack)

= Protocol Architecture Miflusnassiu
Hdsiavady

= 7/ Layer OSI Reference Model a1av
ISO

» 231U 6 12091ux%9 welaiilu Reference

= TCP/IP Protocol Suite (i 5 2iu)

= NN5Ra&sAauaTiINUA
= HN653 UV Internet
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Application

Provides access to the OSI| environment for users and alf
provides distributed information services.

Presentation

Provides independence to the application processes from

Refe re n Ce M Od el differences in data representation (syntax).

Session

Provides the control structure for communication betweeh
applications; establishes, manages, and terminates
connections (sessions) between cooperating application$.

Transport

Provides reliable, transparent transfer of data between ep
points; provides end-to-end error recovery and flow contjol

Network
Provides upper layers with independence from the data
transmission and switching technologies used to connec
systems; responsible for establishing, maintaining, and
terminating connections.

Data Link

Provides for the reliable transfer of information across the¢
physical link; sends blocks (frames) with the necessary
synchronization, error control, and flow control.

Physical
Concerned with transmission of unstructured bit stream @ver
physical medium; deals with the mechanical, electrical,
functional, and procedural characteristics to access the
physical medium. /




/ Layer

= Layer 1: Physical Layer

= Vinwinlianeariu Physical Medium Sufinzaw
wdasiiatiludeuaunan 3avuavnis Interface, anatin
sgeueunan  uavtrudayaludnay Bit Stream

= Layer 2: Data Link Layer

« Usznaudayatilu Frame, Sufinzaulun1sdasnsxiiu
weae Link vin Error Control, Flow Control #inu Link

= Layer 3: Network Layer

= JuAaaUTunITRVAaYaKNIU Network, ividng
WU, I anaadu Layer uutindu Network vianee
wuy uadtiudayaludnsaly Packet




= Layer 4: Transport Layer

= SUAAABUNIRIUBYR VNG DINAGUNIIGY
ara1n19(End-to-End), aan1sTutaay Error
way Flow Control Tusgausiuniviivlaraniy
fAayangvargnuLatilu Segment

= Layer 5: Session Layer

= VNWINTY069 aua nasiiiausia(Connection)
3¢9 Applicationsiumivuazlareanig wiiv
aNsuiausadadisaantilu Session
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= Layer 6: Presentation Layer

= SuAatauTuavslduuuiay Format aad
Aaya A13vin Encryption swmmsm Data
Compression lviatlusuuuidaans'le

= Layer 7: Appllcatlon Layer
« Vinniniidiansady Application wagelaf



Outgoing
PDU Construction

\J

a+]  User Data

[ DL-PDU

Cptcnen

Application

Session

Transport

Data Link

Communications
Path (e.g., point-

Physical

to-point link,
network)

!

Application Y

Application

Session

Transport

Network

Data Link

Physical

Incoming

PDU Reduction

DL-PDU




ATsLAaucnaniIu Router

END RELAY END
SYSTEM SYSTEM SYSTEM
7 = — = = === Application-layer protocol— — — — — — — — - 7
1 I
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1
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hoi TCP/IP Protocol Architecture

= Developed by the US Defense Advanced
Research Project Agency (DARPA) for
its packet switched network (ARPANET)

= Used by the global Internet
= No official model but a working one.
= Application layer
» Host to host or transport layer
» Internet layer
= Network access layer
= Physical layer




%24 TCP/IP Protocol Architecture
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= Physical interface between data
transmission device (e.g.
computer) and transmission
medium or network

s Characteristics of transmission
medium

= Signal levels
= Data rates
n etc.



5,24 Network Access Layer

= Exchange of data between end
system and network

= Destination address provision

= Invoking services like priority

= Unduassruaag TCP/IP azlu
asaumauay Layer 1-2

= 11711157101 TCP/IP 1flu WAN uaziny
Uy LAN éaa Ethernet




524 Internet Layer (IP)
= Systems may be attached to

different networks

= Routing functions across multiple
networks

= Implemented in end systems and
routers

= Aa IP Protocol
= 3n13viN9unuy Datagram
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= Reliable delivery of data
= Ordering of delivery
= N81A5usd 2 Protocol
« TCP = Transport Control Protocol

=« Connection Oriented
= Guarantee Delivery

= UDP = User Datagram Protocol

= Connectionless
« Best Effort
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= Support for user applications
= e.g. http, SMPT
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TCP/IP VS OSI

OSl TCP/IP
'\
Application
Application Application Soft
e E PP > Application Software
Session =<
Transport

Transport |(host-to-host) - NOS = Window

Internet
Network
Network ~<
Data Link Access >  NIC + Driver
—
Physical Physical .  Physical Link




Host A

®@

- O—Cor Logical connection
T-=-=-__ TCP connection) @ ___---
TCP -- - - {127 connectin Lo
Global network
IP 4 address

Network Access
Protocol #1

Subnetwork attachment
point address

Physical

Router J

suluuunsidaucacla TCP/IP

Host B

Port or
service access point (SAP)

IP

Network Access
Protocol #2

Logical connection

(e.g., virtual circuit) 4~

Physical

/

IP

NAP 1

NAP 2.

Network 1

Physical

Physical




2% Addressing Tu TCP/IP
= TCP Port 1i5a UDP Port = 16 Bit

= IP Address, IPv4 = 32 Bit vuaiaz
1529 wasuiunataa Network

= Physical Hardware Address

= 6112 TCP/IP uu Ethernet LAN Suiida
Address 1ag NIC 115a MAC Address = 48
Bit
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User data

TCP Segment

TCP
header

IP Packet / IP Datagram

P
header

Frame

Network
header

PDU = Protocol Data Unit

Application
byte stream

TCP
segment

P
datagram

Network-level
packet



Protocol id1ésuuav TCP/IP

‘ MIME \

BGP FTP HTTP | |SMTP | |[TELNET| | SNMP

TCP UDP

ICMP | | IGMP | | OSPF | | RSVP

IP

BGP = Border Gateway Protocol OSPF = Open Shortest Path First

FTP = File Transfer Protocol RSVP = Resource ReSerVation Protocol

HTTP = Hypertext Transfer Protocol SMTP = Simple Mail Transfer Protocol

ICMP = Internet Control Message Protocol SNMP = Simple Network Management Protocol
IGMP = Internet Group Management Protocol TCP = Transmission Control Protocol

1P = Internet Protocol UDP = User Datagram Protocol

MIME = Multi-Purpose Internet Mail Extension
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= LAN:
= IEEE 802
= Ethernet IEEE 802.3 fisiagdnnanaan

« WLAN IEEE 802.11, 802.11b, 802.11g,
802.11n,802.11i

= PAN-Bluetooth IEEE 802.15
= WWW.ieee.org

= WAN
= fviaad) A8 yeunazgnqualae OSI (ITU)

= TCP/IP
» RFC = Request for Comments
= fIunnn31 4000 RFCs auluiazunuaduini (Obsolete)
« www.fags.org/rfcs
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= Physical Layer avdaududaunge
Undaztagrsuinlilndasns

» ANUURA Medium, Signal, Coding, Connector
FINAINTTUIUANT

= NNIRDRTRTQNAARANN Layer i

» Bit Rate/Baud Rate ~ Power, Noise, Distortion,
Interference, Cross Talk
Aigdey SNR waz Eb/No
« dadineu Channel Capacity



Line Coding

= A1589 Pulse wiafiazunu Data uaaviin
= Pulse 2 s¢au = Binary Signal
= M-ary Signal agla M seau
= AAMITAUY
= Average DC ilusutinaa’li
= Signal Transition unALAeIWa

= NRZ, AMI, Pseudoternary, Manchester,
Differential Manchester was au¢

= 271LINAUNN5YIN Scrambling
« HDB3, B8ZS
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Multiplexing

o lHUAEAITNATAINNadIRauaNnatlflianug
uu Transmission Medium waanfAu

= FDM = Frequency Division Multiplexing

» duanansiazalu Bandwidth (239au8) enefu
= TDM = Time Division Multiplexing

« fuanausavaderivaifieiy

= wriotilu

Synchronous TDM: LLtuananu Channel auduiug Audly
azlad Channel twasiidvuaiviniy

Statistical TDM wiisiilu Channel wiudu ua'lidivua 4la
siavn1sdvayalaag Channel tiagy avlulunissvraya
As9ntlveg alraxglyd Channel wanagiu




Schutzbander

A
Signal 1
Signal 2
>
A 20 kHz
Signal 3
300 — 3400 Hz 10 20 kHz
Mux Demux
Conversation A Conversation A
on B ——y —
Conversation C ——e -

Conversation D 9—' [

Conversation E 9—’ I—



Statistical TDM Frame
Formats

Address Control Statistical TDM subframe

(a) Overall frame

Address

(b) Subframe with one source per frame

LR Address| Length Data

(¢) Subframe with multiple sources per frame



ADSL Channel Configuration

POTS Upstream
m f Downstream
0 20 25 200 250 1000 kHz

(a) Frequency-division multiplexing

POTS  Upstream

Downstream

0 20 25 variable 1000 kHz
Echo
cancellation

(b) Echo cancellation
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= Timing problems require a
mechanism to synchronize the
transmitter and receiver

= Two solutions
= Asynchronous
= Synchronous



Idle state
of line

v

odd or even
parity or unused

S to 8 data bits

- -
T 'l"'l"'l""l""l""l"'l"'
Start § 1 i 1 1 1 i
bit L 1 [} 1 1 1 [ |hu

-

Asynchronous (diagram

Remain idle or
next start bit

1 to 2 bit times

-« 3

Stop
1 element
L

(a) Character format

Unpredicatable time interval
between characters

: Stop . Stop
M?ﬂ element .\l:?rt element
bit + bit +
1 1 01 0 0 0 1 O 1P 1 0 1 1 00
(b) 8-bit asynchronous character stream
S0 150 250 350 450 550 850 Transmitter timing (us)
TR
. Stop
Start
e 23 e s o 7|8 feemen
it
T £ 11
47 141 235 329 423 517 61 705 799 Receiver timing (us)

(¢) Effect of timing error



Data Communications
Interfacing (DTE-DCE Concept)

Signal and
control lines
Bit-serial
transmission line
or bit-serial o
Digital data Transmission inter(face to network) Transmission Digital data
transmitter/ line interface line interface transmitter/
receiver device device receiver

Data terminal Data circuit-terminating
equipment (DTE) equipment (DCE)

(a) Generic interface to transmission medium

ElIA-232/
V.24 interface

Network @

(b) Typical configuration




Mechanical Specification

Shield Received Clear to Signal Reserved Unassigned Secondary
data send ground for testing clear to send
Rt-(_|uesl Sec. recd.
Transmitted to send/ DCE Rec'd line Reserved line sig.
data Rmd_-‘ -fur Ready sig. detector for testing detector/
receiving

Data signal
rate selector

Remote

Secondary
transmitted

Trans. signal
element
timing

data

Figure 6.5

Secondary
received
data

Revr. signal
element
timing

Local

Secondary
request to
send

loopback

ready

loopback/
Signal quality
detector

DTE

Ring
indicator

Data sig.
rate select

Test mode

Transmit signal

element timing

Pin Assignments for V.24/EIA-232 (DTE Connector Face)
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Electrical Specification

Digital signals oTE DCE

Side Side

Values interpreted as data . .....c. o feavedon 2
Or COntrOI, depending On 3 RecaivedDaa -~ Trensmitted Data 3

= = 4 Requestto Send - Qear to Send
circuit

Less than -3v is binary 1,
more than +3v iS binary 0 14 Sec Transmitted Data B Sec Recaived Data 14
(N RZ_L) 16 Sec Received Daa -~ Sec. Transmited Data 16

19 Sec. Requestto Send - Sec. Clear to Send 19
Signal rate < 20kbps 13 Sec. QewtoSend -l Sec. Requestto Send 13
Distance <15m

For control, Less than-3v
Is off, +3v is on

5 QeartoSend -l Request to Send




Null Modem: DTE to DTE

= RS-232-C Null Modem Cable (for Terminal/PC with 25-
pin Connector) Do s

Catalyst 3000 Terminal or PC

——5CTS
DCD 1«—L—— 4 RATS

RXD2«—2TXD

TXD 3 »3 RXD
DTR 4 »6 DSR
SIG GND 5 7 SIG GND
DSR 6 «— -—— 20 DTR
RTS 7 :y—>8 DCD
CTse v
Rl 9 —— 9 RI z

= RS-232-C Null Modem Cable (for Terminal/PC with 9-pin

Connector) oo .
Catalyst 3000 Terminal or PC

BCTS

DCD 1 7 RTS

BXD 2«————3TXD

TXD 3 »2 RXD

DTR 4 »6 DSR
SIG GND 5 5 SIG GND

DSR 6 < -4 DTR

RTS7 1 DCD
LA R

RI9 ————— 9 Rl

HAGSE



Null Modem

Example of a Null Modem

Signal Ground 102
Transmitted Data 103
Received data 104
Request to send 105
Clear to send 106
Revd. line sig. detector 109
DCE ready 107
DITE ready 108.2
Ring indicator 125
Transmitter iming 113

Recelver iming 115




DB 9 female

DB 9 female DB 9 female

DB 9 female

aews) 6 4d

ajeway 6 94 ajewa} 6 8a

ajewaj 6 94

Simple Null Modem
without Handshaking

Null Modem
With Loop-Back Handshaking

Null Modem
With Partial Handshaking

Null Modem
With Full Handshaking
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= Block of data transmitted without
start or stop bits

= Clocks must be synchronized

= Can use separate clock line
» Good over short distances
» Subject to impairments

= Embed clock signal in data
= Manchester encoding
= Carrier frequency (analog)
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» Need to indicate start and end of
block

= Use preamble and postamble

» e.g. series of SYN (hex 16) characters

» €.g. block of 11111111 patterns ending in
11111110

= More efficient (lower overhead)
than async
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8-bit
Mag

Control
fields

Data Field

Yy
F/
ra

Control
fields

8-bit
Nag

4




Flow Control/Error Control

s 15@UANNIsIvaz RN AL TR
gvaayatAunINKIUrsUle
= ageanaudd isaduanawsauiiaviy
finuaausa lUdannsu
= 1lné Mechanism iiaz12i33uru Error
Control Taaiiail Error az12136n19
Retransmission

= 151138195314731 ARQ = Automatic Repeat
Request



Stop and Wait - e
Diagram

Propagation time

{0
]
i

1. uweaz Frame 79 Aivua Timer )
2. Frame Sequence 14 1 Bit &1¥uas12 Frame 2ih

Time-out interval

Frame 0 lost;

A retransmits l:
Tunvdfiie n1s Acknowledge agla Piggyback
§1145u1u Microprocessor anaazlaaie Ack eanaianin I:

Time-out interval

ACKO lost:

A retransmits ‘

r

kﬁ“/“/'

* ACK trans-
+ mission time

Time

] B discards

duplicate frame



Go Back N -
Diagram

1. uwsiay Frame ig9 fAviue Timer
2. au1a Window goaa laitAu 2n-1
3. lafl Error WBu&lntgIws Frame iu

Tunvdfiie nns Acknowledge aglad Piggyback

4.5, and 6

5

rclran\nullcda

A

I'im

coul

| discarded by
3 receiver



Selective Reject:
Diagram

1.  uwslag Frame iy A1vius Timer
2. auie Window goga'litAiu 2nt
3. iiadd Error &9Tnutanng Error Frame

buflered by
receiver
4 retransmitied

Tunvdfiie nns Acknowledge aglad Piggyback Fimeout




= WAN

= Public Network

= AMsLiaucadnfazsnu Network aasplusnis naa
Service Provider 151 la'lgtilutdnuas

. Lij;lué’msrmzmmh geNFIUAlY nat/uu
AUR

x FTEIZNY LARANIN

. Technologies Mlxlun1sidansa wanE19AY

= Network
= Circuit Switching Network
= Packet Switching Network
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a11usuLA3 a2 U TNIANY

anazaayauardauaunatilu Real-Time

» 212N TUA Error L1

= A1 Delay wag Delay Variation aggndnda'lulviiAuani
AMUPUR

guiiuial NW a'm'\'smaosum'mmaon'\s"lm

‘mwaouavwsua”maomoasmauma (Circuit) 7

GS

Hlugrudh azlasusulule = Dedicate Circuit
azinv'lsfinu wiailstida Resource 677935
avnanazuLivAulad alaliladguisatlinuau
1216 wazn1stadeiaviin1saas
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s 229 15AnU talsziitin Resource 6i1193s
avnanazuLivAulad arlaliladguisalinuau
124167 uazn1s1Adsiavidn153av

x 6vlun1sTdv uazunviilu 3 Phase

= 1. Connection wiaza Circuit Taansuyuaunae 'l
Uarane 61 Network [z idnie AviuaInla Link 1uu
wazHIu Node = Switch ag'ls1nv a1iAN199319 WALHIUYIN
ANTIUEE 95U UALNIAI 1T

= 2. Data Transfer lunsdiinsdwvidataeay

« 3. Disconnection fia'lsilzua & Resource 61991gn
a9 1Iggnanu uag Network &unsadrldTviejaulad’le
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= Lia1u1&E9 Data

nWuansal MODEM = Modulator/Demodulator

» WaANIsUNsHvAYALnGaziTlu Burst Aa
UIUgardY uaLtdasgyarsdvaayanarinng

n15) WEB Page 151 Load Web Tuahisiiaiaus 61 Page
Jauralua dayairviunnnazgagaluiagug iy
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Packet Switching Network

= Circuit Switching ‘Lutiunzausdusunissvaiaya
= 1571720 Packet Switching

dayaazgnantilu Packet gvaan'lil
Tundly Circuit aansawassulavaiaau vinludss&ninngsnin
= Online aglag@usalad'laviui laign Block
Usz@nannganin 6151 Share Aulad Circuit e wlanla'lie
AUAURILE
= frdensanduvaranufvinle wiazauazldiarlunisgounndu Bania
tAia Delay
= UANaRaya aavnaraaulad Circuit Lien
usiavauAaINsatadiiluidraas Circuit auLsen = Transparency
at19'lsAnutayazen J9atuu Circuit Liendu dagfiidusuan
= Address W&ouazisu wilsigiu Header vagriaya
= u¥a 1o Virtual Circuit Number dvsuusiazay wasuledsdrumtaya
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WlnguilenaInNIs T2 IU daviuuaauIa
Aayagegannade f9lalunnarasy = MTU,
Maximum Transfer Unit
f12iayaluniniiiiu dasuiv usadazayailu
Packet tiaziq uaaz Packet fisghuiia
uantuiia’ann Address/VC uas azaaedl
Sequence Number uvuanaauaaAYR

n3:vin1aa Protocol wil2f (Application) i
MV
iifa Packet Switching Network
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= Line efficiency
= WAy Link &n1saag Share AU'le

= Packets Mznuueay Node azanLan Queue WD
fvaan'ly

= Data rate conversmn

3 Each station (Hausadu Local Node shaainuEii
MILAIANUUR

= Packets are accepted even when network
is busy 1aaAullu Queue

= Delivery may slow down = Delay
= Priorities can be used




»2% 891 Packet Switching
024 Network

= 2 Concepts AnuanN1I51iNI1uTU
Network(L3)

= Datagram
= Virtual Circuit
= 2 Concepts finviuanisitiaucanusilad
aauan (Unaazaceilu L4)
= Connection Oriented
= Connectionless



) o
v N19N9U2ARY Datagram

= Each packet treated independently
= Packets can take any practical route
= Packets may arrive out of order

= Packets may go missing

= Up to receiver(danannv) to re-order
packets and recover from missing
packets

» d51luad? Asvinvruaae Network dssianil
214 Guarantee n1ssv2aya
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oo Virtual Circuit
= Preplanned route established before any packets
sent tdun1vazgnnituualualvn1s Connection

= Call request and call accept packets establish
connection (handshake) A11iua Connection szl
ataa @a VC Number

= Each packet contains a virtual circuit identifier
instead of destination address

= No routing decisions required for each packet a
a1n VC # AtAana

= Clear request to drop circuit wilaau

= Not a dedicated path uauavanneladiniiau Circuit
Switching
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Event Timing wl3awnnau 3 NW

(a) Circuit switching (b) Virtual circuit packet switching (c) Datagram packet switching
propagation processing
Call delay delay Call
request / L~ request
signal ] packet
—> * —» T
2= g i
Call — Call [
.| accept accept Pkt2 pro—
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s — b Pki3 [
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2.2 4+ End of Review Part I
s End of Review Part 1

= Next Week
= LAN and LAN Technologies

= Internet Concept
s £19'1UITNI9UU
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Chapter 2: Review Part 11
LAN Technologies
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224 Review Part II
= LAN and LAN Technologies
= 1Wiun Ethernet Technologies




Network types

ilaxiiu Technology 21avy LAN w11 Fiber
Optic su1sa&v'lalnaluscau MAN

Range Bandwidth (Mbps) Latency (ms)
LAN 1-2 kms 10-1000 1-10
WAN worldwide 0.010-600 100-500
MAN 2-50 kms 1-150 10
Wireless LAN 0.15-1.5km 2-11 5-20
Wireless WAN  worldwide 0.010-2 100-500
Internet worldwide 0.010-2 100-500




P4, 351LnAa Share Medium waziin
&=¢ Multiple Access Control

= 7u LAN az12f Topology 3 uuuiisdndey
= Bus (uay Tree), Ring, Star
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A9 Share Medium

= siavidn1saluAu = Medium Access Control

= End Node azsaviinisnitvunianida Address
g119Ua19aY 1i5an11iua Circuit Number

= Intermediate Node azTaunnuiaudivassionand
Tunisansulasdvaayanaaan'iu(Forwarding)
x AUU |
= 1. Data Miavassavudsaium (Header) aratayasiivquay
Address uagn1s Control ts1t5anitilunsvin Encapsulation
WRAWETI 1613871 Frame
= 2. N&IUVInauas Frame gfiin56aaia1daiauilansIaqTuaINy

fAawann (Error Detection) finagtilu CRC Code 13an Frame
Check Sequence(FCS)

= 3. Aauninau Header wagnay FCS anaagfinsiauiiasdiniy
WaaIAAURILALVINAUAY Frame (Frame Delimiter: Pre-
amble/Post-amble) )

= 4. ddyngasavfinisAiviuanginaaiatgauaiilvitilu
11n551U AandtnuaLilu Protocol aavns&asns
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= LAN iinazladn1s Share Medium wuu Contention
avluaTaAYIALIUNITAILUANANTSYIN Multiple
Access
= Topology Awangauda Bus, Ring, Star

= WAN az Share Medium wudu uaiinazladisuas
Synchronous Multiplexing (TDM) 1u Circuit
Switching Networkiisa Statistical Multiplexing
(12iTu Packet Switching Network)

= Topology Mviungauda Mesh Network waziinasiilu Partial
Mesh

= Internetworking Technologies iinazgnTadTun1s
1ianaas1inny LAN wnu WAN Network
« WdauAa Internet (IP Network)
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« Hluszuunldneaasnisvin Multiple
Access(Random Access) uav Packet
Radio System

=« 1970 University of Hawaii
= NNAFIAUNLI Efficiency aavszuu d'la

g9sn 18%

= £l Slotted ALOHA ag'lsifiv 36%
. cahﬁﬁ‘]umaoam‘lumwmquﬁ

» NN3ANENI ALOHA 1in'li)sn1svisiun
CSMA qjonnm"lﬂ’hﬂﬂumousn’tu
Ethernet

= WA UTiAZRY
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Slotted ALOHA

!:! il:l
D. -l

|

o O

m

Slotted ALOHA protocol (shaded slots indicate collision)



Local Area Networks

= Smaller scope
= Building or small campus

= Usually owned by same organization
as attached devices

= Data rates much higher
= Usually broadcast systems

= Now some switched systems and
ATM are being introduced



LAN Configurations

» Switched

= Switched Ethernet
= May be single or multiple switches

= ATM LAN
« Fibre Channel
= Wireless
= Mobility
= Ease of installation



IEEE 802 v OSI

OS| Reference

Model
Application
Presentation
IEEE 802
Reference
Session Model
Transport Upper
Layer LLC Service
Protocols Access Point
Network - (LSAP)
/
————— —( —( —( )
D Link Logical Link Control
ata Lin — Viediom Aeosss ]
o Control Scope
of
Physical Physical |IEEE 802
Standards

BT T |
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= Data link
» Logical Link Control(LLC)
=« Medium Access Control(MAC)

= Physical




Frame
Transmission Lym—
on Bus LAN . &

A copies frame as it goes by



CSMA 1u BUS Ethernet

= Carrier Sense Multiple Access

» 1. naudvanya ilvAaauNdlansAlae
121 Channel 52134 a1 ludTusEela
dazuulusaaunin Channel 3z v
so'le

= Ui
» ANdRFARIUNINANRTIAY LHARNEINY AU

LA TUATRIADURA NN LRZAUAU

= L5I6A9NTNRLALANLEY TUANTATIATUANTUY
AuLazInn1g Laean Collision Detection(CD)
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£y . >
Lengine®

s 2, "tummmmmaamaua"mwm'ﬁﬁomﬂ fN2aya
mﬁa”lm“’lumuaunumm LAMIINAAAITAUAU MW
naaRIiun w'saumamamm'\muanamuamﬂmu
ANsAusULAadY (Jammmg Signal)

= 3. vigasatiluszazinan Random wazaasluu
(nauldgvaia 1)

s 4. adinsAuAufanany usazAsINuigasa s
a2 Random #iinn Standard Deviation (flusav
N
= 1380 Binary Exponential Back-Off

= 5. a1UIUATINAUAYU AacadutAuA1LiUua 11ilan
auAIsdvzayattar Report 1ilsiveisv

= A1NUN55ULSan CSMA/CD




Notes on CSMA/CD

s ANz CD sunsavinviule ADYIAGAY
gytluanuruurana

« Tu Ethernet iuualvizunauag Frame fgvacinoe
siavilAduend 64 Octet(512 Bit)

0 ;waﬂaonu"lu“&nw“’lmwuuo‘l?j Channel uhu
AUl azeaviinisAviuaal MTU
(Maximum Transfer Unit)

= Ethernet m‘mumum Frame aoama 1518 Octet
Taa&IU Payload avmumaoama 1500 Octet

» aauniivasliluily Frame uad azsvdn
Frame aataa'li'le eavsa’inidlnseiavnisss
u3atdan (Inter-Frame Gap) s11sd3va9
Frame aa'lula




»% Review Ethernet
224 Technologies

= IEEE 802

« IEEE 802.1 Management
« IEEE 802.1D Spanning Tree
=« IEEE 802.1Q VLAN Tag
« IEEE 802.1X Au

= IEEE 802.2 LLC
= JEEE 802.3 Ethernet
= IEEE 802.11 WLAN
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= Wired

= 10M(Ethernet), 100M(Fast Ethernet),
1000M(Gigabit Ethernet), 10G(10 Gigabit), 40G

« Coaxial, UTP, STP, Fiber
Optics(62.5/125,50/125,8-10/125 with 850 nm,
1300/1310 nm, 1550nm)

s Wireless

= 802.113

= 802.11b
« 802.11g
= Infrared

Laser
Radio, Microwave



Gbit Ethernet Medium Options
(log scale)

10-um single-mode fiber
I [ [ [

1000BASE-LX 50-pm multimode fiber
| | 1 |

62.5-um multimode fiber

50-um multimode fiber
1000BASE-SX l | [
62.5-um multimode fiber

1000BASE-T Category5 UTP

1000BASE-CX Shielded cable

25m 5&0m 250 m 500 m 2500 m 5000 m

Maximum distance



10Gbps Ethernet Distance
Options (log scale)

10GBASE-S 50-um multimode fiber
(850 nm)

62.5-um multimode fiber

10GBASE-L | Single-mode fiber
(1310 nm)

10GBASE-E [ Single-mode fiber
(1550 nm)

Single-mode fiber

I
10GBASE-LX4 50-um multimode fiber

1310 nm 1
( ) 62.5-um multimode fiber

10 m 100 m 300 m 1 km 10 km 40 km 100 km

Maximum distance



IEEE 802.3 Frame Format

46 to 1500 octets

A

7 octets 6 6 2 20 30 4

1
S

Preamble E LLC Data
D

SFD = Start of frame delimiter 1.octét 1 10r2 variable ~
DA = Destination address .
SA = Source address DSAP | SSAP LLC Control Information

FCS = Frame check sequence

General Ethernet Frame Format

802.3 Ethernet frame structure

Startof e Mac 321Q pihertype Cyelic 4 terframe
Preamble frame destination source ag or lensth Payload | redundancy a
delimiter (optional) & check sap
7 octets 1 octet of 6
of 0 6 octets (4 octets) | 2 octets | 46-1500 octets| 4 octets 12 octets
10101010 10101011 octets

64—1522 octets
72—1530 octets
84—-1542 octets
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= iaurinTun15u933 IP Packet avlu Ethernet IEEE 802.3

= fia IP aﬂﬂsuﬂanmummu LLC Layer ‘Emﬂmumumﬂsvﬂanmﬂ
DSAP waz SSAP wazaiu Control Avvuanin LLC Frame § Payload
°|1:|a0 Protocol aglsas anniiuSegel MAC Layer wiadsenay MAC
rame
= W5 U9 LLC 4 Code Anniuam IP Packet wa'lidl Code finviua ARP
Protocol vintyitAatiaunnlunisdsenau MAC Frame
= ARP avmaa”l?j‘“‘lumsﬂs”nan MAC Frame t#iala1i1 MAC Address uav
a1 Link 1 Match Au IP Address (2adtasavilaranivnaauayd
Gatgway)
= 69U Liafinng Run ARP fuazidsynau LLC Frame 36
= DA
« USuigunesgru LLC Tnilviginnsasasdu ARP la
138n15ua9 SNAP ua'litaaiinnsladou
= tiaunaulilel Ethernet Frame Type II giotflunnasgiuean 1ifi LLC

= 1 15Tnaglal TCP/IP 19wy Ethernet &mdu Network Tuaveing
%ﬂa Technology way Intranet) satiuagwudn Ethernet Frame &u
nain39lu LAN aziilu Ethernet Type II

= Switch 11331iu 5u Ethernet Frame 16vI9&aILUL LWs1E Switch ALALLA
MAC Address 1ugiuitiuag MAC Frame




Ether Type II (DIX Frame)

80 00 20 7A 3F 3E 80 00 20 20 3A AE 08 00 IP, ARP, etc. 00 20 20 3A | |
Destination MAC Address Source MAC Address EtherType Payload CRC Checksum
MAC Header Data
(14 bytes) (46 - 1500 bytes) (4 bytes)

Ememet}‘! e ll Frame
(64 to bytes)

- 6 bytes > MAC-48 Address

offset: 1 2 3 4 S 6
3 | sthibyte [sthbyte | athbyte | rdbyte [ 2ndbyte | 1stbyte g I N Tra nsMm |SS | on O rd er
g'_. 1st octet | 2nd octet | 3rd octet | 4th octet | Sthoctet | 6th octet i’ 01_23_45_67_89_a b’
S e e seaye—» 3 01:23:45:67:89:ab,
g,. Orge:g;sriti}lper}eill Ul.'l)nique NetworécNIEt)egf;ggﬁ%ontrollet g.- O 1 23 \ 4567. 89a b

o 802.3/.4 Send LSBit First
bs[b7 [b6 [bs [b4]b3]b2]b1 (Canonica| Format)

‘ ko: Tnicast 10000000 11000100 10100010 ...

L: multicast 802.5/.6 Send MSBit First

0: globally unique (OUI enforced)

1: locally administered (Blt' Reverse/NOn'Ca nonlcal)
00000001 00100011 01000101 ...
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= Repeater uavinn1sssvdauanat v 911l

v o

Qs
Q/ Q/ Qs

givanivniily lusauTanseuaunatiiuaavnis
azav'lildenia

= Bridge azasnydauanarluii uazav'lilsdvan
HyAnatda MAC address daranvaas

Frame 1u'laatTun1s19 MAC address
table aavauNsgun
= NTEAUTAN9Y MAC Address agnsevinTaaaa Tuils

Wadl Frame 1N Taagann MAC address siunyg
229 Frame wagay Update aaantian



‘| Port 1

....................................................

a1 A svzianalii C
inaz'lsdu ?

61 A &9 Broadcast Traffic
iaaz'lsdu ?

MAC Table
A port 0
B port 0
D port 0
E port 1
Fport1l
G port1l
Hport1l



Bridge vs Repeater: Collision
Domain vs Broadcast Domajn
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Repeater and Bridge in Star LAN

= Tu Topology uuu LAN 67 Hub aziilu Repeater 7
duana Port vinvaulu Layer 1

m mnﬂaﬂnsmmmamu Hub aziilu CoII|S|on Domain taedu

- mamwnﬂaumﬂu Switch dsiin1svinv uuuy
Bridge niiuiana Port vinvaulu L 2 (MAC Layer)
¥ Lmavaﬂﬂsmmmamu Switch aiusag Port aziflunils

Collision Domain |

= 281915Aa074 s azidiaunasa Hub #i5a
Switch tvavanintilu Network waienAu (i
Network ID 13a Subnetwork ID wGaafiu) darilu
LAN 291aeAU

» Broadcast Traffic aznszananiy Network wagvionuai 01697
\ilu Broadcast Domain ey

L msmaumaumwaao Network siavladainsal Layer 3 Aa
Router #9a L3 Switch

= Port envquay Switch azeanuay Network wasauay Broadcast
Domain




0 = 0
_usiazaruzas LAN
ianaandusa Hub 1i3a
HUB: 5/4/3 Switch 3an 1ily LAN
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Layer 2: LAN with Link & Core

AL
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& A
= £
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| s4 S5 |
Core %ﬂm'ﬁu %FED
L2 Redundancy Switch
ACCESS oooo oooo oooo
Switch S1 S2 S3

|'.;.'.;.|'.;. -.;.'ﬂ-; — = L=



o

Layer 2 Redundancy: Active Link

| s4 S5 |
Core %ﬂm'ﬁn %FED
L2 Redundancy Switch
ACCESS oooo oooo oooo
Switch S1 S2 S3

|'.;.'.;.|'.;. -.;.'ﬂ-; — = L=
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Layer 2 Redundancy: SPT

| s4 S5 !

Core %ﬂmzﬁ ---------- %FED
L2 Redundancy Switch

Access | |
Switch S1 S2 S3

|'.;.'.;.|'.;. -.;.-ﬂ-; — = L=
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Core %[]IDDD %FED
L2 Redundancy Switch
ACCESS oooo oooo oooo
Switch S1 S2 S3
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et SPpanning Tree

= L2 Protocol

= LAN 4 Loop lu'ley

= LLAILSI6129N158919 Redundancy

= ila Port 1uluitAa Loop

= lila Port tatilatduniy wwiatdunivtnngl
il ey

= IEEE 802.1D
= IEEE 802.1W
= IEEE 802.1S
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= Transparent
s TN AR TUNG

s U19A39 Tree N'laaraazlutilunesn
AaYAN1S

= 21360 aYilN15 Configure

» UnalunisAalviua Root Bridge ann
Bridge Priority
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» LAan Root Bridge Taann Switch v
BPDU aanunn Port uazlda@1 Bridge
ID

= Bridge ID = Bridge Priority(2
Octet) + MAC Address(6 Octet)

= Switch 51 Bridge ID sgnaziilu
Root

= Default Bridge Priority = 32768

= £11'13iIn15 Configure &viiu Switch 1
i1 MAC Address sinsinaz'lasuidan
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= &979 Minimum Cost Tree 1aa1ann Root v
BPDU 0 Cost = 0 aannng Port niuna
dvgnina1iilu Designated Port

= 1fia Switch 165U BPDU siuazunnan Cost
AU Cost 2129 Link M2y wazgena

» A1dUulasuunnI 1 BPDU wasiae i
U1NAMULILE VNIVl elv Root (Loop)

= tdantdun19in Cost sinni1 1Ilu Root Port

» AdunnnuilvidunIvuar Cost tinAu
taan Port 1t Bridge ID sinn2n

= AdvmnAutaan Port Priority sihn2n



»24 Steps 3: 1aan Designated
524 Port uaz Port Blocking

s UM INiilsgnidanazgnile
= A51la 1iniaa Blocking Port

= Port azanilasuiaen
= e Port 731 Cost gun3n'lues Root eivindu
= e Port Switch 7l Bridge ID g9n31 g1vinfu
= Tla Port 741 Port ID g9

= Port ID = Port Priority(1 Byte, Default = 128) + Port
Number

= Port iiilai3an Designated Port




Cost Table

Link Bandwidth Path Cost (Old Version) Path Cost (New Version)

4 Mbps 250 250

10 Mbps 100 100

16 Mbps 63 62

45 Mbps 22 39

100 Mbps 10 19

155 Mbps 6 14

622 Mbps 2 6
1 Gbps 1 4

10 Gbps 0 2
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STP (ily Protocol uay Algorithm Aazualailaun
Loop Miinlu LAN(tHaunasralayer 2 Switch)

unssrumna IEEE 802.1D

ﬂsvnaumu Root Bridge uav Set aav Port uu
Switch i Cost mam Nazay Traffic 11ty Root

= Root Bridge 1flu SW i Bridge ID mam

Switch Porim”lu”lmﬂumuummm Tree azgn
Disable aviluaziinieas Path waansz1inne 2
Station

usiar Switch azas Bridge Protocol Data Unit
(BPDU) mu,nnul,wa'snm Spanning Tree

BPDU manmma State 2129 Port wlaau
uanannil BPDU ac anae‘mnq 2 U

Root Bridge a253ziaan Manually ann Switch
AYARIINAINULZIFY
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= 1. Lowest Root Bridge ID
= 2. Best Root Path Cost
= 3. Lowest Bridge ID that Send BPDU

= 4, PortID




Order of Precedence

1dan Root Bridge

ID 28672; MAC 0123.4567.89AB ID 28672 MAC FBEA.4567.0110

ID 32768; MAC 1234.0000.A8CD & . . ID 32768; MAC BCBD.A012.4FFE

L3 -..nanm-n. (= -..---.nmni LS FITTITI T I T T .
[} TEYTTT TTTTEY ‘ v v TYYIYV FUVEVY . TEYTE IEVERY ...

= ASAAARARASEE

Lol L2l e -~ ......... i
v

Ry TR,
| AAhAAAAAAEAS -
v vesUTE RIS .., ) TYVPYT PUTEYY

ID 36864; MAC 2345.0900.0AC2 ID 36864; MAC 234A.FOF2.A023 ID 36864; MAC 67AE.A089.86A2



Order of Precedence

ATviun Designated Port uazs&v BPDU ann Root

ID 28672; MAC 0123.4567.89AB ID 28672; MAC FBEA.4567.0110

I

AAARE &bk
WP PPE G PP

ID 32768; MAC 1234.0000~ ID 32%68; MAC ABCD.EF01.2345 ID 32768; MAC BCBD.A012.4FFE

LS innna nmn- ‘ L3 inﬁua. AdddAS . | Ly --nnm addddd .
[ IPTETTIIIRRY ... [ TITETR IR .. w TERRTR ST ...,

‘..Ml hddddbhd . Ly 3 .I.... ‘.....

(o= AAAAAAASSEEE
[ TYYPY FUVTYY .

ID 36864; MAC 2345.0900.0AC2 ID 36864; MAC 234A.FOF2.A023 ID 36864; MAC 67AE.A089.86A2



Order of Precedence

#3519 SPT uaz Block Link #liflugruznas Tree mung Precedence Rule

ID 28672; MAC 0123.4567.89AB _

ID 32768; MAC 1234.0002"ABCD

ID 32768; MAC BCBD.A012.4FFE
T [ ESmssi
g Semem ¢ S B SemmemmH
ID 36864; MAC 2345.0900.0AC2 ID 36864; MAC 234A.FOF2.A023

ID 36864; MAC 67AE.A089.86A2



Order of Precedence

#3519 SPT uaz Block Link #liflugruznas Tree mung Precedence Rule

ID 28672; MAC 0123.4567.89AB ID 28672; MAC FBEA.4567.0110

T GAAAss AGAREE -
PSP

ID 32768; MAC 1234.0000.58 ID 32768; MAC BCBD.A012.4FFE

.- -.nnanmnmi ‘ (= ..lli..ii..j LS .ll.lli..ili
[ TEIEEE VRS ‘ ‘. ; v IV PEETYY .. L TETTTR YRR .

= dddddddbbddd . . LE 3 T ASAAAAARASEE Ly 3 AAAAAAAAASRA -
v TEYPTTEREIRT ... v TYVITV FRERTY ..L.‘ L TYVPEETEEIEY ...

ID 36864; MAC 2345.0900.0AC2 ID 36864; MAC 234A.FOF2.A023 ID 36864; MAC 67AE.A089.86A2



Order of Precedence

ID 28672; MAC 0123.4567.89AB ID 28672; MAC FBEA.4567.0110

Lk adbddd Sddddd . -
b

ID 32768; MAC 1234.00004BCD ==~ ID 32768; MAC ABCD.EF01.2345 ID 32768; MAC BCBD.A012.4FFE
s ) s ¢ eSsEEsm

ID 36864; MAC 2345.0900.0AC2 ID 36864; MAC 234A.FOF2.A023 ID 36864; MAC 67AE.A089.86A2



Order of Precedence

ID 28672; MAC 0123.4567.89AB ID 28672; MAC FBEA.4567.0110

ID 32768; MAC 1234 00Qd8.ABCD = ~ X(68; MAC ABCD.EF01.2345 ID 32768; MAC BCBD.A012.4FFE

R T daassassssss 5 Asassassssas - I R aasaARBaSS
= SEISTRIIIOES ., ; 4 TITTTE PITTYS . ® EEBEEE FETEES

dddbdddddddd . i L AAAAAAASAARE - LS Adbddsdbbdid . .
TYVIVESUREEY ..., [ TYYTIESUIYY ..., [ TYYUTE FPVEEY ...

ID 36864; MAC 2345.0900.0AC2 ID 36864; MAC 234A.FOF2.A023 ID 36864; MAC 67AE.A089.86A2



Order of Precedence

ID 28672; MAC 0123.4567.89AB ID 28672; MAC FBEA.4567.0110

—

ID 32768; MAC BCBD.A012.4FFE

X(68; MAC ABCD.EF01.2345

ASASAASASA8S | 5 ARAMGSASAAS .| = BAGAAASBAAS . .
- THETTT PEREE ..., w TETEEEBIYEYD ... () TERCTEFEFTEE
o ¥ - tes L iy ST

Lk AsAEAAOBEAEE . . 3 S asddddAddddd | L T TTT T .
[ FETTTCRETEED ..., g [ TYYTIESUIYY ..., [ TYYUTE FPVEEY ...

ID 36864; MAC 67AE.A089.86A2

1D 36864; MAC 2345.0900.0AC2 ID 36864; MAC 234A.FOF2.A023



ID 28672; MAC 0123.4567.89AB

—

Order of Precedence

ID 28672; MAC FBEA.4567.0110

T i

ID 32768; MAC 1234.0008.ABCD X(68; MAC ABCD.EF01.2345

A FITTTTTITT 7 Il

ID 32768; MAC BCBD.A012.4FFE

5T sesaddadaded ..
W TPTTTE PPTVE ..., v TETTET TRV ...,

®
-

AbEbEAEEAEESE . -
FERTTE PR ...

L ssssadadddas | ) = asasdaadddes |- [=
w STTCTE FEGTUE ... v vevevETETTYY ... v

.....

“1‘5‘36864;"MAC"2345';0'906;0AC2 ID 36864; MAC 234A.FOF2.A023

ID 36864; MAC 67AE.A089.86A2



Order of Precedence

ID 28672; MAC 0123.4567.89AB

ID 28672 MAC FBEA.4567.0110

ID 32768; MAC 1234.0008.ABCD X(68; MAC ABCD.EF01.2345 ID 32768; MAC BCBD.A012.4FFE

5 ddasasssssss LES Eiﬁiiﬂiﬂiﬁii 5 Gheeahasasas - -
» i L (3 FETERR WG ¥ TEeTTT TERTY ...,
R

5 Sasasasasans - -
] FEEETE FHGHET

L5 T AAAAASAABAEE -
.....

2% i o o
" FETCTETIEIFET ...

L TR EEEEE .

ID 36864; MAC 2345.0900.0AC2 ID 36864; MAC 234A.FOF2.A023 ID 36864; MAC 67AE.A089.86A2



Order of Precedence

ID 28672; MAC 0123.4567.89AB ID 28672; MAC FBEA.4567.0110

L5
Ly

ID 32768; MAC 1234.0008.ABCD ID 3%¢68; MAC ABCD.EF01.2345 ID 32768; MAC BCBD.A012.4FFE

TS AddAGAASABES . . 5 AkaassAKates - . TS AdRGas SRASGE
w TEOTEE POUEYE ..., “ TETTET FEFEEW ... w FEPETE BEEET .
: = A : e :

= ot b ook e o b b ol l (= ARARAE SBRDAS . . L Jy 3 bbbl s ol ol ol s

L TETTTERRRRYYE ..., L TTTPTERREREY ..., L ERRERE TETERP ...,

ID 36864; MAC 2345.0900.0AC2 ID 36864; MAC 234A.FOF2.A023 ID 36864; MAC 67AE.A089.86A2



= weln Broadcast Domain aannalu
Switch faaan

= L2 Protocol

= auAudriatg Switch NMMurdaunanulu
AR LD

» d1501iIN1n15 Configure laazuan
aginv'le

= VLAN by Port (Static) Anviuausay Port anaeiin
(flunav VLAN ag'ls

= Dynamic VLAN : a1u MAC, IP, Protocol #3aduq
Asaltineay Port aztddau VLAN e Condition 1
A1nua 1saanILilu Mobile Port
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= VLAN 1 aa Default VLAN auuay
sg919'lu'la

= A Port an'ludn1sAnviuaazac lu
VLAN 1

= VLAN Number = 12 Bit uadnans
&899 T TnuuaaascuI1y VLAN 2 —
VLAN 4094

s AstAdaucaagiay VLAN araduaavlal
AU WIS aAAY L3

= VLAN shusauwan Physical NW aan
ann Logical NW




VLAN uiv Switch wdlunarasru

Switch Undda'laiuniiv VLAN 152372t Managed Switch

= N aasunnAnfad saAmsadddadd 1
I5 AaAAAaasAadd -
- vevyTY RIS ...,

Switch e gauudstilu 3 VLAN

5/1 5/3 5/5 5/7 5/11 5/13 5/15 5/17 5/19 5/21 5/23 5/9
VLAN 100 VLAN 200 VLAN 1 5/2 5/4 5/6 5/8 5/10 5/12 5/14 5/16 5/18 5/20 5/22 5/24
T T T
l"q'.“l'
; ; ; VLAN 100 VLAN 200 VLAN 1
PC1 PC2 PC3 PC 1 PC2 PC3
192.168.10.10/24 192.168.20.20/24  192.168.1.10/24 192.168.10.10/24 192.168.20.20/24 192.168.1.10/24

wnar VLAN gaunanaananndu wsilavatnuas Switch
AanNatiauar Sub-network/Broadcast Domain
siavlaiainsai Layer 3(Router) unidausa



{Dept.l} {Dept.Z}

&av Network &av Server
GavnISLENARNINNAU

AINU &av Switch |
ey lunsahagaiun
savgvdaTunigIniu
Network aasaiLag




{Dept.l] {Dept.Z]

&av Network &av Server
GavnISLENARNINNAU

T2f VLAN uAtleyinn

e tdausanu Port
Tuuaag Switch A'le

wA Configure Port 1vign VLAN




»24 VLAN snunsaaans WNAUNNAANIN
224 1 Switch

Room 1 Room 2
| aoan ] lm:.:.::'
I 5




»24 VLAN snunsaaans WNAUNNAANIN
224 1 Switch

Room 1 Room 2
VLAN 100
| VLAN 200
| aaaa : | |




»24 VLAN snunsaaans WNAUNNAANIN
%2 1 Switch

Room 1 B Room 2
VLAN; 100, 200
| aaaa | | ﬁ
E— =




»24 VLAN snunsaaans WNAUNNAANIN
224 1 Switch

Room 1 | VIAN100  Room2
VLAN 100,200 | | [zz
| = | =
— 5 — =




»24 VLAN snunsaaans WNAUNNAANIN
224 1 Switch

Room 1 | VLAN200  Room2
VLAN 100,200 | | [zz
L, |
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= JEEE 802.1Q Standard

= 4 Byte 1Anluguuay Header
= 12 Bit 1flu VLAN Number

= ISL(Cisco)
« Encapsulation
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= Port 21av Switch aznavgnanuuaiilu Tag
Port

« iazayagndvaanildy Tag Port aziinas
14 Tag A1vium VLAN

= ia2iayannde Tag Port azgnaelulss
VLAN anu Tag uaze? Tag azgniinaan
= VLAN Default 2as Port iiuaz'lsignlsd Tag
= VLAN Number agiilu Local aintiuvin
Tagging
= ainsalunvivaazil Protocol &asnssening
SW (Interswitch Protocol)




|| |
ZARBS 1
& A
£ £l
o @ g
N s
XAe :\-G;:\'vﬂﬁ'

= Connect Through Router (L3)
= Using L3 Switch anin




VLAN Static vs Dynamic

= tda VLAN anAviuaiang Port 2aav Switch
15113e1n Static VLAN
g aﬂnsaiﬁLﬁauGiaﬁ’u Port funaazgnauldaciu
VLAN 7fiviue |
uaa1sAuua liadnsainunidandu Port
1dactTu VLAN euaaisiutiauavailnsal
121y a1u IP Address, MAC Address 1i3a
aun15 Authentication 151153an Dynamic
VLAN

= Port sunaaztilu “Mobile Port” wagsiagAiiiua
VLAN Rule 11
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= 11119 Subnet Wilu 1ily VLAN

= Wias1finuue Topology 15116
= Subnet Aavnay Network
= A11Ua IP Address Tviduwanay Subnet

= ANUUA VLAN Tviduweay Subnet

= SWUULLARY Subnet &usaatsInAuUuU Switch
LAeAUlL6

= UWEIRY Subnet 8111501528 ATAUARNKRNE
Switch 16

« NATAA Logical Network(Diagram) wag Physical
Network(Wiring Diagram) &unsatanannnu
Network azilsgnaualragay Diagram
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o maamnmmsmumm Spannmg Tree(802 1D)
Julaevdunnnau VLAN geifun1svin VLAN Tu
Network aziinnnnin 1 Spanning Tree a6 1T
umummnq VLAN azeiavil Spanning Tree 1&g
4961111 VLAN wuu vraqazlisitdainn uauinss
61151311511 Filter 21av Trunk Port anaasvinlu
119 VLAN uiaaann Spanning Tree 16

= Cisco latinsgrunag Protocol uav Spanning
Tree Nvintia N5 Spanning Tree uangusu
uaiay VLAN 16 uaAlalesiu Switch uav Cisco
Wity atnelsieuunassulusiuase IEEE da
IEEE 802.1s qjomummﬁmmusu Multiple
Spanning Tree(MST) azgautidiuans Spanning
Tree 16




WAN Technologies

g Iun'\'m’?'am\'aszﬂz"lna, Ethernet
Technologies iz u1saiinunlad'la

= IP 1flu WAN usatilu Layer 3 doiiu

mavn1s Layer 2 uaz Layer 1 tilueiin IP
Packet

= IP uu Ethernet 121671 LAN tviniiu

= lunisavlnaniniu a1 WAN Technologies 111
IP Packet

= IP us53Tu WAN Layer 2 &9uinu Layer 1 (HDLC, FR, SDH,
MPLS, ATM w1u Modem, Fiber, ...)

= IP us531u Layer 3 WAN Frame waiulu X.25




LAN 1 LAN 2

End system End system
(A) (B)
WAN
IP IP IP IP
ty g t7 t1o t11 t4e
- LLC LLC Frame Frame LLC LLC
on nec Ion N rela rela tiz Ys
MAC MAC y Y | mac MAC
ts Y4 ts tg t13 t14
Physical Physicall Physicall Physical| Physicall Physical|
| | I l I l
t1, ta, t7, t1o, t11, te [ PH | TCP-H | Data |
to, ts [LLC1-H| IP-H | TCP-H | Data |
t3, t4 [MAC1-H|LLC1-H]| 1P-H | TCP-H | Data |mAC1-T]
ts, to | FRH | PH | TcP-H | Data | FR-T |
t12, t1s [LLC2-H | IP-H | TCP-H | Data |

ty3, t14 IMAC2-H|LLC2-H | IP-H | TCP-H | Data |[mAC2-T|

TCP-H = TCP header MACI-T = MAC trailer

IP-H = |P header FR-H = Frame relay header
LLCi-H = LLC header FR-T = Frame relay trailer
MACi-H = MAC header



Connect to ISP

Router

7

Modem

Router

Leased Line

Modem

ISP

(IP Network)

Note: ffa31fu Technology uay Ethernet & unsa&slalnadu
YinlWtsaee LAN 1aTuszaenignaladu ny. e lugusatauga'laiag

famdsiade Public Network



WAN Technologies

Bandwidth Sample
Option: Description Advantages Disadvantages range protocols
used

Leased |[|Point-to-Point connection between two computers Most ) Expensiv PPP, HDLC,
line or Local Area Networks (LANSs) ost secure pensive SDLC, HNAS

‘ Circuit A dedicated circuit path is created between end . 28 kbit/s -
switchin points. Best example is dialup connections Less Expensive Call Setup 144 kbit/s EEE, 15D
Devices transport packets via a shared single
point-to-point or point-to-multipoint link across a ) . i _
< V%I::rt‘ carrier internetwork. Variable length packets are S';ilricslslmiila %;':me
SWIEChING l4 2 nsmitted over Permanent Virtual Circuits (PVO) neldy
or Switched Virtual Circuits (SVC)
Similar to packet switching, but uses fixed length best for
cells instead of variable length packets. Data is simulteeszeois use Overhead can be ATM
Cellrelay divided into fixed-length cells and then of Voice and data considerable S
transported across virtual circuits




hes PPP (Point-to-Point Protocol)

fiau T2 tuilaaitiv §1usuiilu Data Link Protocol Tu
nsLdannaineansvsc1ia19 Node (Point-to-Point)

124161 Physical Link vianauuu w2y Serial
Cable, Phone Line, Cell Phone, SONET Tea
ISP fhutuaiazladgisuand as Dial-Up Access
Au Internet

1 unui Protocol tanlein
= SLIP (Serial Line Internet Protocol)
= LAPB Tu X.25

anaanuuuunTitaidu Network Layer si1v
539 IP

flannlaitlu Protocol Tunisiiausia Broadband
a2& i PPPOE waz PPPOA



0 4 12 16 20 24 28 32
| | | |
Flag Address Control Protocol \
(binary 01111110) (binary 11111111) (binary 00000011) (first byte)
\ Protocol
(second byte)
Information
Padding Ny
F ra m e X paddin Frame Check Sequence (FCS) Flag
9 (may also be 4 bytes) (binary 01111110)
Field Name Sk Description
(bytes) p
Flag 1 Flag: Indicates the start of a PPP frame. Always has the value “01111110” binary (0x7E hexadecimal, or 126 decimal).
Address: In HDLC this is the address of the destination of the frame. But in PPP we are dealing with a direct link between
Address 1 two devices, so this field has no real meaning. It is thus always set to “11111111” (0xFF or 255 decimal), which is
equivalent to a broadcast (it means “all stations”).
Control 1 Control: This field is used in HDLC for various control purposes, but in PPP it is set to “00000011” (3 decimal).
Protocol: Identifies the protocol of the datagram encapsulated in the Information field of the frame. See below for more
Protocol 2 2 .
information on the Protocol field.
Information: Zero or more bytes of payload that contains either data or control information, depending on the frame type.
Information Variable For regular PPP data frames the network-layer datagram is encapsulated here. For control frames, the control
information fields are placed here instead.
Padding Variable Padding: In some cases, additional dummy bytes may be added to pad out the size of the PPP frame.
Frame Check Sequence (FCS): A checksum computed over the frame to provide basic protection against errors in
transmission. This is a CRC code similar to the one used for other layer two protocol error protection schemes such as
FCS 2 (or 4) the one used in Ethernet. It can be either 16 bits or 32 bits in size (default is 16 bits).
The FCS is calculated over the Address, Control, Protocol, | nformation and Padding fields.
Flag 1 Flag: Indicates the end of a PPP frame. Always has the value “01111110” binary (0x7E hexadecimal, or 126 decimal).




Broad-band
(ADSL)

0 __4kHz 25875 kHz 138 kHz 1104 kHz

PSTN Upstream Downstream

SignaliNoise Ratio (db)

D U 1 1 L
45 64 80 96 112 128 144 160 176 192 208 224 240 256
Carrier
Bits
14
12
10

0 16 32 48 64 80 96 112 128 144 160 176 182 208 224 240 256
0o 138.0 276.0 4140 552.0 690.0 8280 966.0 1104.0
Carrier / Frequency (kHz)

¥ Traremission frequency (Upsteam)
B Rececption frequency (Dowrstream)
| Pilotfrequency
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Application FTP SMTP HTTP ... DN

c |
&)
o

Transport TCP

PPPoOE

(<]

Network 1P IPv

PPP

Ethernet

, ADSL internet access architecture

Host PC Remote access server
P P
PPP PPP
IPPPoE.  ADSL modem ~ PPPoE
Ethernet Ethemnet
Ethernet Ethemet ATM DSLAM ATM

ADSL ADSL SDH SDH



PSTN(SDH)

Splitter

Host PC
IP
ADSL modem
Ethernet Ethernet
Ethernet Ethemet ATM DSLAM ATM

ADSL ADSL SDH SDH
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y Ethernet "

Stadora | D | Desagton
S ooayy 2.94 Mbit/s (367 kB/s) over coaxial cable (coax)
Ethernet

bus

10 Mbit/s (1.25 MB/s) over thick coax. Frames have
a Type field. This frame format is used on all forms
of Ethernet by protocols in the Internet protocol
suite.

10BASES 10 Mbit/s (1.25 MB/s) over thick coax.
Same as Ethernet II (above) except Type field is
replaced by Length, and an 802.2 LLC header
follows the 802.3 header. Based on the CSMA/CD
Process.

10BASE2 10 Mbit/s (1.25 MB/s) over thin Coax
(a.k.a. thinnet or cheapernet)

10BASE-T 10 Mbit/s (1.25 MB/s) over twisted pair
10BASE-F 10 Mbit/s (1.25 MB/s) over Fiber-Optic
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Importance Ethernet Standards

Y Ethernet o

1995

1997

1999

2000

2002

2003
2006

2009

100BASE-TX, 100BASE-T4, 100BASE-FX Fast
Ethernet at 100 Mbit/s (12.5 MB/s)
w/autonegotiation

Full Duplex and flow control; also incorporates DIX
framing, so there's no longer a DIX/802.3 split

1000BASE-T Gbit/s Ethernet over twisted pair at 1
Gbit/s (125 MB/s)

Link aggregation for parallel links, since moved to
IEEE 802.1AX

10 Gigabit Ethernet over fiber; 10GBASE-SR,
10GBASE-LR, 10GBASE-ER, 10GBASE-SW, 10GBASE-
LW, 10GBASE-EW

Power over Ethernet (15.4 W)

10GBASE-T 10 Gbit/s (1,250 MB/s) Ethernet over
unshielded twisted pair (UTP)

Power over Ethernet enhancements (25.5 W)




E Ethe}net m
Description
Standard P

2010

2011

802.3bm  piiik

802.3bq

802.3bs

802.3by

802.3bz

~Feb
2016

~ 2017

~Sep
2016

TBD

40 Gbit/s and 100 Gbit/s Ethernet. 40 Gbit/s over 1m
backplane, 10 m Cu cable assembly (4x25 Gbit or 10x10 Gbit
lanes) and 100 m of MMF and 100 Gbit/s up to 10 m of Cu
cable assembly, 100 m of MMF or 40 km of SMF respectively

MIB definitions for Ethernet. It consolidates the Ethernet
related MIBs present in Annex 30A&B, various IETF RFCs,
and 802.1AB annex F into one master document with a
machine readable extract. (workgroup name was P802.3be)

100G/40G Ethernet for optical fiber

40GBASE-T for 4-pair balanced twisted-pair cabling with 2
connectors over 30 m distances

400 Gbit/s Ethernet over optical fiber using multiple 25G/50G
lanes

25G Ethernet

2.5 Gigabit and 5 Gigabit Ethernet over twisted pair -
2.5GBASE-T and 5GBASE-T
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» Next Week

= Internet Concept
» IP Address




!'_ CPE 426 Computer Networks

Chapter 3:
Review 3: SPT & VLAN RL
Textbook Chapter 20: Internet“

Concept i'

Textbook Chapter 21: IP Address
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= 3. VLAN
» Chapter 17: 17.9-17.11

= 4. X.25/FR/ATM/MPLS/ISDN
= Chapter 19: 19.1-19.4
ALSO Reference From CPE 326 (Stalling Book)
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= BREAK

Chapter 20: Internetworking

= Motivation: Sec. 20.1-20.2

= Concept: Sec. 20.3-20.4

= Internetworking: Sec. 20.5-20.8

= Protocol Architecture: Sec. 20.9-20.11

= Routers: Sec. 20.12

= Chapter 21: IP Address (Not Finish)
» Addressing Scheme/Prefix&Suffix: 21.1-21.8
= Subnetting and Mask: 21.9-21.13




Ether Type II (DIX Frame)

80 00 20 7A 3F 3E 80 00 20 20 3A AE 08 00 IP, ARP, etc. 00 20 20 3A | |
Destination MAC Address Source MAC Address EtherType Payload CRC Checksum
MAC Header Data
(14 bytes) (46 - 1500 bytes) (4 bytes)

Ememet}‘! e ll Frame
(64 to bytes)

- 6 bytes > MAC-48 Address

offset: 1 2 3 4 S 6
3 | sthibyte [sthbyte | athbyte | rdbyte [ 2ndbyte | 1stbyte g I N Tra nsMm |SS | on O rd er
g'_. 1st octet | 2nd octet | 3rd octet | 4th octet | Sthoctet | 6th octet i’ 01_23_45_67_89_a b’
S e e seaye—» 3 01:23:45:67:89:ab,
g,. Orge:g;sriti}lper}eill Ul.'l)nique NetworécNIEt)egf;ggﬁ%ontrollet g.- O 1 23 \ 4567. 89a b

o 802.3/.4 Send LSBit First
bs[b7 [b6 [bs [b4]b3]b2]b1 (Canonica| Format)

‘ ko: Tnicast 10000000 11000100 10100010 ...

L: multicast 802.5/.6 Send MSBit First

0: globally unique (OUI enforced)

1: locally administered (Blt' Reverse/NOn'Ca nonlcal)
00000001 00100011 01000101 ...




Bridge vs Repeater: Collision
Domain vs Broadcast Domajn
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%24 Layer 2 Redundancy: Active Link

| s4 S5 |
Core %ﬂm'ﬁn %FED
L2 Redundancy Switch
ACCESS oooo oooo oooo
Switch S1 S2 S3

|'.;.'.;.|'.;. -.;.'ﬂ-; — = L=
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Layer 2 Redundancy: SPT

| s4 S5 !

Core %ﬂmzﬁ ---------- %FED
L2 Redundancy Switch

Access | |
Switch S1 S2 S3

|'.;.'.;.|'.;. -.;.-ﬂ-; — = L=



»2% Steps 1: Root Bridge
0.2 2 Selection

» LAan Root Bridge Taann Switch v
BPDU aanunn Port uazlda@1 Bridge
ID

= Bridge ID = Bridge Priority(2
Octet) + MAC Address(6 Octet)

= Switch 51 Bridge ID sgnaziilu
Root

= Default Bridge Priority = 32768

= £11'13iIn15 Configure &viiu Switch 1
i1 MAC Address sinsinaz'lasuidan



Steps 2: Minimum Cost Tree

8919 Minimum Cost Tree 1aaann Root &y
BPDU 0 Cost = 0 aannng Port niuna
dvgnina1iilu Designated Port

tida Switch 195u BPDU 3siuazuinan Cost
AU Cost 2129 Link M2y wazgena

a13iula5uunnI 1 BPDU uaneidl
U1NAMULILE VNIVl elv Root (Loop)

dantduniil Cost 61n3 Ilu Root Port

adiunanNuitduniviay Cost tinfu
taan Port 1t Bridge ID sinn2n

atvtniAutdan Port Priority sihn2an



Steps 3: Fon Designated Port
waz Port Blocking

iunenlildgnidanazgnila
n1s5ia 1inlaa Blocking Port

Port azgnilasutaen

= e Port 731 Cost gun3n'lues Root eivindu

= e Port Switch 7l Bridge ID g9n31 g1vinfu
= Tla Port 741 Port ID g9

= Port ID = Port Priority(1 Byte, Default = 128) + Port
Number

Port Miiilai3an Designated Port




Order of Precedence

1dan Root Bridge

ID 28672; MAC 0123.4567.89AB ID 28672 MAC FBEA.4567.0110

ID 32768; MAC 1234.0000.A8CD & . . ID 32768; MAC BCBD.A012.4FFE

L3 -..nanm-n. (= -..---.nmni LS FITTITI T I T T .
[} TEYTTT TTTTEY ‘ v v TYYIYV FUVEVY . TEYTE IEVERY ...

= ASAAARARASEE

Lol L2l e -~ ......... i
v

Ry TR,
| AAhAAAAAAEAS -
v vesUTE RIS .., ) TYVPYT PUTEYY

ID 36864; MAC 2345.0900.0AC2 ID 36864; MAC 234A.FOF2.A023 ID 36864; MAC 67AE.A089.86A2



Order of Precedence

ID 28672; MAC 0123.4567.89AB ID 28672; MAC FBEA.4567.0110

ID 32768; MAC BCBD.A012.4FFE

X(68; MAC ABCD.EF01.2345

ID 32768; MAC 1234.0008.ABCD

I Addsesdddddd | B alladsdsdded . LTS ol o
] PTTPPTPOUDYY ... [l FECPDT PEPCPD ...

L TETTFEEEEEEY ...

ID 36864; MAC 67AE.A089.86A2

ID 36864; MAC 2345.0900.0AC2 ID 36864; MAC 234A.FOF2.A023



VLAN

= weln Broadcast Domain aannalu
Switch faaan

= L2 Protocol

o Lyﬁguf‘i’uﬁnmﬂ Switch M luwiiauaanulu
GLAEND

» d1501iIN1n15 Configure laazuan
aeinv'ls

= VLAN by Port (Static) Anviuausay Port anaeiin
(flunav VLAN ag'ls

= Dynamic VLAN : a1u MAC, IP, Protocol #3aduq
Asaltineay Port aztddau VLAN e Condition 1
A1nua 1saanILilu Mobile Port
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= VLAN 1 A@a Default VLAN auuac
g919'1u'l6

= A Port an'ludn1sAnviuaazac lu
VLAN 1

= VLAN Number = 12 Bit uadnans
&899 T TnuuaaascuI1y VLAN 2 —
VLAN 4094

s AstAdaucaagiay VLAN araduaavlal
AU WIS aAAY L3

= VLAN shusauwan Physical NW aan
ann Logical NW




VLAN uiv Switch wdlunarasru

Switch Undda'laiuniiv VLAN 152372t Managed Switch

| = N aaahasanand asAnsasdaAda 1
I5 AaAAAaasAadd -
g Ll Ll Ll Ll L

Switch e gauudstilu 3 VLAN

5/1 5/3 5/5 5/7 5/11 5/13 5/15 5/17 5/19 5/21 5/23 5/9
VLAN 100 VLAN 200 VLAN 1 5/2 5/4 5/6 5/8 5/10 5/12 5/14 5/16 5/18 5/20 5/22 5/24
T T T
l"qv'“l'
; ; ; VLAN 100 VLAN 200 VLAN 1
PC1 PC2 PC3 PC 1 PC2 PC3
192.168.10.10/24 192.168.20.20/24  192.168.1.10/24 192.168.10.10/24 192.168.20.20/24 192.168.1.10/24

wnar VLAN gaunanaananndu wsilavatnuas Switch
AanNatiauar Sub-network/Broadcast Domain
siavlaiainsai Layer 3(Router) unidausa
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Room 1 Room 2
VLAN 100
| VLAN 200
| oaa ! | !
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= JEEE 802.1Q Standard
= 4 Byte wiludiuves Header

= 12 Bit 5lu VLAN Number

= ISL(Cisco)
« Encapsulation
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= Port 21av Switch aznavgnanuuaiilu Tag
Port

« iazayagndvaanildy Tag Port aziinas
14 Tag A1vium VLAN

= ia2iayannde Tag Port azgnaelulss
VLAN anu Tag uaze? Tag azgniinaan
= VLAN Default 2as Port iiuaz'lsignlsd Tag
= VLAN Number agiilu Local aintiuvin
Tagging
= ainsalunvivaazil Protocol &asnssening
SW (Interswitch Protocol)




| |

224 Communication Between
Iy &

£y S

.2 2 VLAN

&) o

6}7,:, ?S;_L

L enGmes

= Connect Through Router (L3)
= Using L3 Switch anin




VLAN Static vs Dynamic

= tda VLAN anAviuaiang Port 2aav Switch
15113e1n Static VLAN
g aﬂnsaiﬁLﬁauGiaﬁ’u Port funaazgnauldaciu
VLAN 7fiviue |
uaa1sAuua liadnsainunidandu Port
1dactTu VLAN euaaisiutiauavailnsal
121y a1u IP Address, MAC Address 1i3a
aun15 Authentication 151153an Dynamic
VLAN

= Port sunaaztilu “Mobile Port” wagsiagAiiiua
VLAN Rule 11




A19A11iua VLAN

= 11119 Subnet Wilu 1ily VLAN

= Wias1finuue Topology 15116
= Subnet Aavnay Network
= A11Ua IP Address Tviduwanay Subnet

= ANUUA VLAN Tviduweay Subnet

= SWUULLARY Subnet &usaatsInAuUuU Switch
LAeAUlL6

= UWEIRY Subnet 8111501528 ATAUARNKRNE
Switch 16

« NATAA Logical Network(Diagram) wag Physical
Network(Wiring Diagram) &unsatanannnu
Network azilsgnaualragay Diagram



Spanning Tree and VLAN

o maamnmmsmumm Spannmg Tree(802 1D)
Julaevdunnnau VLAN geifun1svin VLAN Tu
Network aziinnnnin 1 Spanning Tree a6 1T
umummnq VLAN azeiavil Spanning Tree 1&g
4961111 VLAN wuu vraqazlisitdainn uauinss
61151311511 Filter 21av Trunk Port anaasvinlu
119 VLAN uiaaann Spanning Tree 16

= Cisco latinsgrunag Protocol uav Spanning
Tree Nvintia N5 Spanning Tree uangusu
uaiay VLAN 16 uaAlalesiu Switch uav Cisco
Wity atnelsieuunassulusiuase IEEE da
IEEE 802.1s qjomummﬁmmusu Multiple
Spanning Tree(MST) azgautidiuans Spanning
Tree 16



WAN Technologies

g Iun'\'m’?'am\'aszﬂz"lna, Ethernet
Technologies iz u1saiinunlad'la

= IP 1flu WAN usatilu Layer 3 doiiu

mavn1s Layer 2 uaz Layer 1 tilueiin IP
Packet

= IP uu Ethernet 121671 LAN tviniiu

= lunisavlnaniniu a1 WAN Technologies 111
IP Packet

= IP us53Tu WAN Layer 2 &9uinu Layer 1 (HDLC, FR, SDH,
MPLS, ATM w1u Modem, Fiber, ...)

= IP us531u Layer 3 WAN Frame waiulu X.25




LAN 1 LAN 2

End system End system
(A) (B)
WAN
IP IP IP IP
ty g t7 t1o t11 tie
- LLC LLC Frame Frame LLC LLC
on nec Ion N rela rela ti2 ts
MAC MAC y Y | mac MAC
ts Y4 ts tg tiz t4g
Physical Physicall Physicall Physical| Physicall Physical|
| | I l I l
t1, ta, t7, t1o, t11, te [ PH | TCP-H | Data |
to, ts [LLct-H | P-H | TCP-H | Data |
t3, t4 [MAC1-H|LLC1-H]| 1P-H | TCP-H | Data |mAC1-T]
ts, to | FRH | PH | TcP-H | Data | FR-T |
t12, t1s [LLC2-H | IP-H | TCP-H | Data |

ty3, t14 IMAC2-H|LLC2-H | IP-H | TCP-H | Data |[mAC2-T|

TCP-H = TCP header MACI-T = MAC trailer

IP-H = |P header FR-H = Frame relay header
LLCi-H = LLC header FR-T = Frame relay trailer
MACi-H = MAC header



Connect to ISP

Router

7

Modem

Router

Leased Line

Modem

ISP

(IP Network)

Note: ffa31fu Technology uay Ethernet & unsa&slalnadu
YinlWtsaee LAN 1aTuszaenignaladu ny. e lugusatauga'laiag

famdsiade Public Network



WAN Technologies

Bandwidth Sample
Option: Description Advantages Disadvantages range protocols
used

Leased |[|Point-to-Point connection between two computers Most ) Expensiv PPP, HDLC,
line or Local Area Networks (LANSs) ost secure pensive SDLC, HNAS

‘ Circuit A dedicated circuit path is created between end . 28 kbit/s -
switchin points. Best example is dialup connections Less Expensive Call Setup 144 kbit/s EEE, 15D
Devices transport packets via a shared single
point-to-point or point-to-multipoint link across a ) . i _
< V%I::rt‘ carrier internetwork. Variable length packets are S';ilricslslmiila %;':me
SWIEChING l4 2 nsmitted over Permanent Virtual Circuits (PVO) neldy
or Switched Virtual Circuits (SVC)
Similar to packet switching, but uses fixed length best for
cells instead of variable length packets. Data is simulteeszeois use Overhead can be ATM
Cellrelay divided into fixed-length cells and then of Voice and data considerable S
transported across virtual circuits
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= High Level Data Link Control Protocol

s ISO Standard
= Current Standard = ISO 13239

s Connection Oriented and
Connectionless

= Most common mode = point-to-point
using ABM (Asynchronous Balanced
Mode)

= Transmission Mode/Station
Type/Flow
= lu CPE326 (Stalling Book)




HDLC Frame Format

Flag

Address Control Information FCS Flag

— 3 —-—3—-4—38 or 16-P-—variable -t 16 or 32—-—8—

bits extendable
Original Pattern:

(a) Frame format 111111111111011111101111110
1 2 3 4 5 6 7 8 9 101112131415 16 8n  After bit-stuffing
0 0 --- 1111181111181101111181011111810
(b) Extended Address Field (a) Example

HDLC flusurniiauay Frame Format
way L2 Protocol auq

-LLC

-MAC

_ P PP (b) An inverted bit splits a frame in two

-LAPB

-LAPD [F1ag | [Frag | [Flag |  Transmitted Frame

-LAPF —sit inverted

h 4

_01 a01 |Flag | IFIag I Received Frame

|Flag| lFIag I Transmitted Frame

—Bil inverted

A
|Flag | IFlag | lFIag | Received Frame

(¢) An inverted bit merges two frames



3| x25 [3 3| x25 [3

2 X.25 2 2 X.25 2
1 X.21 1 1 X.21 1
loaf A 3ay X 25 loan B
wHANIFINY
X.25 NETWORK
Packet Switching

Exchange Node PSE




4 4 (Field length
in bits)

GFI LCGN (I_Sen_erelalcFr?rmatI IIDD
ogical Channe
X' 25 LCN -LC Group No
-LC Number
PTI Packet Type ID

= Physical Layer: AUANISIdaNEaNY
1WAn s¢1719 DTE/DCE azasilu X.21 u5a
121 EIA-232, EIA-449 vi5a Serial
Protocol au
= Data Link Layer: Anviuaauiunisiaf Link

d1115uN198vAaas:11219 DTE/DCE azlaf
LAPB

Flag Address Control Data Checksum Flag
01111110 01111110
{8bits) {8bhits) {8bits) (Variable) {16 bits) (8bits)

= Packet Layer n1uiua Protocol Tuscay
Packet Tunisuantidaau Control waz Data
AU PSN w1 Virtual Circuit



Frame Relay

ey

TR '\;\ " Framerelay
lu.“'l - u T siog ASPASNUINS DTE > y DTE
oAy Router 1 | Railer2
Ty eusy y
DCE _ DCE
El £) Frame relay switches
nded o
[, ., AnFind - )
e - "
IPTOY eusy E
WAISIDEDL
/ DTE
~ Router 3

Weuuasiaain X.25 1af LAP-D Tun1sav Data, eia&iu Flow Control aan
way Switch Tu L2 vinlvidvriaya'latsiuasiilu Stream unndiu



L2 £ ATM (Cell Switching)




ATM (Cell Switching)

4 3
GFC VPI
VPI VCI
VCI
VCI PT
HEC

Payload and padding if necessary 48 bytes)

CLP

i1231u SDH gnlalunns
Transport ATM

CBR
VBR

ABR
UBR

AAL Type 1-5



MPLS .,.

(Multiprotocol =

Label Switching) = oomeme

Physical Layer

REMOTE SITE

voice vioEo DATA ETORACE
PS8 IE

/




PPP (Point-to-Point Protocol)

fiau T2 tuilaaitiv §1usuiilu Data Link Protocol Tu
nsLdannaineansvsc1ia19 Node (Point-to-Point)

124161 Physical Link vianauuu w2y Serial
Cable, Phone Line, Cell Phone, SONET Tea
ISP fhutuaiazladgisuand as Dial-Up Access
Au Internet

1 unui Protocol tanlein
= SLIP (Serial Line Internet Protocol)
= LAPB Tu X.25

anaanuuuunTitaidu Network Layer si1v
539 IP

flannlaitlu Protocol Tunisiiausia Broadband
a2& i PPPOE waz PPPOA



0 4 12 16 20 24 28 32
| | | |
Flag Address Control Protocol \
(binary 01111110) (binary 11111111) (binary 00000011) (first byte)
\ Protocol
(second byte)
Information
Padding Ny
F ra m e A_ Paddin Frame Check Sequence (FCS) Flag
9 (may also be 4 bytes) (binary 01111110)
Field Name Sk Description
(bytes) p
Flag 1 Flag: Indicates the start of a PPP frame. Always has the value “01111110” binary (0x7E hexadecimal, or 126 decimal).
Address: In HDLC this is the address of the destination of the frame. But in PPP we are dealing with a direct link between
Address 1 two devices, so this field has no real meaning. It is thus always set to “11111111” (0xFF or 255 decimal), which is
equivalent to a broadcast (it means “all stations”).
Control 1 Control: This field is used in HDLC for various control purposes, but in PPP it is set to “00000011” (3 decimal).
Protocol: Identifies the protocol of the datagram encapsulated in the Information field of the frame. See below for more
Protocol 2 2 .
information on the Protocol field.
Information: Zero or more bytes of payload that contains either data or control information, depending on the frame type.
Information Variable For regular PPP data frames the network-layer datagram is encapsulated here. For control frames, the control
information fields are placed here instead.
Padding Variable Padding: In some cases, additional dummy bytes may be added to pad out the size of the PPP frame.
Frame Check Sequence (FCS): A checksum computed over the frame to provide basic protection against errors in
transmission. This is a CRC code similar to the one used for other layer two protocol error protection schemes such as
FCS 2 (or 4) the one used in Ethernet. It can be either 16 bits or 32 bits in size (default is 16 bits).
The FCS is calculated over the Address, Control, Protocol, | nformation and Padding fields.
Flag 1 Flag: Indicates the end of a PPP frame. Always has the value “01111110” binary (0x7E hexadecimal, or 126 decimal).




Broad-band
(ADSL)

0 __4kHz 25875 kHz 138 kHz 1104 kHz

PSTN Upstream Downstream

SignaliNoise Ratio (db)

D U 1 1 L
45 64 80 96 112 128 144 160 176 192 208 224 240 256
Carrier
Bits
14
12
10

0 16 32 48 64 80 96 112 128 144 160 176 182 208 224 240 256
0o 138.0 276.0 4140 552.0 690.0 8280 966.0 1104.0
Carrier / Frequency (kHz)

¥ Traremission frequency (Upsteam)
B Rececption frequency (Dowrstream)
| Pilotfrequency



()]

Application FTP SMTP HTTP ... DN

c |
&)
o

Transport TCP

PPPoE

(<]

Network 1P IPv

PPP

Ethernet

, ADSL internet access architecture

Host PC Remote access server
P P
PPP PPP
IPPPoE.  ADSL modem ~ PPPoE
Ethernet Ethemnet
Ethernet Ethemet ATM DSLAM ATM

ADSL ADSL SDH SDH



PSTN(SDH)

Splitter

Host PC
IP
ADSL modem PPPC
Ethernet Ethernet
Ethernet Ethemet ATM DSLAM ATM

ADSL ADSL SDH SDH



»4% Importance Ethernet
% Standards

Ethernet S
| Stangaeg | De | Description
1973&1 2.94 Mbit/s (367 kB/s) over coaxial cable (coax)
Ethernet

bus

10 Mbit/s (1.25 MB/s) over thick coax. Frames have
a Type field. This frame format is used on all forms
of Ethernet by protocols in the Internet protocol
suite.

10BASES 10 Mbit/s (1.25 MB/s) over thick coax.
Same as Ethernet II (above) except Type field is
replaced by Length, and an 802.2 LLC header
follows the 802.3 header. Based on the CSMA/CD
Process.

10BASE2 10 Mbit/s (1.25 MB/s) over thin Coax
(a.k.a. thinnet or cheapernet)

10BASE-T 10 Mbit/s (1.25 MB/s) over twisted pair
10BASE-F 10 Mbit/s (1.25 MB/s) over Fiber-Optic
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Importance Ethernet Standards

Ethernet o

1995

1997

1999

2000

2002

2003
2006

2009

100BASE-TX, 100BASE-T4, 100BASE-FX Fast
Ethernet at 100 Mbit/s (12.5 MB/s)
w/autonegotiation

Full Duplex and flow control; also incorporates DIX
framing, so there's no longer a DIX/802.3 split

1000BASE-T Gbit/s Ethernet over twisted pair at 1
Gbit/s (125 MB/s)

Link aggregation for parallel links, since moved to
IEEE 802.1AX

10 Gigabit Ethernet over fiber; 10GBASE-SR,
10GBASE-LR, 10GBASE-ER, 10GBASE-SW, 10GBASE-
LW, 10GBASE-EW

Power over Ethernet (15.4 W)

10GBASE-T 10 Gbit/s (1,250 MB/s) Ethernet over
unshielded twisted pair (UTP)

Power over Ethernet enhancements (25.5 W)




Description
| Standard P

802.3bq

802.3bs

802.3by

802.3bz

2010

2011

802.3bm  piiik

~Feb
2016

~ 2017

~Sep
2016

TBD

40 Gbit/s and 100 Gbit/s Ethernet. 40 Gbit/s over 1m
backplane, 10 m Cu cable assembly (4x25 Gbit or 10x10 Gbit
lanes) and 100 m of MMF and 100 Gbit/s up to 10 m of Cu
cable assembly, 100 m of MMF or 40 km of SMF respectively

MIB definitions for Ethernet. It consolidates the Ethernet
related MIBs present in Annex 30A&B, various IETF RFCs,
and 802.1AB annex F into one master document with a
machine readable extract. (workgroup name was P802.3be)

100G/40G Ethernet for optical fiber

40GBASE-T for 4-pair balanced twisted-pair cabling with 2
connectors over 30 m distances

400 Gbit/s Ethernet over optical fiber using multiple 25G/50G
lanes

25G Ethernet

2.5 Gigabit and 5 Gigabit Ethernet over twisted pair -
2.5GBASE-T and 5GBASE-T



= END OF REVIEW
= BREAK
= CHAPTER 20: TCP/IP Concept



Chapter 20: TCP/IP Concept/
nuaavilayiin

Qs 1
r—4 1 Q/ =l

= &unau N5 Network 11 12091u [zduatiAuNIuNnsiavn1g
YT NW iludiviannuana

= ueiazavdns 4 NW Al Technology sinvqfiu
= Asnazidan NW avqtuanilaaadu tia Share 2iaya‘lal
11501l 1ws1z Protocol Nl lsiisiaudu )
= AauNIAasiu NW nilsdassladuaaumitaasiu NW tdenduvinidu

« dhavdnsivain NW iladiagvinouvaiegaene_ flgousad
AaNNILeasalas) taltiansdauaas NW §uduouuaazlssian

= &quUua’ NW sisiunauilu Heterogeneous 5
= 13761a9N1910 Technology Mausaazidauna NW tianil
winaadu INardadrsuazuanildausayadule
=  Haymnsiasunlunnung 1y
= BBavuavdauananay Hardware visingdu

= Frame Format 'luiwifiaudu
= 52uun1sled Address ldtniiiaunu



Chapter 20: TCP/IP siunaavsilsynin
—> Solution: internetworking

» InATUIagnazvinluvanag Network
sausardannanulaaan

= Internetworking #39a internet

- (nszﬁﬁ ffalaivangasinglu IP Network dosiuis1azla
A131 ‘a internet’ 13iTa ‘the Internet’

- sﬂtmumsmjauma Network t2inanaAu az
°l°um=mamum.ln‘smmja ‘Router’

= Router agiitausia NW gada1u(usaun1nnI) 12in
AU
= M1N8AININ Port uilsaas Router a1aag Run Protocol
Uiy Tuaaendn Port wiilaag Run Protocol Mianafiu
usiaz Port aag Router 151580 “Interface”

= NW usagaru anxastilunruay Technology sauéelad Frame
Format/Media/Address/Signal Auaneaiu



Chapter 20: Internetworking with
Router

-------------
** .‘

NW 1: NW 2:

Router

Address/frame/ siénal /media Address/frame/ signal/media

An internet isznausara NW 1anuq6 aunaduxiu Router



%=gt Chapter 20: Internet Architecture

= 3inazlal Partial Mesh wWa&s1e _
Redundancy Tunissvaiaya
[




Internet Universal Service

= 132" Router azsn2aunidaunnlunis
1iauanaszi1inny Network

. ﬂmmﬂoman‘lum'sawauamusvmw Network
ilavann Address M12luusiay Network singsu

= L& UN5avin Network Address Translatlon LLEIATENIENN

= L576129A13 Protocol na1IRazEINNsaLausa )
AANWILAAZEAUNIY KU Router 1Tdevmaunltnas
Uaran19ney Network

= Software Protgcgl fisiag Run NAAUNILAAIHAUNIILAY
a8 52u891 Router aael

= Protocol srana1razlal Network Address #iiilu Universal
&'lﬁJ'l‘iﬂfLi\‘)‘]JaﬂGﬁLLMﬁ\‘laﬂﬂ’iﬂiﬁ\‘)ﬁu‘VlNLLauﬂa'lEIM']\‘)
= Packet u,a”smjauaao“mmmmjunuwao Internet
Protocol aués Application Layer




Internet Universal Service

u u,m'\ Router mm?jwunﬂmu'\’lumsmauma
52147719 Network
m ﬂ']'a"VI']\‘]']‘Ll

i PC 6iunng ag Run Internet Protocol mnan mnuumaawaua
WU Networkl az&e Packet uav Protocol 1u sinu Network
Protocol Msfutdianeiaatilildy Router (u9vitsizaniiniunisvin
Tunnelmg)

1 Router Lua”l,mu Packet azidaan Network Protocol Adtausa
aan AuLraa Internet Protqcol anniiuaglad Address aav Internet
Protocol mmsmtaumaLwaawauamaaanwﬂo Interface 1/1
anmao 4i9az Run Network Protocol Manaaguanengfu G\quuuu
avau Internet Packet 1&avlu Protocol aav Interface Miviausia
Tugvaan'ly

wauamaa”maaaomuumﬂ Network wagviana Router ORI
131731 Hop agdinnsdaan Packet auéiv Internet Protocol uay
sznauela Protocol Tusianu Interface anaaniisiavsvaan 'l

ma*’uauamﬂauwamasﬂmﬂma ﬂaymmasﬂmﬂmaa”ﬂaan
Packet auéiv Internet Protocol anntiuazasiasau Internet
Packet LLa”'stauaao’lummmjuuuwao Internet Protocl auév
Application Layer



Port or
service access point (SAP)

Logical connection
(TCP connection)  ___---

- —— - ——

IP 4

Global network
—  address

Network Access
Protocol #1

IP

Physical

Network Access
Protocol #2

Logical connection
Subnetwork attachment g

(e.g., virtual circuit) 1

Network 1

point address Router J
/ P

Physical

NAP 1| NAP 2.

PhysicallPhysical




Virtual Network

» andaizaay Internet Software lagn
aanuuUItaaday Layer Nnatifnuany

= Layer savastiluaylsals (Ungaziilu Protocol L2
wia L3) sldazuasluviuuaslisdavaula 1wy
Protocol waniilalunisvin Network Access 1u
HuNavuay Internet
= Ethernet, HDLC, ppp, X.25, FR, ATM, “1a+
« HlAwAAKUA Application Mag Run wagA1kua
Internet Address daran19nazas

. msmanfu Internet gj12itaan Protocol Aiunzaunazgly
Liaueafy Network mmaauumma‘lu Internet

| L1+L2+(L3)
= fiAa Concept aav Virtual Network




Virtual Network

Concept 2as The Internet Aas s1siavnisnady Internet 157t3an Network Access
Protocol #itisnzan vinnrsidaucadu Network mmaauum’tu Internet
Tumedfiia m“luu"lnsmamn"mLs'mawwmu dviluseiia ISP (Internet Service Provider)
fazdunisidaucadenan Tauiin1sdam1uinis



Internetworking Protocol

= wiindiuata Protocol Ngniauadiuun
uailiwevdauay Protocol thennlasu
AUTiaNaLNIAIIIAINY HUAD AR
22y Protocol TCP/IP

. wmmtsumnﬂ 1970s mmunmmmﬂunn
i Ethernet aﬂwmuwum

= eiauluil 1990s Protocol flagniaasay
U T2ty Commercial



TCP/IP Protocol Stack

o] TCP/IP o anmna Layer 3: Internet
Protocol(IP) m1nu1mmnum§mmu
Application aav Packet nyzavrrunaaning
Application Network 1nuisiau Address 2av
Presentation Layer i1 (IP AddI‘ESS) man"l?ﬁmﬂ
Router mamavm—\msaamagamu
Session Router niAaNaanu AUNTENINT

122y (Host) dananiv svilu
Protocol ummaoan Run Tu Router
NN FINNY Host

= Layer 4: Transport Layer (Host-to-

etwork Host) na1acuda TCP azanlal
Data Link Network INANY °lm|,u‘lm1°uauammmnmu
ARG | e m9(Host) 1idvilanemne (Host) 16
_ _ atingneiav v Protocol fiazgn
Physical | Physical Run # Host gunviazdaranie

N



Chapter 21: IP Addressing

= IP Address tilypanannviua End System
(Host) aaaaiivin3azing Internet

a GotiusTuazsiagilu Global Address aauzii MAC
Address agnuaangilaaanain LAN

« Liue Local Address Tu LAN

m iﬂiﬂdﬂadtﬂiaﬂiutﬂiaﬁﬂﬂ AR LLRULALI AU
SARNO

= LA3a97isialu LAN aan Internet azfivte MAC Address uay
IP Address 11 Match fiu

Protocol ARP azna1luuni 23

s H1fuTlAdaunIassruaay IPv4

= Address auna 32 6

« 13810 IP Address, Internet Address #9a Internet Protocol
Address

= AMNUAKUNHLRALATAY LA Il LAL2aIAY MAC
Address




Ch. 21: 21.4 IP Address
Hierarchy

= ueiay IP Address aunn 32 iin azgn
wuvaantlusgasaru

= §2U6u 13an Prefix tdumfirnuanunaiay
Network (Network ID)

« UMLK 13an Suffix (udrarnue
By Host Tu Network 1iue
« KA Host Tu Network t@snAuagaitduli'le

« ManeLaY Host Matimuay Network anunsaahdu
16 twsrgaru Prefix (Net ID) fiu'lutmidiaunu

-~ N

Prefix Suffix




7%, Ch. 21: 21.4 IP Address
Hierarchy

Network # 1

1 6

Net ID HostID

Network # 2 Network # 3



Ch. 21: 21.5 Original Classful IP
Addressing

x 151AsAviuaniatilu Prefix waz Suffix
s AUU = 2bit ildivue 45y Prefix way Suffix

= Prefix anatAuld vinTvisnuiu Suffix Bit fivaa liwa
s295ud1UU Host Tu Network auraluial

= Prefix daald ahuru Network Tu Internet d'levias
Taitweanatunis Ty

« flavann Network flimunanainnaia Semiua 4 da
wsn vvuan Class uad IP Address avastilunis
AviuadInuIuiantiune Prefix way Suffix

= Class A-C Tafdna
= Class D &w»¥uvin Multicast (‘laidl Prefix wag Suffix)
= Class E Reserved



Ch. 21: 21.5 Original Classful IP
Addressing

bits 01234 8 16 24 31
ClassA |0 prefix suffix
ClassB (1|0 prefix suffix
ClassC [1(1|0 prefix suffix
ClassD (1(1{1|0 multicast address
ClassE (11|11 reserved (not assigned)

Figure 21.1 The five classes of IP addresses in the original classful scheme.



7% Ch. 21: 21.6 Dotted Decimal
¢ Notation

= Tu 32 iin IP Address azgnuiiviilud
872U fuar 8 i
s Weiazd uasidautiduiaugiu 10 el
3¢9 0 — 255
= Weavg Uz dausaduy dudle “qa”
= t5an Dotted Decimal Notation
= Address ¢ngada 0.0.0.0
= Address gygafa 255.255.255.255

= Ueiay Class &usadatne léann Octet wsn
2a9 IP Address



Ch. 21: 21.6 Dotted Decimal
Notation

32-bit Binary Nurber - Equivalent Dotted Decimal
' 10000001 00110100 00000110 00000000 | 129.52.6.0 |
' 11000000 00000101 00110000 00000011 | 192.5.48.3
' 00001010 00000010 00000000 00100101 | 10.2.0.37
' 10000000 00001010 00000010 00000011 | 128.10.2.3
| 10000000 10000000 11111111 00000000 | 128 .128.255.0 ;

Figure 21.2 Examples of 32-bit binary numbers and their equivalent in dotted
decimal notation.



Ch. 21: 21.7 Division of Address
Space

= d9tn6n wiidn Class A aviiua 128
Network uaduiscnauairanieiiile
229 Address Space 1131116

- Address @ BitsIn @ Maximum Number @ BitsIn Maximum Number Of

Class @ Prefix of Networks - Suffix = Hosts Per Network
A | T | 128 . 24 | 16777216
B | 14 | 16384 . 16 | 65536
. c | 21 | 2097152 . 8 | 256 |

Figure 21.3 The number of networks and hosts per network in each of the
original three primary IP address classes.



7%, Ch. 21: 21.8 Authority for
&~ 4 Address

» 2VANSNALARANTSE329 IP Address
@a ICANN

» Internet Corporation for Assigned Names
and Numbers

= 1ln6l ICANN azauualn Registrar
Hluinsasslunaazainindniinile
= Registrar azanss5 Block aav IP
Address 1uiun ISP unazsnsl
= 129U L69u IP Address ann ISP an




Summary of IP Classful

octet 1 octet 2 octet 3 octet 4 Range of addresses
Network ID Host ID
N N r 11 11.0.0.0 to
ass A: 1to 127 0 to 255 0 to 255 0 to 255 127.255.255.255
Network ID Host ID
1 1 1 1
ClassB: 128 to 191 0 to 255 0 to 255 Oto255  128.0.0.0to
8to 0 ° ° 191.255.255.255
Network ID Host ID
1 11 1
_ 192.0.0.0 to
Class C: 192 to 223 0 to 255 0 to 255 110254 553.955.255.255
Multicast address
[ 1
. ) 224.0.0.0 to
D It t):
Class D (multicast): 224 to 239 0 to 255 0 to 255 1 to 254 239 955 955 255
| 1
Class E (reserved): 240 to 255 0 to 255 0 to 255 1to254  240.0.0.0to

255.255.255.255



END of Week 3

Download HW 2: WK 3
WUWadLuunseay A4
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= Chapter 21: IP Address
= Addressing Scheme/Prefix&Suffix: 21.1-21.8
= Subnetting and Mask: 21.9-21.13

= Special IP Address: 21.14

= Router IP Addressing/Multi-Homed Host: 21.17-
21.18

= BREAK

= Chapter 22: IP Datagram
»« Header Format: 22.1-22.5
» Datagram Forwarding: 22.6-22.10
= Encapsulation: 22.11-22.12
= MTU and Fragmentation: 22.13-22.17




azdunin 20

. msmauma-smaw Network w2naranu m"lqjaﬂnsm’ua
Router 4v1i1v1ulu Layer 3

= WORY Interface way Router auwjamanmma” Network wazsiad Run
Network Protocol au Network muu”l,ﬂwjaumaaﬂ

. wwmaou Global Address Mildudu Address aavusaz
Network mmmuanummam Host "lumsawauasumw
sgav Host maﬂnuav Network

= Global Address flsasa1sa Mapping Ay Network Address Afviua
Host Tuusiag Network ‘L (maommum'suﬂaa Address)

= 2819'15A0N lunsavdayanaly Network dyavarvaeiu Address
®1U Protocol uav Network Huq 49 Address flazfl Scope LALILRWE
Tu Network wiioq 1vinfiu

. ryausuuu Address 1113 g;u‘i"]um”aoﬁ Internet Protocol fiaz
Aviua Global Address i

= Protocol fisiay Run w1y Host way Router



azdunin 20

= Internetworking Protocol muﬂumamﬂa IP vi5a Internet
Protocol (12 The Internet)

= Global Address iifinniuaniuataa Host éa IP Address

= IP atlu Layer 3 uazeiav Run s Host uaz Router

- m'sawauaima Host Aivune azAvuaere IP Address Uatanng
Lmeavumsawauamuumﬂ NW 15714311 flusiaes NW Address aav
usiay Network Msu twszazdiauiunis Mapping 1aadaTusié (ARP)

" muaamuu,ﬂ IP Layer &u Layer a19ag Transparent fiu User W&ilau
1 aneadu Internet atnaL@en
= ilu Virtual Network

=  Tunsavaiayaazuviilusay Step

= 1. &9 Packet 1171 NW daranvnau 1aea Router aggann&iu
Network ID wuav IP Address

= 2. 1fia Packet 1189 Network dataniy ami‘]uuﬁjﬁwao Network
Protocol 1fuqvinnssv’luliiee Host °lu _Network U Tunsaldl gruua
Host ID 1u IP Address azgn Map t2inAussuu Address uag Network
1 (Tu LAN ag MAP du MAC Address, Taalad ARP)

= Network Protocol 1u Network siuqazfufinzausy Packet ann Router 11
£l Host dananiy



Chapter 21: IP Addressing

= IP Address tilypanannviua End System
(Host) aaaaiivin3azing Internet

a GotiusTuazsiagilu Global Address aauzii MAC
Address agnuaangilaaanain LAN

« Liue Local Address Tu LAN

m iﬂiﬂdﬂadtﬂiaﬂiutﬂiaﬁﬂﬂ AR LLRULALI AU
SARNO

= LA3a97isialu LAN aan Internet azfivte MAC Address uay
IP Address 11 Match fiu

Protocol ARP azna1luuni 23

s H1fuTlAdaunIassruaay IPv4

= Address auna 32 6

« 13810 IP Address, Internet Address #9a Internet Protocol
Address

= AMNUAKUNHLRALATAY LA Il LAL2aIAY MAC
Address




Ch. 21: 21.4 IP Address
Hierarchy

= ueiay IP Address aunn 32 iin azgn
wuvaantlusgasaru

= §2U6u 13an Prefix tdumfirnuanunaiay
Network (Network ID)

« UMLK 13an Suffix (udrarnue
By Host Tu Network 1iue
« KA Host Tu Network t@snAuagaitduli'le

« ManeLaY Host Matimuay Network anunsaahdu
16 twsrgaru Prefix (Net ID) fiu'lutmidiaunu

-~ N

Prefix Suffix




Ch. 21: 21.5 Original Classful IP
Addressing

bits 01234 8 16 24 31
ClassA |0 prefix suffix
ClassB (1|0 prefix suffix
ClassC [1(1|0 prefix suffix
ClassD (1(1{1|0 multicast address
ClassE (11|11 reserved (not assigned)

Figure 21.1 The five classes of IP addresses in the original classful scheme.



7% Ch. 21: 21.6 Dotted Decimal
¢ Notation

= Tu 32 iin IP Address azgnuiiviilud
872U fuar 8 i
s Weiazd uasidautiduiaugiu 10 el
3¢9 0 — 255
= Weavg Uz dausaduy dudle “qa”
= t5an Dotted Decimal Notation
= Address ¢ngada 0.0.0.0
= Address gygafa 255.255.255.255

= Ueiay Class &usadatne léann Octet wsn
2a9 IP Address



Ch. 21: 21.7 Division of Address
Space

= d9tn6n wiidn Class A aviiua 128
Network uaduiscnauairanieiiile
229 Address Space 1131116

- Address @ BitsIn @ Maximum Number @ BitsIn Maximum Number Of

Class @ Prefix of Networks - Suffix = Hosts Per Network
A | T | 128 . 24 | 16777216
B | 14 | 16384 . 16 | 65536
. c | 21 | 2097152 . 8 | 256 |

Figure 21.3 The number of networks and hosts per network in each of the
original three primary IP address classes.



7%, Ch. 21: 21.8 Authority for
&~ 4 Address

» 2VANSNALARANTSE329 IP Address
@a ICANN

» Internet Corporation for Assigned Names
and Numbers

= 1ln6l ICANN azauualn Registrar
Hluinsasslunaazainindniinile
= Registrar azanss5 Block aav IP
Address 1uiun ISP unazsnsl
= 129U L69u IP Address ann ISP an




Summary of IP Classful

octet 1 octet 2 octet 3 octet 4 Range of addresses
Network ID Host ID
N N r 11 11.0.0.0 to
ass A: 1to 127 0 to 255 0 to 255 0 to 255 127.255.255.255
Network ID Host ID
1 1 1 1
ClassB: 128 to 191 0 to 255 0 to 255 Oto255  128.0.0.0to
8to 0 ° ° 191.255.255.255
Network ID Host ID
1 11 1
_ 192.0.0.0 to
Class C: 192 to 223 0 to 255 0 to 255 110254 553.955.255.255
Multicast address
[ 1
. ) 224.0.0.0 to
D It t):
Class D (multicast): 224 to 239 0 to 255 0 to 255 1 to 254 239 955 955 255
| 1
Class E (reserved): 240 to 255 0 to 255 0 to 255 1to254  240.0.0.0to

255.255.255.255



Ch. 21: 21.9 Subnet and
Classless Addressing

= A5 Class 1inlivins12dvu IP Address ana
Uszadndsnn
« LfAauNeas 15 A3 mauumao‘l?j Class C F95a95U'l6

256 (-2) wa3av waladaseua 15 Mvda audulelile wssdly
Auae Network AuLs

= 1la]iiu IP Class A uaz B lagnT2aviuviuaua

= L1iaa Class C ahuvrutaniiag uaraalagrnunn

« wiaudileyun IP Address ‘hinald diaasisnaatiuy
nazraAaNanU Aa
= Subnet Addressing : n1sulv Network tilu NW tias

= Classless Addressing : a1suiid NW Taan1niua Prefix 1ag

= AaMNAa Tuidn1sAvua Class waaiuisannuaicaaag Prefix
way Suffix leamueavnis



Ch. 21: 21.9 Subnet and
Classless Addressing

= enasnv Class C Gy (24 Bit Preﬁx)
uuvifluddriu Tneniiu Prefix dn 2 dia
(Suffix gnanav 2 iin 11i]a 6 iin)

24 bits of prefix

012 24 31

1(1|0 X
(a)
26 bits of prefix
1(1(0 X 0|0
111|0 X 0|1

1{1(0 X 110

1(1]0 - 11
(b)




Ch. 21: 21.10 Address Masks

= A1575AA1UGa Prefix 1291111 IP Address isi
Class anna'li
= 13tn Classless

s TuAI5H 1s1zeavuivuantadN & uluiuilu Prefix
wazaryuluutilu Suffix

= AuuaInn A1 32 Bit 1fudusan Address Mask
(wanausuan Subnet Mask)
= &Uusiu MiAvue Prefix Witdlude ‘1’
= GAILUHUAARDAY
= suritmdaiilu Bit ‘0’ Aviua Suffix (iaudiadfu
= A151i1 Network ID(Prefix) vinlaianaiin Bitwise
AND sz1i719 IP Address fiu Mask
« N==(D&M)



Ch. 21: 21.10 Address Masks

?, \.:.LF
& S
& enGneES
|

= Consider the following 32-bit network prefix:

10000000 00001010 00000000 00000000 = 128.10.0.0
= Consider a 32-bit mask:
11111111 11111111 00000000 00000000 = 255.255.0.0
= Consider a 32-bit destination address, which has a
10000000 00001010 00000010 00000011 = 128.10.2.3

= A logical and between the destination address and the address
mask extracts the high-order 16-bits

10000000 00001010 00000000 00000000 = 128.10.0.0



Ch. 21: 21.11 CIDR Notations

= né Address Mask taauluanuaiz Dotted
Decimal Format t2auwaenAunu IP

Address

s L2y 1111 1111 1111 1111 1111 1111 1100 0000
videuilu 255.255.255.192

g I,V\ia"me'm"lun'\sa'm l,muvitswkuu IP
Address afAu Address Mask 12y IP
Address ausraINIUITaNAN UG Suffix

Tusil
» ddd.ddd.ddd.ddd / m

» 12U 192.5.48.69 / 26 danununaiqaendu IP
Address 192.5.48.69 way Mask 255.255.255.192

= 13e1n CIDR Notation
= Classless Inter-Domain Routing
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Ch. 21: 21.12 CIDR Example

= suyé ISP 41 Block 2av IP Address
« 128.211.0.0/ 16

= 61 ISP fignAansavsnel uaazsiaaavnis 12
uar 9 IP Address 2iv ISP shunsanuiua
Prefix TvinnanA1ivaavdil
« 128.211.0.16 / 28
« 128.211.0.32 /28

x WiFNanAIvEaY azldauiauas Mask
WNAU e Prefix azanvAuAa
= 10000000 11010011 00000000 0001 0000
«= 10000000 11010011 00000000 0010 0000




Ch. 21: 21.13 CIDR Host Address

s luueazar Block aav CIDR 151
gru15an11iua Host Address annsiu
Suffix

= MUY Host Tuweay Block tvindu 2suffix bit -2

= LBONRNGAIAUEAY Aa Address Lsn LRy
Address gavine aay Host aglila

= Address w3n daldia Bit uav Host Lﬂuﬂuﬂmum
Liiavan IP Address aag Host iagtmilaunu
Network Address uagilaviuileuinlu Berkeley
Broadcast Address Form

= Address gavine daifia Bit uag Host 1fuifiv
NINUR a”annu“l,uﬂu Address NLARF&EIATL
Broadcast 1u Network ifu




Ch. 21: 21.13 CIDR Host Address
= Example: 28 Bit Prefix

0 Network Prefix 128.211.0.16/28 28 31
1000000011010011000000000001(0000
0 Address Mask 255.255.255.240 28 31

.LllllllllllllllllllllllléllllOOOO

0 Lowest Host Address 128.211.0.17 28 31
100000001101001100000000?00010001

0 Highest Host Address 128.211.0.30 28 31

l0000000llOlOOllOO000000500011110




Ch. 21: 21.14 Special IP Address

= Network Address

= Address Milsgnauslea Host Bit tilu ‘0’ ianuaazgn
Reserved 1id115u Network Address
« 128.211.0.16/28 nuady Network 13iTa IP Address

s Directed Broadcast Address

= Address Milsgnausle Host Bit tilu ‘1’ ianuaazgn
Reserved ‘| i&3uay Packet 1uTvidunn Host Tu
Physical Network 1u

. i Packet flgnae avaaly Copy L6ign s Internet
AUNsE989 Network danamie ainiiu Packet QNI
salulvinng Host Tu NW daranie




Ch. 21: 21.14 Special IP Address

= Limited Broadcast Address

= flun1s Broadcast FuLAdavfigatawizAu Link du ay
°l°zj“°lumau1nsvw Start wagd'lidi IP Address 1ilu
AAINILAY

» Address fa 255.255.255.255 (Al ‘1") |
= IP 2% Broadcast Packet vil2 Address #ilUanaaaing
Local Network
= This Computer Address

= Anualae Address ity ‘0’ ieniue
= Aa 0.0.0.0

« 19lunvsAuua Source IP Address &usuLasagidy
149 IP Address aasnuiad

= 121lu Protocol DHCP ifiamanfiitanasidu Boot uayua IP
Address ann DHCP Server



3,2 # Ch. 21: 21.14 Special IP Address

= Loopback Address

« LR NTUNaRaLNITRadsuaIRa9 Network
Application tutAIaILALIAY Tae luaARIHNIY
Network

= IP Reserver Network Prefix 127/8 g wnsulad
AU Loopback
« Un@aglad Host number 1: 127.0.0.1

= Packet Loopback az'liaanuuantniad




Ch. 21: 21.15 Summary Special
IP Address

Prefix Suffix Type Of Address Purpose
all-0s | all-0s | this computer ' used during bootstrap
' network | all-0s | network . identifies a network

' network | all-1s | directed broadcast | broadcast on specified net |

all-is | all-1s | limited broadcast | broadcast on local net

| 127/8 | any | loopback | testing ;

Figure 21.7 Summary of the special IP address forms.



Ch. 21: 21.16 The Berkeley
Broadcast Address Form

= Tun1siouun TCP/IP uu UNIX gatsne
1nel University of California at Berkeley
(BSD UNIX) 16121 Directed Broadcast

Address n'lu'liailluunassiu
= na1Aaly Host Bit ‘0’ Wiaunue Aviuatilu Directed
Broadcast Address
= JanAuluunu ‘Berkeley Broadcast’
« fefiainsalsuiAiideladouag ity Broadcast
Address 1
= Network Manager a¢6a95¢39 wazilantla



7%, Ch. 21: 21.17 Router and IP
&~ 4 Address

x Uanida’annn1sAua IP Address
Tuun Host uam aulnsai Router aav
A1uU6a IP Address aihel

= Router matzinAunane Physical Network

= eay Interface aav Router eiavlad Prefix
AU Network Ausa

= ueiay Interface wav Router aglad Host ID
(Suffix) 7 'luainAu Network Ausiaiu




Ch. 21: 21.17 Router and IP
Address

Ethernet 131.108.0.0/16

router 1
pall

131.108.99.5 223.240.129.2

Wi-Fi Net
223.240.129.0/24

223.240.129.17

=,
[?routerZ
78.0.0.17 —7 |

7 < >
¢ WAN 78.0.0.0/8

C \.h,_ Y.

Figure 21.8 An example of IP addresses assigned to two routers.

\—/



Ch. 21: 21.18 Multi-Homed Host

= AANWILOASTENINAIUIl Network Card
(LAN Card 1i5a Network Card Au)
Fusatdaunalauinnituile Network

uazaunsaidl IP Address 1s6u1nnInuily
lwias

= Teausaztuass Prefix @y Network fiunsia
= 13tA Multi-Homed

= Undagldlunsinanuiadalduavailnsallunsel
7 Network #ily Down
= foflunsiinise&@néawene

» dnunsaldonuiu Gateway 13a1in Firewall 1#5a1in
lilu Router 6 ¢1fi Software Mgnsiay




Ch. 21: 21.18 Multi-Homed Host

152.47.0.0/16

O O O

152.47.204.5

.
----
.
.

200.123.234.0/24
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= Chapter 22: IP Datagram
= Header Format: 22.1-22.5
»« Datagram Forwarding: 22.6-22.10
= Encapsulation: 22.11-22.12
= MTU and Fragmentation: 22.13-22.17




Chapter 22: IP Datagram

= nilscavAuay Internetworking mama“"m Program 7 Run
atUUAANNIAAI KLY mmsam Packet dasa13'laAudn
Program uilvnagavnaniitnasiu

= n1sanuuu Internetworking N6 m‘saamsmnanmLﬂu
Transparent uaz'ligsavaniivdiv Hardware wiiauaan
HONMIIAU

= Interpet m253:1u Service uuuiaun Application Program
iianid : Connectionless 1i5a Connection-Oriented
= tipanuuu TCP/IP anadtdan Service vivaavilszinn
= Connectionless: User Datagram Protocol(UDP)
= Connection Oriented: Transport Control Protocol(TCP)
= auvlsnnnu A8n1589 Packet azTaduuu Connectionless
waa Datagram Taudvgldeavnisanuridadialunisseziaya

mmsnwmmsmsmao Connection Oriented(TCP) 12inAu
n1ssv Packet vitiluunuu Datagram (IP) 16




Ch22: 22.3 Virtual Packet

= AsdvAayaniluuu Datagram 1i5a Connectionless
aalu Nketwork ilunsudsuiseunann Packet Switching
Networ

= 1paNRIRINTaRILGRE Packet winu Internet wasuaay Packet g
Gunalagludusiadu

. mmsmamm‘lumsmmu Packet fia Router 1aaifi Router AYA)
Ad%lress ananivuazdndulainaisazsy Packet 13 Router shdalal
A16

« Router Sufintauiagiving dass Packet 13 Router dada'lyl (w3aselulv
Destination gilu Router mammﬂ*’uamauma)

= (flagann Router maaumauma Network NenvApay Address aadie
ay Network ¢n9fiu 29 Router Liaunsanazil&au Address Format
Tannmsunintuusay Network twsgnsudaranivaraazlad Address
Format visinvaanlidn
. °I,umsu Internet agsiavaanuuu Packet Format Tui uaglad Address 1/1

undlagien (Aa IP Address) na1afa Internet Protocol agsiadanvuu
Network Layer aavusiag Network aniiwiiig

= WRdWSAa Universal Virtual Packet Migunsagvsinu Network ag'lsfls




Ch22: 22.4 IP Datagram

= Tu TCP/IP a:l2d@131 IP Datagram Tunns
21969 Packet aav Internet 2iv
sznauasel Payload n'launann Layer uu
warsdruianisan IP Header

yuinuay Payload Lulpnivuaaiua?

Auatiiu Application 1

= IPv4 s1unsadl Payload leisaus 1 Octet auagugn
64K Octet(65535: sauarumiside)

= 2uauaY Header in@azaviifa 20 Octet wei
snsauenels (uuag Option)

Header Data Area (known as a payload area)




Ch22: 22.5 IP Datagram Header
Format (IPv4)

0 s 8 16 19 24 31
VERS | H. LEN | SERVICE TYPE TOTAL LENGTH
IDENTIFICATION

~ TIME TO LIVE TYPE

SOURCE IP ADDRE:

DESTINATION IP ADDRESS

IP OPTIONS (MAY BE OMITTED) PADDING
BEGINNING OF PAYLOAD (DATA BEING SENT)

L4

= VERS. finuiun Version luiiiida 0100 B

= H.LEN. Ainuiuaauanuay Header d
uuaenilu 32 Bit Word anluii Option anil
@a 0101 B



Ch22: 22.5 IP Datagram Header
Format (IPv4)

0 s 8 16 19 24 31
VERS | H. LEN | SERVICE TYPE TOTAL LENGTH

IDENTIFICATION |

IME TO LIVE 1B o =

DESTINATION IP ADDRESS

IP OPTIONS (MAY BE OMITTED) PADDING
BEGINNING OF PAYLO{\D (DATA BEING SENT)

= SERVICE TYPE. nnuiua Class 2aas Service
Unililad (arnalutdas QoS)

= TOTAL LENGTH. auaniilu Byte 52119
Ui



Ch22: 22.5 IP Datagram Header
Format (IPv4)

0 s 8 16 19 24 31
VERS | H. LEN | SERVICE TYPE TOTAL LENGTH

IDENTIFICATION
IME TO LIVE TYPE
SOURCE | ,
DESTINATION IP ADDRESS
IP OPTIONS (MAY BE OMITTED) PADDING
BEGINNING OF PAYLOf\D (DATA BEING SENT)

= IDENTIFICATION. rinviua Sequence Number 12
Tunssingdinis Fragmentation

= FLAGS. (flusrarviuanazaauniivin Fragment e
1a3a'lu narAuuanFragment snving



Ch22: 22.5 IP Datagram Header

Format (IPv4)
0 4 8 16 19 24 31
VERS |H.LEN | SERVICE TYPE TOTAL LENGTH
IDENTIFICATION -
TIME TO LIVE 1YPE
SOURCEIP A
DESTINATION IP ADDRESS
IP OPTIONS (MAY BE OMITTED) PADDING
BEGINNING OF PAYLO{\D (DATA BEING SENT)

FRAGMENT OFESET. mmannmmﬂ 8 iauviiveintiUY
2av Datagramiilu Datagram nau Fragment

= TIME TO LIVE. inviyaiausiss Tagaziilyarniia Packet Tu

n'smmu Loop momumnﬂamaouu\mnmommu Router tiua
aiiflugue Datagram UarOnTaUN waziinass Error
Message naulueonisv



Ch22: 22.5 IP Datagram Header
Format (IPv4)

0 4 8 16 19 24 31
VERS |H.LEN | SERVICE TYPE TOTAL LENGTH
IDENTIFICATION |
TIME TO LIVE TYPE |
SOURCE IP ADDRESS
DESTINATION IP ADDRESS
IP OPTIONS (MAY BE OMITTED) PADDING

BEGINNING OF PAYLOAD (DATA BEING SENT)

= TYPE. nhiiuaaiia(Protocol) aav Payload
Mati2inelu (Mat Layer uudalyl)

= HEADER CHECKSUM. wnauynaiay 16 Bit
Word uaz Complement



Ch22: 22.5 IP Datagram Header
Format (IPv4)

0 s 8 16 19 24 31
VERS |[H.LEN | SERVICE TYPE |

IDENTIFICATION
IME TO LIVE TYPE
SOURCE IP AL
DESTINATION IP ADDRESS
IP OPTIONS (MAY BE OMITTED) PADDING
BEGINNING OF PAYLO/.\D (DATA BEING SENT)

x SOURCE & DESTINATION IP ADDRESS. finiuntaaadsiy
misazdaraniy 13721 Address a1as Router

= IP OPTIONS. 12Tun15a7uAuN151in Routing Un@azlsilal
= PADDING. shadutiialiinsu 32 Bit Word



Ch22: 22.6 IP Datagram
Forwarding

= IP Router az72f Forwarding Table (Routing
Table) dfvsnunsaar Update 1aiiluscas
« avtiludneaizuay Next-hop Forwarding

(30.0.0.0/8

router R,

30.0.0.7
/

!

router R,

40.0.08
/

f

router R,
128.1.0.9 , :

/

—{1—C 40,0.0.0/8 ) >—{1—C128.1.0.0/16>—1—192.4.10,0/2%>

40.0.0.7 128.1.0.8 192.4.10.9
Router 2 (@)

Destination Mask Next Hop
30.0.0.0 255.0.0.0 40.0.0.7
40.0.0.0 255.0.0.0 deliver direct
128.1.0.0 255.255.0.0 deliver direct

192.4.10.0

255.255.255.0

128.1.0.9

(b)



Ch22: 22.7 Network Prefix
Extraction

= 1ANNaUE? Router azquadiu Prefix 2av IP Address(NW
ID) annuiuazilsuunaununisiy Routing Table waiin
iU lunissivaayana‘ly sl

= luusazualuadnisy Routing Table 7 Router 3g1in Mask annaliu
111NN Bitwise AND Au IP Address daransn'laannaiu Header
229 IP Dataggam uwagtisautiguduailuaise 6@ Prefix i'lansgiu
AuAAALATUTUAT5I9 a3 Match wasdayaazgnas luluidanigiliu

. andhadny § Datagram siagn sl 192.4.10.3 &9 Router R2

Tpuausnuasnsy tliavinnns AND 151'le 255.0.0.0 & 192.4.10.3 = 192.0.0.0
2i9' l3iss9Au 30.0.0.0

wadiaagazle’ 192.0.0.0 wuduwazlinsedu 40.0.0.0
uaa&nagle 192.4.0.0 uazlunseiu 128.1.0.0 |
uaM&ale 192.4.10.0 dumsonda Match sutiuriayagnsvaan’lili 128.1.0.9
fa IP Address 2av Interface uav R3 fisiadu yaun31 Next Hop Address
= A1 Router sty az'laifinisid{aunilay IP Address uav
Datagram weag&91nalad Local Network Address wnu wilav3nn Interface
2avy Router Neamdaly agaelu NW taaadudu Router fANay

= dilu Direct Connect ¢7 Router &ansaseriayalvidu Host lalaaase ‘i
siadg9 1y Router sdin 'l




Ch22: 22.8 Longest Prefix Match

= Tunvilfiié #1519 Routing Table a13azizua
Tua uay Routlng Algorlthm aauznvdauduadau
msaamumauaavumamuumwumuma'mmmu

= 61'0ifi Prefix 1a Match aalua1sn9 dayaasas’lu'ls dosiunad
gavinainazaA1iua ‘Default Route’ 1aalyd Address 0.0.0.0
uay Mask tilu 0.0.0.0 (Always Match)

= Ha9dINTaAIUA Route Lavdle Taadiinuatdunigaziaya
WU Interface sinvqTuaiu Option uav Header

= lunseiffinig Match Prefix unanianfledu 6 Router agas
dayalundanieniinig Match Prefix Mieniga

- f9tiulumse Routing Table, Software azvinn1si3aan1sna i
BN Prefix inniganau
= Liuluaisedigay Prefix Aa 128.10.0.0/16 way 128.10.2.0/24

a4l Datagram Asagn1saalli 128.10.2.3 N sTuazgngell
ANLLaINAIVIUANA 128.10.2.0/24 \ws1¢iin1s Match enynn




X 192.168.7.1

192.168.7.0/24

192.168.7.123 g@ 72.35.74.98

-~ -
—
-~
o

Longest Prefix Match

212.210.17.65

212.210.17.64/26

212.210.17.120

S

ED
172.35.147.2 N
Destination Mask Next Hop
40.30.0.0 255.255.0.0 172.35.147.2
128.0.0.0 255.0.0.0 192.168.7.1
195.89.36.0 255.255.255.0 192.168.7.1
128.10.0.0 255.255.0.0 172.35.147.2
212.210.17.64 | 255.255.255.192 Directed
172.35.0.0 255.255.0.0 Directed
192.168.7.0 255.255.255.0 Directed
128.10.2.0 255.255.255.0 192.168.7.1

0.0.0.0

0.0.0.0

212.210.17.120




Ch22: 22.10 Best Effort Delivery

= N15&9 Datagram 1u IP Network aziifludanuais
Best-Effort Delivery naa,gl,wmmmu:)sam‘lm
atinv'lsAaudgInvqtuatdsinIsatAndula’
= Datagram Duplication
= Delayed #3a Out-of-Order Delivery
= Data Corruption
0 Datagram Loss

u nm'ma azil Error mmmu‘lmama‘lumsmmaua
WU Internet

= lun1sil y1n531u TCP/IP 1aaanuuu Protocol an
Layer #iilvinanazunanni1sAuzadiiail (TCP)

m muaﬂﬂnw“l?jmu awtaanu,ﬂ Best-Effort Delivery UIa6A9INT
Protocol \&uagaiadnn1sdu Error

= UDP/IP wi5a TCP/IP




Ch22: 22.11 IP Encapsulation

= Tunissv Datagram rinuusiaz Network §1Lﬂuﬁazm”aeussa
Datagram avlu Network Protocol nAlavnu

= 138171715111 Encapsulation

= ia Encapsylated Datagram winuann Network uilvlildedn
Network i1y (W21 Router) suargn Decapsulated uazgn
Encapsulate 1uiiau Protocol uav Network sa'lil

= 015 Decapsulate siu agﬁaafﬁwﬁutﬂu IP Datagram Encapsulate fiagiluuna
N1svinduATHanaa tiagannweaas Network anaagiinis Encapsulate ang
Protocol

= AuTlungIuInag Network Protocol 71vinn1s Encapsulate agsiavil Code Ay
uanzinuay Payload
. guolgcggrnet Frame gtilu IP Datagram ussqatilu MAC Frame aglaf Ethertype
X
= uanNndual A1s Encapsulate fdasiasnisnisAinua Network Address uav
Router {1 Datagram azgngvaanlilde NW da'ldl (w5a NW Address aad Host
Tunsaln Datagram ludesnnune)
= ae18u31 Router Arviuawa IP Address uavy Next-Hop Router i'lsininuua Network
Address uav Next-Hop Router
= 1313g1a Protocol 2ia ARP u1vinansun Network Address ann IP Address uas Next-
Hop Router (Interface)

= nsdiuag Ethernet Network, ARP aglailunnsun MAC Address aan IP Address
Anua Saagaanazatluundal




Ch22: 22.11 IP Encapsulation

LAN 1 LAN 2
| IP Header IP Payload |
Y Y
|Frame Header | Frame Payload |
End system *) () End system
(A) 3 (B)
LAN IP Addr siunmvuardananiy
| — andaau uaz'lile —
IP IP IP IP
ty g tz tio t1 te
------ bt rela rela ti2 s
~~~~~ MAC MAC y Y | mac MAC
ts 4 ta tg tz ta
Physical PhysicallPhysicaI Physicall Physical Physica
t1, te, t7, ty0, t11, tis | 1p-H | TCP-H | Data |
Next Hop
192.168.7.123 to ts [LLct-HT 1P-H TTCcP-H | Data |
MAC Addr =?
TM ta. t4 [MAc1H|LLc1H ]| 1PH | TcP-H | Data [maciT]
192.168.7.123 ts, to | FR-H | 1p-H | TcP-H | Data | FR-T |

(D
~ ti2, tis [tec2H | 1P-H | TCP-H | Data |

tya, t1s [MAC2-H|LLC2-H | IP-H | TCP-H | Data |mAc2-T|

TCP-H = TCP header MACI-T = MAC trailer

IP-H = IP header FR-H = Frame relay header
X. 25 LLCI-H = LLC header FRT = Frame relay trailer

MACi-H = MAC header



Ch22: 22.12 Transmission AcCross
An Internet

: @ Source host datagram
= A58y Datagram
dlu Internet AN & Net1 O header 1 datagram
Encapsulate- S—
Decapsulate ilu ,

ﬁ Router 1 datagram
ame a1 :
Protocol Tuusaz |
Network AU C Net 2 ) header 2 ~ datagram

« finsAnnium Code
Uav Payload N&IUR (7 Router 2 ~ datagram
Aadunay Network
Protocol g ,
o G Net 3 S header 3 datagram
= 101911 Network - ‘
Address uad Router

a866' 1 ﬁﬁi\jﬁll IP E Destination host datagram

Address 1aala ARP

Figure 22.5 An IP datagram as it travels across the Internet.



Ch22: 22.13-14 MTU and Datagram
Fragmentation Reassembly

= 2aunuay Data M3z1&1u Frame gysian
gusadenIu'laisan MTU: Maximum
Transfer Unit
= eIy Network agArviuanl MTU sinvAu

= LIlulil'le31 Datagram A&y a1azduunalvainiien
MTU 2ad NW uu

= Azsiaviinisunn Datagram flugjusuq (3an Fragment 1iia
azgnsadgynIuldle auiun1sliiian Fragmentation

Hi R H2
; A ) _ | ~ 7 = o [
Q—<_  Net 1\‘(MTU—}1500) ) N C_, Net 2\(MTU—'11000) », =i

Figure 22.6 Illustration of a router that connects two networks with different
MTUs.



Ch22: 22.13-14 MTU and Datagram
Fragmentation Reassembly

IP Header original datagram payload (data)

I 4 X 5

IP Hdr 1 data 1 1 IP Hdr 2 data 2 IP Hdr 3 | data 3

= Tuunaz Fragment aav Datagram azii Format
widau Datagram indé &y Header aav
Fragment azﬁ'\:num IP aiunsazdaranisiyiau
Header 164 Tusinu Field 'FLAG’ aziivuaninilaa
Fragment 13721 IP Datagram t6iuq wazsayuly,
‘FRAGMENT OFFSET’ aziivuani1 Fragment ilagi
nsirulviuaay Datagram Gu

= n1sUsenaudu (Reassembly) Anviualnseyvin? Host daranng
= W31z Host danamivannsag’ledn Fragment laasunaalai
= U@ Router az'liigulain Datagram Mgstilu Fragment w3a‘la



IP Header Flags

= NANAANIUNUAD dunag Header a2
Usznaueia FLAG aua 3 iia 1dTunseain
i1 Fragment 6ivi
= Bit 0: avgn Reserve uazagsiasfiaiilu 0
= Bit 1: Dont Fragment(DF) 6111n17 Set ag'ludin15vin

Fragment 1 Datagram
. il Datagram sadsu NW Afruadl MTU UaanINAUIG
229 Datagram az&9su'laile wazavaaaTauiii
= Bit 2: More Fragment(MF) a¢ Set 61 Datagram 1
tflu Fragment antiu Fragment gaving
= 61'17in191i1 Fragment &7u Bit 2 fiagliign Set tdudu v
danununasaalduiilu Fragment gavine




Ch22: 22.15 Collecting The
Datagram Fragments

= IP 314 Guarantee n1ssv2iaya

= Fragment anawng &I Error w3agaayluTuvidn19neenu uay
uavaranivacny luiduarau

= 151323 16028191521 Fragment aavuaas Datagram
1a5unsuuar wsauazdsznautilu Datagram tau
AUUN |
= Bit Tugiuuav ‘FLAG' Field azuaniifitilu Fragment 1visa

Fragment Auauasu uazilsynauiilu Datagram tauAaunaysy
14 Layer uusa'ld

« Uaneagliagiunay IDENTIFICATION Field syudu Source
IP Address tiusaAinuuaii Fragment n'leaglu Datagram
LAnag'ls 1maii Fragment aag Datagram L@enAuginn
‘IDENTIFICATION' wiiiaudiu &u Source IP Address aiiv
uanann il iwszusiaziavaraagly Identification
Wliaunu )

= &)uway ‘FRAGMENT OFFSET’ Field agdvuanin Fragment 1
atigiulnuuag Datagram iy



Ch22: 22.16 Fragment Loss

= Fragment siavunasuivazilsznaule aeduaid

Fragment Loss darayivazaagiiu Fragment 0
wiRaaunNazasu Avaziin Delay

n1siAiu Fragment 312 Memory uaz'hisiiunsa
rU'lanaan aJ Jdazuy Resource uav Host
daranmivazlutiaaliivinasanyau

IP finvium Timer 4a ‘Reassembly Timer’ A9
Timer Expire(vinaang) nnq Fragment Tu2qauav
Datagram iiuazalauny

= IP "3ifi Mechanism & %5u Fragment Retransmission tliagann
Fragment nAszvinfina19nng |
= M5938n521iN 106 1wsee 13591 Fragment siuttlivacing’ls M
&uluuvuag Datagram éiu
= G9dua Frggment Loss 324Ny Timer Expire uagazadtasl
A1an1389119 Datagram dunn 1w (All-or-Nothing)



Ch22: 22.17 Fragmenting A
Fragment

= 111167 Router éiilviinnns Fragment
Datagram &v1u7u Internet uaz
Fragment "usiaveinu Network #sien MTU
MNINAUIAAAY Fragment
= LR UTaYIN Fragment 2avy Fragment AszduA e

= Router azuagliaaninfiiilu Fragment uag
Fragment

= AMNsUsgnavaznszvinadLaeINdatany

= Lufinnsisynauann Sub-fragment 1ilu Fragment Aau wa&?
9Aatilsznau Datagram



IP Fragmentation

10.7.8.9/20
SIP:10.7.8.9 | DIP:200.35.4.12 | ID=AB12 | F=000 | OFFSET=0 | L=2620

MTU 1500

SIP:10.7.8.9 | DIP:200.35.4.12 | ID=AB12 | F=001 | OFFSET=0 | LEN=996
SIP:10.7.8.9 | DIP:200.35.4.12 | ID=AB12 | F=001 | OFFSET=122 | LEN=996
SIP:10.7.8.9 | DIP:200.35.4.12 | ID=AB12 | F=000 | OFFSET=244 | LEN=668

MTU 600

SIP:10.7.8.9 | DIP:200.35.4.12 | ID=AB12 | F=001 | OFFSET=0 | LEN=596

SIP:10.7.8.9 | DIP:200.35.4.12 | ID=AB12 | F=001 | OFFSET=72 | LEN=420

SIP:10.7.8.9 | DIP:200.35.4.12 | ID=AB12| F=001 | OFFSET=122 | LEN=596

SIP:10.7.8.9 | DIP:200.35.4.12 | ID=AB12 | F=001 | OFFSET=194 | LEN=420

SIP:10.7.8.9 | DIP:200.35.4.12 | ID=AB12 | F=001 | OFFSET=244 | LEN=596

SIP:10.7.8.9 | DIP:200.35.4.12 | ID=AB12 | F=000 | OFFSET=316 | LEN=92

200.35.4.12/26

Fragment
Reassemble
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= Homework II Due Next Week
= Download HW2 (Week 4)




* End of Week 4

= Next, Week V: Chapter 23

= Chapter 23: Supporting Protocol and
Technologies
« ARP
« ICMP
= DHCP
« NAT




!'_ CPE 426 Computer Networks

Chapter 5:

Text Chapter 23: Support
Protocols
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=« &511329 IP Address Subnetting

= Chapter 23: Supporting Protocols

= ARP: 23.1-23.7
» L& um1 HW Address(MAC Address)

« ICMP: 23.8-23.9
« L2 1un15&89 Message 1u Internet

= DHCP: 23.10-23.14
« LR nFuAInua IP Address 11ifiu Host

= NAT: 23.15-23.19
« Mfiiaunluteynn IP Address Liwalaonu




sgs1n19a1u IP Address

= ANUUa IP Address uaz Net Mask
. Iz\i/’lwvl,aliﬁmum Net Mask éia31ilu Classful 1341af Default Net
as
= Prefix 1i1'la3nnn151in Bit-wise Logical ‘AND’
5211319 IP Address waz Netmask

= Suffix Taaann151in *AND’ 511719 IP Address way
1’s Complement 21ay Netmask

= 19a'laannn1sun IP Address auaanaaa Prefix

= Host range 3uanniiaiu Prefix snuazdrvualil
gau Suffix davindu ‘1’ (Mailad ‘0'=aniu) Juav
Host ID savinanatdasiu Suffix d Bit tiluiiile
nenua anuiasgaiiaaziilueue

= Broadcast Address 1aaninn1siinau Prefix un
uaramnunlvidiu Suffix didatdlunitieiviiun




sg91Un15uiiv Subnet

= 15U31AN151N Network 1du lsznauee
Net ID(Prefix) uaz Net Mask 14

= MUY Subnet Nuuslianazininu 2B
= B ﬁaﬁwmuﬁmﬁtﬁumn Net mask LGy

= Prefix 11 119 28 &2 (NW ID lusizas
Subnet 1116 28 ' Subnet) 1i1leanN151UN
Prefix 16u eiacaa Bit ity 4 Pattern
a9 Bit ntnuazid 1a 2B wuu

= AN51i1 Address Range waz Broadcast
Address aavuaar Subnet 1dudnA1s
i uL@ e AU na1INa UKL




Example

180.25.192.0/20 180.25.11000000.0

| 180.25.11000000.0 1180.25.11001000.0
180.25.192.0/21 180.25.200.0/21

‘ 180.25.11000000.0 ‘ 180.25.11001000.0

180.25.192.0/22 180.25.196.0/22 180.25.200.0/22  180.25.204.0/22
180.25.11000000.0180.25.11000100.0 180.25.11001000.0180.25.11001100.0

o N LN Ty ] [Tp]
o S Gles “Bleo Gm|.S S n
| i |
n S “N|lg2S "Nl “Bleo - &
o S Swlao “a 89 o N|go - N
- S O WO o 9H “mlod - o
= SH 9 2anas 58 88 3 ]
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Q I N S5 - g -1 o - N
0 N ne N n O QW w N gu n ©
(=) 0 & e O (=
-l 0
«@ A @ { @ - @ 5



¥ Suggestion

= 616091302 1a3a9 IP Address T
Download Program iia ‘subnet10’
1N Bosun Software 1nnaaagtaun

» http,www filewatcher.com/m/subnet10.zip.6
2032.0.0.html

= Run yu XP &1z Run uvu Window 7
= w1 XP SP1-3Compatible Mode
« Install ‘MSVBVM50.DLL’




= Chapter 23: Supporting Protocols
and Technologies
= ARP: 23.1-23.7
» &1 un1 HW Address(MAC Address)

= ICMP: 23.8-23.9
= 121Tun1589 Message 1u Internet

= DHCP: 23.10-23.14
« 1R nSuAInua IP Address 11ifiu Host

= NAT: 23.15-23.19
« Mfiiaunluteyyn IP Address Liwalaonu



Ch.23: 23.2 Address Resolution

x ANNFIULED A5 IP Datagram WU
Internet avaomu Router ft2Aaunasi1idng
Network fnuanan1vau

Router aggviayalii Router dda'ly Arviusann IP Address
229 Interface wag Router cmén'lil

Datagram agaadgnussxlu Network Protocol Msiavaaniu
Taafi1un Network Address siuniv@a Interface uag Router
W& wag Network Address daraniv@a Interface uav Router
7flu Next Hop

Weim1519 Routing Table agAlviuaa IP Address uav
Interface was Next Hop tvinilu

« AN5Usenau Network Packet agsiagld Network Address s

fetluissagvin Address Resolution na1adant Network
Address 21n IP Address nAua (Mapping)

« \57a1da Protocol Midta Address Resolution ProtocoI(ARP)
Address Resolution agvinenulu Local Network 1viniiu



Ch.23: 23.2 Address Resolution

« Tuunil ﬁ'\?m{umwwnssﬁﬁ IP Datagram eavwnu LAN
ua)z%i"u‘ﬂumamaoussa ARP analu MAC Frame(Ethertype
I1
= ARP agvinminyivn MAC Address ann IP fifinuiua
= ARP (ilu Protocol Matuu Layer 2 (laussalu Datagram)

57.35.72.18

Next Hop
SR 192.168.7.123 112.123.0.0/16
MAC Addr = ?

." 192-168-7-0/24

¥ CI™ 50 ™\ 07A4-0011-0FDA
2 == _192.168.7.123 _ - 1P
“““ 4 4...-..-
MAc][MAc

192.168.7.1
0123-ABCD-07A4 ] ]
<« PHY — = =

Datagram: S-IP:57.35.72.18; D-IP 42.87.0.6

— A - 42.0.0.0/8
— 7
——

MAC Frame:SMAC:0123-ABCD-07A4: DMAC: by ARP 42.87.0.69



Ch.23: 23.3 Address Resolution
Protocol (ARP)

= 1ilavann Ethernet flu Broadcast
Network
= ARP 1u Ethernet ag12in1s Broadcast anuinlasiilu
Lanuad IP Address visiavn1s Resolve

= 1N9 Host wag Interface aav Router agsiag Run ARP

- 1412 Host 1192 Interface aav Router 165u ARP Broadcast
afuLilutinuag IP Address 4 fuazaaundualel Hardware
Address(fa MAC Address uaviiu)

 wuaN1sstvaiaalu LAN 29ta AU ik
Router | |
= 61131 Run Application uas TCP/IP divn5&p&ns

Alnuaann IP Address s16iaglad ARP 1ianay
1synay MAC Frame

10



Ch.23: 23.3 Address Resolution
Protocol (ARP)

= TCP/IP Application siavn1ssvaiayatiinna Host Arviun
102 IP Address dananiy gruaae 0S azvinAa1s1171 IP
Uaramviiuacilu LAN 2916 Aunsa‘li 1ean1s Match
a1 Prefix a1av IP danan1e Au Prefix aaviansay

= 367 1: aglu LAN 20tdiendu ARP aggnlalunismu MAC Address
229 IP darane

= n36l7 2: aguan Network ¢yilu Datagram azsiavgnaelu Interface
2ad Router Anuaina@l IP uag Gateway wag ARP QNN
Tun1s11 MAC Address uav Interface 1iu

= Tunsaiuavy Router tasiavn1sazsdvaiayaniu LAN

= n56l7i 1: Datagram &919 IP 2a9 Host atlu NW fisialaaansedu
Router ARP aggnlalunisnn MAC Address uag Host fiu

= 567l 2: Datagram &9l IP 7dlu Interface wad Router §da'll
ARP azgnauantatunisnt MAC Address uav Interface uav Router
7tilu Next Hop

11



Host ARP Mechanism

APP
TCP

IP ARP
MAC
PHY

Source IP:192.168.7.1
Dest 1P:203.45.0.194

192.168.7.0/24

IP
MAC||MAC
PHY || PHY [«

IP:192.168.7.1
Mask:255.255.255.0
Gateway:192.168.7.123

Source IP:192.168.7.1 IP:192.168.7.3
Dest IP:192.168.7.2 IP:192.168.7.2 Mask:255.255.255.0

Mask:255.255.255.0 Gateway:192.168.7.123
Gateway:192.168.7.123

12



Router ARP Mechanism

IP Source IP:192.168.7.1
Dest IP:203.45.0.194
MAC||MAC :
................................................................................................................. L A IP
M
Ipzoo4581 S \7—\ IP:200.45.8.100 MAC|IMAC
" e - ~ Mask:255.255.255.0 <« PHY || PHY
Mask:255.255.255.
aep| |[]
TCP —
I IP:200.45.8.3
Source IP:192.168.7.1 1P:200.45.8.2 IP Mask:255.255.255.0
Dest IP:200.45.8.2 Mask:255.255.255.0 [panc Gateway:200.45.8.1
Gateway:200.45.8.100
PHY |—

13



Ch.23: 23.4-5 ARP Message
FormatiEEncapsulation

= ARP 1Aauiiviiunlailunis Resolve MAC Address
ann IP Address nAa1iua

= U6 Message Format aanuuun1liitilu Generic Aaladiu
Protocol auq'le
= ARP azgnus531u Hardware Frame(unéaa L2

Frame) 21av Network iy Tu LAN azgnusstu
MAC Frame

= Ethertype Field agrAinnuainiilu ARP Message = 0x806 119
ARP Request uay ARP Reply

ARP MESSAGE ‘

FRAME
HEADER FRAME PAYLOAD CRC

Figure 23.4 Illustration of ARP encapsulation 1n an Ethemet frame. 14



Ch.23: 23.4-5 ARP Message
FormatiEEncapsulation

0 8 16 24 31

HARDWARE ADDRESS TYPE PROTOCOL ADDRESS TYPE
HADDR LEN PADDR LEN OPERATION
SENDER HADDR (first 4 octets)

SENDER HADDR (last 2 octets) SENDER PADDR (first 2 octets)
SENDER PADDR (last 2 octets) TARGET HADDR (first 2 octets)
TARGET HADDR (last 4 octets)

TARGET PADDR (all 4 octets)

= Hardware Address Type: 1 = Ethernet

= Protocol Address Type: 0x0800 = IPv4

= HADDR LEN: Size of HW Address(Bytes)

= PADDR LEN: Size of Protocol Address(Bytes)
= Operation: Request = 1, Response = 2

= Sender HADDR; Sender PADDR; Target
HADDR; Target PADDR



Ch.23: 23.6 ARP Caching and
Message Processing

= ANnA5INIn1589 Datagram ¢iaviin ARP
Request uazsa ARP Reply n1sdasinsas
ANalscaNSAW

= fdayauad ARP aggn Cache 17 (Tu Window aa1n
Command Line: ‘arp —a’)

= Cache aziilunnsalitval
« dayanAAgnazgaunuisatayaln
« A2YRILQAAUTY iadenaiviuaans
. Wiasayn1sag Resolve Address &u Cache aggnasiagnau
Ndlagnra’lu a1 lufisaavin ARP Request
« Cache ag Update fia'lsi¥uiie ARP Request uag ARP
Reply

16



Boundary

= ARP flu Function
AgnN2AavAU
Network Interface
Layer 1u 5 Layer
229 TCP/IP Model

= ARP az2fhaafau
StACIALAADY
Hardware Address
1 linsdaanstu
Application Tafiav
ua IP Address
= ARP vinminilu
Conceptual Address
Boundary

IP addresses _
used

MAC addresses

-

used

Ch.23: 23.7 Conceptual Address

Application

:

Transport

X

Internet bour dmj'

address resolutlon -

Link (network interface)

Physical

I conceptual

Figure 23.5 Illustration of the boundary between the use of IP addresses and
MAC addresses.
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51 ARP

12iTun1s11 Hardware Address(MAC Address)
a1 IP Address(Network Protocol Address) 1
AU

1ilu Ethertype II Message, Code 0x0806
Tu Ethernet azandanns Broadcast
Run 1119 Host uas Interface aavy Router

andsza@vmiiann Destination MAC Address 1u
n1sidscnau Frame

iflu Transparent Au User 2qa2fausiaaziduauas
Network natafuarvuay IP

m1519 MAC Address ann ARP aziin1s Cache
Tuatrvandue

18



Ch.23: 23.8-9 Internet Control
Message Protocol (ICMP)

= tilavann IP dn15vinviunuu Best-Effort nssv
Datagram azid Error iAindiu'lsisiua afu Lost,
Delay, Duplicate 115a Out of Order

= IP Header si Mechanism Tunisaa’iannsnu
Error
= Header Checksum
= lime to Live

» ativlsAeu wWiadi Error 1iadu IP §i Protocol iia
ICMP=Internet Control Message Protocol af
g1115un199129u Error uunaumﬂowm

« ICMP aggnussqatlu IP Datagram wagay f9tiu ICMP aziilu
Protocol ¥iavatuu IP Layer

= ICMP agi1iniAv Error Message wag Information au9ene
= NEAYLIAIAIATTY

19



Ch.23: 23.8-9 Internet Control
Message Protocol (ICMP)

- Number | Type Purpose
0 | Echo Reply | Used by the ping program
3 ' Dest. Unreachable | Datagram could not be delivered
5 | Redirect | Host must change a route
8 ' Echo | Used by the ping program
11 ' Time Exceeded | TTL expired or fragments timed out |
12 | Parameter Problem | IP header is incorrect
i 30 | Traceroute | Used by the traceroute program |
ICMP Hdr ICMP Payload
IP Header IP Payload

l

Frame Header

Frame Payload

20



.‘3\\““““‘ )33
g %e
g 2
o | |
&
2 S
Dot = o =

= Host Conflguratlon Unaazisznaulu
GreIgaviunau 15en Bootstraping

= 1flaLs1 Boot Computer a7 OS agAuaAI
Configuration wumu‘lummjamanu Local
Network

= 61U Protocol Software azduin2iauliunis
lAndanalugiuniida 1w IP Address,
Mask way IP aad DNS Server

21



Ch.23: 23.11 Dynamic Host
Configuration Protocol (DHCP)

» ssianauazlad RARP (Reverse Address Resolution
Protocol) Tun1s1 Host a:'165u IP Address ann
Server 1nan11iua MAC Address 21av Host (15
nivuarnaunu ARP)

= 1983089 ICMP Message ‘address mask request’ uay
‘router discovery’ tWaaz'la Address Mask wag IP uay Gateway

= AAMALZANTVINIIUAYANABN1T Broadcast tilunan

= a1 Protocol Ada ‘Bootstrap Protocol’(BOOTP)
lagnweniu
= Host &aansdu BOOTP Server #inuns Broadcast 1aalaf IP
255.255.255.255(daran19) uag 0.0.0.0(sun"v)

= BOOTP Server agla MAC Address aagigilunisgstayanay
Uy Unicast

= BOOTP ag&v IP Tvimuans1v gain ID(MAC Address) uav Host
= N5 ALEaIInAIlae Network Administrator wuu Manual
» Wenunangana DHCP unileyintsas Manual
Configuration

22



Ch.23: 23.11 Dynamic Host
Configuration Protocol (DHCP)

= DHCP visnunnaann BootP (Booth Protocol) ii
AMIUSIUITa1IN Lease uazsv O?(tions augLaU
Default Gateway, Subnet Mask, DNS ‘Ia

= ialflaraniiieas aauRtnasaz’s DHCP Discover #nunns
Broadcast
= DHCP Server az&s DHCP offer #inu DHCP Reply
= Static Permanent Address &1%3u Server
= Dynamic Address ann IP Pool #i Configure 17

= 115318 IP asfludnmauy Lease (1vitin) amutian 61 Host €
fiavN151URafAadrinn1s Renew

Renew aznszvintiladvndvaadtian Lease

= 1n& DHCP Server anaaefllsunnnIN e §ilu Host azsiag

lRanInaglyd IP fitdua ann Server 1alnagy Message DHCP
Request 1il€i9 Server

= Server Q@’aﬁ”tm”%’mﬁamzdo DHCP Acknowledge nauun£y Host
\WWadudy | |
= Server Nlu'la5udan &u19ai1 IP vitgua TuTveaudule

23



23.12 Mechanism 2aayv DHCP

client server )
1. DHCP 14 Port t@enfiu BootP
DIScoy 2. 67/UDP Server Side
e 3. 68/UDP Client Side
4. 4 Basic Phases
OFFER — 1. IP Lease Request
s 3 2. IP Lease Offer
® 3. IP Lease Selection
EQUEST 4. IPL knowled
W l : ease Acknowledgement
ast
ACKNOWLEDGE
unicast Host az Retransmit Request auninaziaranau
1neazdau Random Number nau Retransmit tia
v ilavAunis Flooding 21avy DHCP

24



Ch.23: 23.13 DHCP Message
Format

0 2 16 24 31
OP HTYPE HLEN HOPS
TRANSACTION IDENTIFIER
SECONDS ELAPSED FLAGS

CLIENT IP ADDRESS
YOUR IP ADDRESS
SERVER IP ADDRESS
ROUTER IP ADDRESS
CLIENT HARDWARE ADDRESS (16 OCTETS)

SERVER HOST NAME (64 OCTETS)

BOOT FILE NAME (128 OCTETS)

OPTIONS (VARIABLE)

Figure 23.8 The DHCP message format.



Ch.23: 23.13 DHCP Message
Format

= OP uvuaniilu Request 1i5a Response

HTYPE & HLEN nusuaaiiaunazaiugnd Address aav
Hardware

FLAG A1iuai1 Reply asiilu Broadcast 1i5a Direct
HOPS aAuua21rvyaas Message Forward

TRANSACTION IDENTIFIER ﬁ'mlum ID 2129 Request
SECONDS ELAPSED %i"\mu"iujﬁﬁ Client 16 Boot uan
CLIENT IP ADDRESS 12ins¢iiii Client 9 IP 21avautavuan
Field Mudaladdr15u Server 1daayasdonduunli Client

g2u Boot File Name 12iTun1ssy Boot Image Filename it
Client s&huhsa Download File #ininu FTP

26



7%, Ch.23: 23.14 Indirect DHCP
%4 Server Access Through Relay

= 115 Broadcast 2as Host 1iaiin
Server aznszanatutanne Local
Network

= 2eiNv15An N 11 I nTducdaves
DHCP Server Tunnq Local Network

= 1162 Router 151811150 Configure T
11" DHCP Relay

= Taeicie DHCP Relay Agent 7 Interface a9
Router

27



%, Ch.23: 23.14 Indirect DHCP
024 Server Access Through Relay

‘ DHCP Server2
—— 200.145.23.8

Router R1 Switch S2
I === 5 o= |
~— Switch S3
DHCP Serverl -
200.145.23.7 ||:|| ||:|| “:” %
= = =
Switch S1 == ) I IP ? Subnet ?
Clients LAN 1

O O TDI C]
== = DHCP Redundancy

IP ? Subnet ?

Clients LAN 2

28



Ch.23: 23.15 Network Address
Translation (NAT)

g °lumsuﬂilmu1 IP Address lsinalaf ummtmvﬂwmmna‘ln
gavisnazrinnisAuileurindenain

= (1)Subnetting wag (2) Classless Addressing (CIDR)

N ‘lumuu l,s'\avmwmm'asm 3 @aan1s1in NAT

ﬂaumLmasylagﬂjLﬂsao"luuma”aaﬂnma usiny Network &unsalyd
IP Address M2infiu'le

wei IP Aldn1aluasdnsiilsisnunsasiaaan Internet 1nans9'ls (Non-
Routable IP)

A1ssaaan Internet agsiaviddauilu IP fighunsasaaaninansg
(Routable IP) dioiilu IP Address isiavlaighAulasg

= 138nn13vI0 Network Address Translation (NAT)
UMUK IP Tuagnseving Gateway nivaan Internet
. msaamsmﬂ"luaaﬂns lidniludasuilag

mauamavaanuaﬂ Internet avamﬂaﬂu IP Address gun9iilu
Routable IP

mauamnanmmn Internet avamﬂaﬂu IP Address daran9iilu IP
Aladn18lu

ANsul&auazardanisieuia wilae IP Address

NAT maavﬁomau"tuaﬂﬂsmmmuumLﬂu Gateway 6199 L21u
Router #5a WIFI Access Point 79



Ch.23: 23.15 Network Address
Translation (NAT)

Internet site with
multiple computers

NAT Device —____-

Internet —_— /"'— *ﬁ

from rhjln.’emer.\*. b #’ E P

Site appears to
be a single host

Figure 23.9 The conceptual architecture used with NAT.
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Ch.23: 23.16 NAT Operation and
Private Addresses

s tHhuugaas NAT aan1ss8319AT NN

= UaYANA Internet aguan azuaILRiULAAANRILAATLATAILAELN
(¥5a Subnet taen) M IP Address Mgneiad Liadann
Datagram M&vapnun @uwelal IP Address siunnazaéefiu
way Datagram vigvnauasled IP Address daraniazaiiu

= Lilauagann Host aalu ﬁamsn‘fguﬁaim‘lﬁ’ Private IP 14
g&1u15a Route analu Network 16

« Private IP e wafiguAus lifaansnialu Network duwvindu '
AU auan avliuavansausgnsaly Private IP dat@ennule

« widrazilu Private IP Mlzuazidnianislu Network uavavens
weiatin@uI1 Host Malu Network uavavednsaveiasfl IP higinAu
aunanniIsuas Prefix-Suffix Minanluunnau

« Private IP flaznavhitiuannniauan deiulasasladacngls wiald
A1 u'le a1einvavAnsiu
= URsgIUURY Internet Arviuaauay Private Address waa
Nonroutable Address w&a96961519
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Ch.23: 23.16 NAT Operation and
Private Addresses

Block . Description
10.0.0.0/8 | Class A private address block |

1 169.254.0.0/16 | Class B private address block |

0 172.16.0.0/12 | 16 contiguous Class B blocks |

| 192.168.0.0/16 | 256 contiguous Class C blocks |

= Private Address liigunsala'la Tunis
iauaanu Internet anauan

» iasavnsidauAuNILUancaYe AN
NAT
= Translate Source IP 1u Datagram anaan
= Translate Destination IP Tu Datagram au1tain

32



Private Addresses

SRC = 128.210.24.6 SRC =192.168.0.1
DST =198.133.219.25 DST =198.133.219.25
—— NAT - —'
to the ;
Internet ~* — G
—— ——— ‘
SRC =198.133.219.25 SRC =198.133.219.25
DST =128.210.24.6  y4lid address DST = 192.168.0.1 host with
128.210.24.6 private address
192.168.0.1
. Direction | Field . Old Value . New Value
' ' IP Source ' 192.168.0.1 | 128.210.24.6 |

out
' IP Destination | 198.133.219.25 | -- no change -- |

. IP Source | 198.133.219.25 | --no change -- |

in
| IP Destination | 128.210.246 | 192.168.0.1 |

= NAT as12f Translation Table |

1LY NATVazvi"m'\u‘imf.la"’m‘iusfl’ﬁmaumsao
Packet 12n-aan

Ch.23: 23.16 NAT Operation and
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ieurinaay NAT(1)

x d2YAAUNILOAS aaLt2 Server 6D

LA LAY 101112,
I I
0 O
[ ]

192.168.10.11 192.168.10.12

200.3.4.5 123.45.67.89

Internal Network

192.168.10.11 uaxr 192.168.10.12 121 Server 200.3.4.5 waauiu
Server &vaayanauunin 10.11.12.13 ua NAT lusazuidasnaulilliviu
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Ch.23: 23.17 Transport Layer
NAT (NAPT)

= aiiue IP iaviwasi@anlunis Translate aziAailayin
Wadavaauiiinasnaiaudaaaanuy Server anguaney
wenAU 1ws1e NAT Tuswunsauan Datagram wivsiavaan'a

= ddunileunindalad Network Address and Port Translation

(NAPT)
= UANANNAY Translate IP Address wa? azvinn1s Translate Port
Number el
- Dir. Fields . Old Value | New Value

'out | IPSRC:TCPSRC | 192.168.0.1:30000 | 128.10.24.6:40001 |

' out | IP SRC:TCP SRC ' 192.168.0.2:30000 | 128.10.24.6:40002 |

in | IPDEST:TCP DEST | 128.10.19.20:40001 | 192.168.0.1 :30000 |

| in | IPDEST:TCP DEST | 128.10.19.20:40002 | 192.168.0.2:30000 |
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Ch.23: 23.18 NAT and Servers

s ANV LLUAATUNATU NAT av"l?jo'\u"lmm
nfsm‘mnauwamasmu"luwm'\sl,sumun'\saams
Wardauduniauan (aan Net)

« lunsaiiiavanscy Web Server vianue wazaas
Tuanauantaanatznuazyintu NAT hisgnusagle
Mazeavnanu Server éaln (Web Server aglu
AVANS)

= Abunfalad Twice NAT
= Twice NAT azvinvnusiuAu DNS Server

= Lamauwitnasaauan g&aualu IP Address ann DNS Server |
Aadadfns DNS Server aznaunauaae IP Address uay NAT 1
ATNUALLAYAZLWUATY Translation Table a7y NAT tiNasady
Server AMatuinid Domain Name auisavua

= 2819'15AaU0 Twice NAT agvinoulilddeldidanfasaiaelal
IP Address TALRNTY
« BndAavAald IP a59811su Web Server(‘lailaf
NAT) 1aauansgru DMZ Zone s11i5u Server
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Intranet
(LAN)

Router (WAN)

Tusgru DMZ azisznauea Server wialii Service susu
aauan Network aavavans aneacingtadu
- Web servers
 Mail servers
« FTP servers
« VoOIP servers
e DNS Serer

. 1ladaz1v Firewall viailavAulilvinnauaniainungs Network
AaTuaavavanslalaensy
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Ch.23: 23.19 NAT Software and
Systems For Use AT Home

= NAT azdfidssiamitlunaisiiauca Internet ety
“3aavAnsAUINLAN W Broadband (ADSL) v
37AAN 1aaiitsicagidaaduuaaa IP

= 157su3al2d NAT Software Run uu PC vidalaf
NAT Hardware dva1unsa Implement 16Tus1an
an atnvt2dulu ADSL Router

Interner connection

wireless router ‘—‘

7 = o
K

DSL or cable modem b‘ L@I
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From Telephone
Company (Drop Wire)

ADSL Router +
WLAN

Telephone

Broadband Diagram

sinunvuay WLAN Router =
MTNILTNAUANTAF U UATALARN
Wuiladou

L]

—




HW Week 5

= Download HW4 Week 5
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= Chapter 24: IPv6

= Motivation

= Features

» Header Format
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Chapter 24:24.3 IPv6 Motivation

= IP Protocol ﬂsvawwamtgaamomn

natluitnaan1stdaautidasnvaru Hardware

waz Software vinliins1afvau IP Address

AU 32 iin Tuwa

s WA NTauNN28 Laun1svin CIDR visa NAT
Lwiﬁ’oma’:‘{ﬁa:hﬁ’mmﬂﬁ’mu |

UanaANNULA? N1saantuuntilu Best Effort

M Tutnailaiinlu Application sisia il

U9 LN muwan Real -Time Service

mwmaomsauqm IP \au'lususalla
muwaomaomsm Routing uav
Addressing NaauauaudunazrInnIsnul
Replicate Service 1132 Collaboration
Group



Chapter 24: 24.4 Difficulties

Appl,

Appl,| .

Net,

Net,

= IP version Tuiauan tu
1l 1993 uaauilaxiiuiiey
"luanmm"lﬂamo
A7192019 Ay Version
Lu v Aviin15 T2 1l
5nmu

= tilavann IP Araavilati
Tunnadnsaianunv
daranivy uaz Router
= UUEANUI 13zt gunilu
Version 11 az6iavg3anyg
Network

= uananfavsasasnuidey
Application Tusisae




7%, Chapter 24: 24.5 Name and
&~ 4 Version Number

= IP Version 11 15ananagied ‘IP
The Next Generation’

= 197380 IPNg

m a'msfu Version Aa Version 6
\ilavannda Version 5 iulagnlail
wa2(ilu Experiment Protocol)

= 691y IP Tusiilazanidananacinedn
IPv6



Chapter 24: 24.6 IPv6 Features

= IPV6 tivavliTuaaugniiniaas IPv4 AN
sfulsrannasgiisadunIna1aa
« fuaatilu Datagram(ConnectlonIess)
= NN3&9 Datagram aziin1s Route Alidusiafu
» SAUWATINTANUATIIUIU HOop FIdH

- anumvmu’lummao IPv4 N AATAY Y e
avus'\uavmumnu,mnmonu

= Header aziiaunanon usigenalalne sl
agnufiatlluan Header nilv(Extension)
ugnaanNINAY

= AaAu IPv4 man_umm;may Header aswuinAy, |
Header taiu(Option) vinTviaurauas Header twudiu




Chapter 24: 24.6 IPv6 Features

¥ Q/

x ANz NtNuNNTu IPv6 ssUla6vil

= Address Size
« AN 32 16 1ilu 128 e

= Header Format

« AzuanaNTUuLLLGY Tea Field aglumliaulén (g
sraavidaacalil)

Extension Header

« ueazdayavae IPv6 azgnlalu Header finananndu Taaii
Datagram agissnaueie Base Header augiaa Extension
Header (6141) laaniaraay

Support for Real-Time Traffic )

= agfina’lnlunsivuaiduniiAr s nIuRItayaLuaIll

(Aavin QoS)
= Extensible Protocol

« IPV6 sanlvifimsiinpaidnsaisaay Datagram ety
AManay virlrlianudaneulunisiadeiu




Ch. 24: 24.7 IPv6 Datagram
Format

= IPv6 Datagram usznauaia Header sinv¢)
Neadu 154310 Base Header eueae eusel
u3aunnIuavy Extension Header
= Base Header afiaunanaii
= Extension Header agiiauaauziinuay Extension

-~ optional ————=

Base Extension Extension

Header Header1 | " * * | Header N Payload (Data)




Ch. 24: 24.8 IPv6 Base Header
Format

=« i2una 40 Octet(10 32-Bit Words)

gadtvinuavg IPv4

= unav Field disvil

Vers 4 bit aziia1 0x0110

Traffic Class Ainviuaxfinuas Traffic Ade 53nFuluuiu Differentiated
Service

« a@saventiinuaydayaiial Network Vinmssytayaauany
olivimzmi 21U Interactive Traffic, Real-Time Traffic (ilusu agna1nanad
ULNUAY

Payload Length AinviuaAueua9 Payload agangann IPv4 Aaag
Hutaniganuanuaviaya Tusugium

Time-to-Live Annua Hop Limit

Flow Label Arnuatgunigtlunisganueay Network aane Virtual
Circuit dna'l3i'la a9y

IP Address siunivazdaranivauna 128 e

Next Header Ainviua3n Extension Header aalilifluazls a1'lusiay
Auauiiauay Data(Payload) Matida 'l (asdisznaw)



Ch. 24: 24.8 IPv6 Base Header
Format

4 12 16 24 31
VERS | TRAFFIC CLASS FLOW LABEL
PAYLOAD LENGTH NEXT HEADER HOP LIMIT
— SOURCE ADDRESS —

— DESTINATION ADDRESS —

Base Header

NEXT=TCP el

(a)

Base Header | Route Header

NEXT=ROUTE| NEXT=TCP EECa

(b)



= A9611 Extension Header (flunuuniiayvianaei

Ch. 24: 24.9 Implicit and Explicit
Header Size

AN5AAMUALTHNAININ 113101 e Z U Tr
1ilu Extension Header wazautuiuiilu Payload
lunavusgavauvianaay Header
= Lilu Implicit Header Size
= ue Extension Header unvilszinnaziiavialiiaen
muu Header waniisavilnisuvuanauinuagiiu
'awvauamm’tm
= ANnUA Explicit Header Size

0

8

16

31

NEXT HEADER

HEADER LEN

ONE OR MORE OPTIONS




Ch. 24: 24.10 Fragmentation,
Reassembly and Path MTU

= 11511 Fragmentation 21av IPv6 aznang
AU IPv4 Aaiinns Copy shu Header #
g1y uarzdnisiddaundavavianaas
Payload Tuunar Fragment

= 1ty Base Header 1l Field 21av Fragment
Offset wac Flag sviluziayauas Fragment
Tuuaar Fragment azgnussalu Extension
Header niwuauun

= NeiNvaNn IPv4 Aan151in Fragment azl
n5:¥111 Router ua Host naunivaruin
Fragment
= 61 Fragmept fiaunaluainin MTU aas Network a7
Router agv Fragment Uy wagay ICMP aauueas
&\
= WRIGRIAAUUIA Fragment |




Ch. 24: 24.10 Fragmentation,
Reassembly and Path MTU

- P, a-|-¢ P, '-'l"—P_a_-'
Unfragmentable Fragmentable Part
Part (can include headers as well as data)

(a)

Unfragmentable | Frag. 1 P
Part Header L
(b)
Unfragmentable | Frag. 2 P
Part Header 2
(c)
Unfragmentable | Frag. 3 -
Part Header 3

(d)

Figure 24.6 Illustration of IPv6 fragmentation with a datagram (a) divided
into fragments (b) through (d).



<, Ch. 24: 24.10 Fragmentation,
%24 Reassembly and Path MTU

= 81 Fragment umum“mmmw MTU a9 Network a7
Router agiy Fragment Ty wavsy ICMP ANLUETIN
&\
= WRIGaIAAUUIA Fragment a9 tws1y Router ag'liivin

» Host i@vazelaatnglsinarsacay
Fragment avan'ls

« Host 7idvagsiagizausan MTU zasusiag Network 1
Datagram ¢iaveinu uaztdanauiea Fragment 1
WinAuA1 MTU é&n

- Afli3an Path MTU

« 3uuseinu Iterative Process 4ia “Path MTU Discovery”

vinlaan1snaaaday Fragment AfA1s99du aunnaglaid
Error




Ch. 24: 24.11 3nilscavaaas
Multiple Header

x HuinNadgavilscns

= Economy

= NJ3 Partition fiayauay Header (fugiusivgvinlussnta
e leaaatayanlisavnisaan 1uun15vin
Fragmentation Tu IPv4 wii31 Datagram ag'lsisinasvin
Fragmentation wagiuiifivaeil Field Nisagsiasigiaya
av'liat &usu IPv6 61'11finn5vin Fragment 1514 l3siavd
Fragment Extension Header

= Extensibility

= LN&@UNTaLW Feature aav IPv6 Tupaunde'le 1aaciaya
229 Feature MiRuagusaladaslu Extension Header 1ag
A1nua Extension Header utiaTuinduun vinlwe Protocol
Janufianeu arusauena’le

« iEsavneaassduneainauiazivuailu Protocol A
letaafodavdiuldauaynsal Network asula
Extension Header naaavyilagindiay Routing Header




Ch. 24: 24.12 IPv6 Addressing

= Aaaaiu IPv4 dadinsAitnuaunas Address Tuua
az Network Connection

= dinsunivdIu Address 1ilu Prefix uaz Suffix
L uAY
= Uastaziddanaavn1sNiua Address azmnnvann
IPv4
= 12f CIDR @Aa Prefix azfrviunaa1a’lsile’ )
= WEINTSLLLY Prefix aggiunsasinua’ledvianadiduiu
(Hierarchy)

= IPV6 Avuiua Special Address #iein9ann IPv4

= 13§l Special Address &1115un1511 Broadcasting Tuueaay
Network (agl2n13vin Multicast unu)
= {in9uAn Anycast Address fiuun
= 13ananatinoniled Cluster Addressing
= Aayaavaanasnile Copy vifiulasAlelu Anycast Group
= 619311 Multicast NayaxsdIlvinnaulu Group
= TulunsAauum Replicate Service




Ch. 24: 24.12 IPv6 Addressing

Type Purpose

unicast The address corresponds to a single computer. A
| datagram sent to the address is routed along a
' shortest path to the computer.

| multicast | The address corresponds to a set of computers, and |
‘ | membership in the set can change at any time. IPv6 |
. delivers one copy of the datagram to each member of |
. the set. |

|
'
|
|

anycast | The address corresponds to a set of computers that
. share a common prefix. A datagram sent to the |
' address is delivered to exactly one of the computers |

| ] (e.g., the computer closest to the sender). |

Figure 24.7 The three types of IPv6 addresses.



7% Ch. 24: 24.13 IPv6 Colon
8.~ & Hexadecimal Notation

= 1512 Dotted Decimal Notation
g1115u 128 iin azannAau'lil

105.220.136.100.255.255.255.255.0.0.18.128.
140.10.255.255
« doilunisidiay IPv6 Address azlaian
57U 16 nauar 16 iia auala Colon
= Colon Hexadecimal Notation

69DC : 8864 : FFFF : FFFF : 0 : 1280 : 8COA :
FFFF



Ch. 24: 24.13 IPv6 Colon
Hexadecimal Notation

= ANsidiau IPv6 Address azlaiaugiu 16 nguar 16
in Aunie Colon
= Colon Hexadecimal Notation
= lunsaiAduguedrominauusasngy au1sadniiele
s 69DC 8864 FFFF : FFFF : 0. 1280 : 8COA : FFFF

» Tunssinfidueiaranaudady u1501in Zero
Compression 16
= HuUAULTNAIL6) wnuaagas Colon(vinlawiien)
s (27U FFOC:0:0:0:0:0:0:B1 - FFOC : : Bl
= Zero Compression vi1lavisiunuoide?

« IPV6 Address iisuaicigiuel 96 67 AaAddress i1
Transition arn IPv4 Protocol

= 015 Transition a1n IPv4 > IPv6 eavlafinan inaziurisaay
Protocol fiagisiunussasiiily Aauiinig Transition agguuysal

= 'Lifilasuanleidials
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» Global Unicast Address

» Static Address, Stateless Autoconfiguration,
DHCP Assigned

= Tunneled Address
s Others

= Link Local Address (FE80::/10)
= Unique Local Address(FC00::/7)
= Loopback (::1)

= Unspecified (::)




Link Local Address

= nn IPv6 Network Interface azii Link Local
Address

= 1flu Address n12dd11usunsdag1suu Local
Subnet

= AlunIn Auto-copfiguration 1neiin FE80::/64
(s2ud9 Address i3u3nn FES8O,FE90,FEAO uax
FEBO, nara@aa FE80::/ 10)mmam.| Mac Address
mmmuﬂaa"tusﬂ EUI-64 (aznarina'lil)

. mm'sa:hmmugammmnumuumu Interface
wardnfazuanaya Scope-ID

fe80::2 |1 b:63ff:fe94:9d73%en0

1 T

Modified EVI-64 scope-id




Global IPv6 Address

= Prefix 2000::/3 dat3uaniia ‘001’

= i0UNAN 45 finazA1iua Global Routing
Prefix (IANA-> RIR->ISP)

x AR 16 dan1iiua Subnet ID

= 64 iingavinana Interface ID Aauvuaa
Host 11 Subnet (Host ID az1af 64 iin)

= Global Routing Information azAalviunann
64 iin Prefix luunnn1uu (Ganiunsel
Wieinlaa /127)

48-bits | 6-bits 64-bits

Global Routing prefix SubnetID Interface ID (host part)

001 + 45-bits SubnetlD Interface ID (host part)
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= ICANN finiuaaiav IP Address &1t
Regional Internet Registry(RIR) a2
Prefix /12 (2000::/12 Qv
200F:FFFF:FFFF:FFFF::/64)

x ueay ISP az'lasu /32 uaradunsaana /48
TuAuuaay Site

x ueay Site aunsalad /64 druisuusaas LAN
= uaayr LAN azilla 264 Interface

1123 /32 /48 /64
2001 : Interface 1D
Registry l :

ISP Prefi X |
Site Prefix!
.—,J

LAN Prefi x




2001:0A3C:5437:ABCD::/64

RIR:/12! ISP:/32 ! Site:/48 | Subnet:/64

«— — — — — — - — — —
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= 1af Prefix FFOO0::/8

= §U1504d Scope avN151in Multicast
1Teuarasduuu Teananngruaas Bit
Tu Multicast Group

» Link Local, Site, Global Scope

= T2f MLD (Multicast Listener
Discovery) wiautvin IGMP 1u IPv4

| 8 | 4 | 4 | 112 bits |
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= a1 Automatic Configuration

= 12f ICMPV6 iin Message 1naandel
NA15111 Multicast

= uuviilu Stateless Address
Autoconfiguration 11i12f DHCP

= Host &u1sanviua Address 1vitAauLay
= Laz Stateful 12f DHCP6




Stateless Address Auto-
configuration

= Wvann Router Advertisement 1Waiavy
Prefix / 64 a1ay Subnet 21avnutav

= 1nTuin Prefix i'l6 shudu Interface
Address 1aann MAC Address 1u5il EUI-64

» Host will automatically start looking for a router

* Response will contain:

- Router’s address
- One or more link prefixes 48 bits - MAC Address

- SLAAC allowed yes/no
- MTU

EUI-64 EE EE

) v
| Link Prefix Interface ID i




Modified EUI-64

(48-bit MAC Address)

00:26:4a:0b:43:£3

00000000 | o0l0OII0 01001010 | 00001011 01000011 11110011
ff:fe
‘f////’ NARRARR (NERRRRIY] \\\\\‘
00000000 | OOl0OII0O | Ol00IOIO 00001011 01000011 [1110011
insert bits ff:fe

in the middle

00000010 | 0Ol0OI1O | OlOOIOIO ARRRARE ITEEETIo | 00001011 01000011 11110011

//ﬂ 02:26:4a:ff:fe:0b:43:£3
Set 7th bit

WIEY Eo: (64-bit Modified EUI-64 address)
( ) to



® RFC 4862: Stateless Address Autoconfiguration (SLAAC)
® Host listens to Router Advertisements (RA) on local subnet

® Obtains 64-bit subnet prefix from RA (and perhaps other
parameters)

® Computes modified EUI-64 from its MAC address and
concatenates it to 64-bit subnet prefix to form IPv6 address

Link prefix from RA: 2001:db8:abcd:1234::/64

Host MAC address: 00:1b:63:94:9d:73

EUI-64 address: 021b:63ff:fe94:9473

Resulting IPv6 address:
2001:db8:abcd:1234:021b:63ff:fe94:9473



Transition Mechanism

= Dual Stack Implementation

= Run 19 IPv4 uay IPv6 nuJ\|etwork WBiEnAY G9tTu
Network t@enag Support viv&av Protocol

« Vin'lu'letaua’ld aldnsaiuivaiaraag’la Support

IPv6 viaaanaagsiavilseanilamtsennlunis
Update Software/Firmware

= Tunneling
= 1flunsiiaucaszning Network IPv6 fiu IPv4

= 121 IPv4 Network aveinu IPv6 Packet 1ae1n15u593
IPv6 Packet a9lu IPv4 Packet (IP Protocol 41)

= fianlan1svin Automatic Tunneling TaaiisdIniga
i1 Tunnel lalagrlisiagy Tunneling End Point (3¢
WILaI 1AM TUNR)

« U553 IPv4 a9lu IPv6 anniiugelivi Relay Router fisiadu
IPv6 Network
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= eSS IUKANUND A1SUTENS
Transition ann IPv4 (ilu IPv6
= A0UTERIALNAT IPV6 Host 8unsasytaya
69 IPv6 Host »3a IPv6 Network wiu IPv4

= Host aztdfausanu IPv4

» Gioiluag Run Dual Stack 7 Host ,,
Dual Stack &unsavin'laauws Window XP au'lal

= 12144in6 *6in4 *60over4 "DS-Lite "6rd
*6to4 "ISATAP "NAT64 / DNS64 -
Teredo "SIIT

= Miaud 2 uuy: 6to4 uay Teredo vivaald
Enable 1ae Default Tu Window 7/Vista




IPv6 over IPv4 Tunneling

B IPv6 packet >
IPv6 header | EXtension | Upper layer protocol
headers data unit
M v
IPv4 header IPV6 header Extension Upper layer p'rotocol
headers data unit
IPv4 packet »
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Dual Stack Host

application application el et
pplication independent
IPv4 and IPVG | | 1py4 design design IPv4 and IPv6
design
TCP TP . Yo
IPv4-mopped & v 1Pv& address
IPv6 addpess
IPvé IPv4 IPv4 IPvé
IPv4 address 4 4 IPv6 address
data link data link v data Iink*
3 A ' W 3
eth | 1Pva | TCP | payload |
f 0800 { header | header | ‘_
o eth [ 1Pve [ TP [ payload |
" 86DD | header | header |

IPv4 Application

|PvaAPVE Application |

F 3
h J

TCP | | UDP

" Protocol ID:
+ 0x0800

Ethernet

IPv4 Stack

IPwvd IPvE
" Protocol 1D T Protocol 1D:
+ 0x0800 4 0:B6DD
Ethernet
Dual Stack



AUART
o 175,

Application
Layer

Transport Layer (TCP/UDP)

IPvE IPv4

Network
Interface Layer

Dual IP Layer Architecture
(Window Vista/2008)

Window Implementation

Application
Layer
TCP/UDP TCP/UDP
IPv6 IPv4
Network

Interface Layer

Dual Stack Architecture
(Window XP, 2003)




Automatic Tunneling

= 4in6 '6in4 "60ver4 'DS-Lite '6rd "6to4 "ISATAP
'NAT64 /| DNS64 "Teredo "SIIT

x ATiaud 2 uuu: 6to4 uaxz Teredo iva@as Enable
1621 Default 1u Window 7/Vista

= 6tod4 (RFC3056)

- }Ej”uéimﬁqm Tae1led Protocol 41 ¥inns Encapsulate IPv6 aglu
v

s 6to4 Host way Network aglad 2002: /16 Prefix aiapu 6to4
Router, Host mmmaommmmsmﬂu 6to4 Router ‘16

= 6to4 Relay Router azatifinauuad IPv4 Network wasidandy
IPv6 Network

= Relay Router iinagla 6to4 Anycast Address
= 192.88.99.1 way 2002:C058:6301::
= Site ag&919 /48 IPv6 Prefix 1ae3in IPv4 Address aa9 6to4

Router 1dsadu 2002::/16 anadugdasu Tunnel ann 6to4
Router ‘lilfi9 6to4 Relay




6to4 Tunneling

IPv6/IPv4
__ 6tod - , . 6to4
| ~router \ router

" IPV6 IPv4 Internet a7 =
island S (Pv6
| I island

I, ‘ 192.88.99.1 s

_— e 6to4

6to4 relay

relay, 2002::/16

IPv6 Internet



6to4 Tunneling

Example of a single computer acting as a 6to4 router.
= IPv4 address: 203.0.113.5 (in hex: cb 00 71 05)
= 6to4 network prefix is: 2002:cb00:7105::/48 (2002::/16 +

32-bit IPv4)

Configure my IPv6 address as (subnet 1, interface-id 1)
= My IPv6 address: 2002:cb00:7105:1::1

6to4 relay anycast IPv4 adc
6to4 relay anycast IPv6 adc
To send a packet to 2001:d

ress: 192.88.99.1
ress: 2002:c058:6301::

p8:ab:cd::3, the computer

encapsulates the IPv6 packet inside an IPv4 packet that is
sent to the 6to4 relay IPv4 address:

= IPv4 src = 203.0.113.5 IPv4 dst = 192.88.99.1

= IPv6 src = 2002:cb00:7105:1::1 IPv6 dst =

2001:db8:ab:cd::3
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= WeuUN1aa Microsoft ua'lau Support
Tu Unix/Linux shulual (RFC4380)

= Vivulaeintan IPv6 Packet uss3tu
UDP anniiulvussaaviu IPv4 Packet
» daffAaduTagInU NAT L6

= 12f Special IPv6 Prefix 2001::/32

» f9dayanUu Teredo Relays uasauaine
Teredo Server



Toredo Diagram

Teredo
Relay

~

IPv6 Internet

private IPv4 Internet
4
IPv4

Teredo

Server
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s 6to4 121 Prefix 2002::/16 s2u Teredo 1af
2001::/32

= 1ivdavisladn1s Encapsulating IPv6 1asl
= 6to4 Encapsulate IPv6 ad1u Payload IPv4 1aeaans9
= Teredo a¢ Encapsulate IPv6 1u UDP analu IPv4

= 6to4 1af Well-Known anycast relay
router (192.88.99.0/24) s»u Teredo
Talannue




ISATAP

= Hlun1511 Tunnel anwuuiiilvaay IPv6
T NTUSU-&9 dauaTeiiIng IPv6 Host #inu IPv4 Network

« Azl IPv4 °luam:rmu1m,ﬂu Non-broadcast #3a NBMA (‘i
anda ICMP6) dsiuNeighbor Discovery “Laidnflusaslal

= Router #n'leann PRL; Potential Router List uazvin Unicast-Only
Autoconfiguration

= Intra-Site Automatic Tunnel Addressing Protocol
= U553 IPv6 a9lu IPv4 Packet 1aan59
= RFC 4214

= Tafn1s&979 Link-Local IPv6 Address ann IPv4
Address
= FE80:0:0:0:200:5efe + IPv4 Address

= EX: Host 192.0.2.143 agdi Link-Local IPv6 Address tilu
« fe80:0:0:0:200:5efe:192.0.2.143 w3a
« fe80:0:0:0:200:5efe:c000:28f




ISATAP

Logical ISATAP
subnet

ISATAP
Router

IPv6

ISATAP ) host

host

ISATAP
host

m—— Tunneled |Pv6 traffic
— | Py6 traffic




End of Chapter 24

= Homework 5 (Week 6) Download
= d9Tud9nAs AauLie
= ldnaa9 AviasanuiaLviniu
= Naavati Counter L@uN&12 ALl
= ‘BisunIsihuuanuiiaanni
= Lagagduuy Web analusudns

s glan1inUn aseAuNN2AL2AN
= LUANATEUNTRAU




End of Week 6

s No Class Week 7 (WINYF)

= Week 8-9 Midterm
» Week 10 «is Midterm

« UDP+TCP

= Prepare for MT
= MT Exam 35%

= F 4 March 2016; 13.30 — 16.00, 2-1/2 hr. "3din1s
Makeup Exam

= 622 728y 10 Azuu 574 60 Azuuu LAy 35%
= WUlULAIIAG LR




MT Exam Preparation

s 6 22 60 Aazutuu Aazngatilutaas'ly aeil

= 2-3. IP Concept, IP Address/Subneting atilu Slide

1. LAN/LAN Technology atiTu Slide Week 1-2

Week 3-4

= 4. IP Forwarding wag IP Datagram attu Slide Wk 4

L avumaﬂau °lumu1mnsaaﬁu1ﬂauq nIaLaU

AN

5. Supporting Protocols atTu Slide Week 5
6. IPv6 atilu Slide Week 6

ailuagune davidaudraarafianarule agludin1sian

Tun1Ia9I ﬂﬁmu“l:iaanﬁa“lai"l,m”ﬂzuuu

indn1a15agle 15-20% 1A 35% iaaguiuiani

watldufun1ssay Final &l
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= Chapter 25: UDP (User Datagram Protocol)
= Connectionless and Protocol
= Communication Semantics and Port Numbers
= UDP Format and Encapsulation

= Chapter 26: TCP (Introduction)



%, Chapter 25: UDP; Datagram
.2 & Transport Service

= Tuns&in Application siavn1512f Service aav
Connectionless 1aanliianavnis Service 1aq
WiNLGY azdusalad IP 1ainanse uatdvidilainin
sgavilszns

: va%livcation (ilu Layer 5 we IP 1ilu Layer 3 1iu1191aaas9
1'L6

= uaay Host a1aazfiviaa Application fisiasnns Service ann IP
156 aviinsAuauuaLay Application
= NRNNAD 1516a9N15 Layer 4 Protocol 1199 1ivin
uninarilsunn uatilunrsadaunasciiing
Application Layer fiu IP Layer uazidn1sAuun
niunaaa Application
= UULRANAKUA 15113an Port Number

= Protocol ilfa User Datagram Protocol (UDP)



Ch. 25: 25.2 Transport Protocol
and End-to-end Communication

= IP 1343 Mechanism 1umsuumw::swdw
vianeq Application navyluszsiu End-to-
end

= Field Tu IP Header Atnuauea IP Address Aa
nuaLRauay Host tvinilu

= Host Aa End Point Tuyuuavuayg IP

= 15716029015 Transport Layer Protocol
= End Point wav Transport Protocol @a Application

= &9iiu End-to-End Protocol #iuviaselu TCP/IP azat
Tu Transport Protocol weansgann IP tilu Layer 4




Ch. 25: 25.3 The User Datagram
Protocol

= TCP/IP aziisiav Transport Protocol

User Datagram Protocol(UDP) (Protocol 17; 0x11)
« lifienusgdueiuadau uazdne
= ezl Service aglsunndnlwdue Ty

Transport Control Protocol(TCP)

= UDP aailu

End-to-end shunsauvanusiag Application 6

Connectionless Lifausiataelisagvin Connection
Message-Oriented wsiaziayati Application g9azdaintflundy
Message 1ifin15vin Segmentation

Best-Effort 12 IP Tun1s&9Tae'lifi Mechanism wAuLéx

Arbitrary Interaction usiay Application &usagelinuniane
wagsu'laanniaie Application

OS Independent



Ch. 25: 25.4 Connectionless
Paradigm

= UDP aaniilu Thin Protocol Layer
1iannasriiInvuang Application Taanns
Avziayaciiu IP

» T2A38n1sdaumanu Network wuw
Connectionless
= Application liisiagvin Connection Aauasy

Message waztilaggau Lusiaduan Network Tunis
FAUNTRaFT asnnazuaaila’ls Anaa'lalas

» Lfinnsuvin State uavn1sdadng
= 134in15&9 Control Message

= G9tuazdl Overhead sihunn




Ch. 25: 25.5 Message Oriented
Interface

= Application &v Block z1as Data 1aai UDP
avuaa'nmunuo Message uazazgnae'lil
if9 Message Tnailsznaulu Packet iéen
13iIA1suUY 115325324

» VUl avAvIat avN1sUssnau Data
ARLAUNI K32UNAALLANADIADA

= Wsic Message fiauratdn agdi Overhead ann
Header N9

= NAUAU 61 Message figualnainin MTU agtinnns
i1 Fragmentation Tu2fu IP

= Fragment anaagfinisnsevindewsl Host vinlw Efficiency
RARY

« Tunmvlfiia yidieu Program alsAatuuaauia Message ‘i
1Aiu 1400 »5a 1450 Tuns&9mnu Ethernet




Ch. 25: 25.6 UDP
Communication Semantics

¥ maomn upP aclaf IP Tae'lsidi Service az'ls

LN muuuumao Message wuu Best-Effort
mummnu IP iluniunafvin Message sy anxay
1An (Ban31 Communication Semantics)

= JeUving

= Duplicate

= Delayed

= Delivery Out-of-Order

= Corrupted

= UDP azliiginnsasiasiau nranenanuun ladain
AV L1iaN1l

= BUIEAIUN A TH]T Application Mmmn'\s"l?j UDP
ATGIDILALIU Mechanlsm Nnarann1sALAILiiaNLiLaY
Tu Software ahaavn1s

. mu.lumn Real-time Audio an3aglyjsiagvin usigtiluziaya
1Ay siavvintay wiawu'lulyd TCP dvagaanluunniin
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e NGINEE




Ch. 25: 25.7 Mode of Interaction
and Broadcast Delivery

= UDP azaaulviiinissvaiaya‘le 4 uuu
= 1-to-1
= 1-to-Many
= il Application & u15a&9 Message 1viane Application

= UDP aanlii Application &9 Message #inu Multicast »3a
Broadcast

= Many-to-1
« uile Application #unsa¥u Message annuaa g9
= Many-to-Many

« naNwa Application aunsavanil@sudayadunauuad
Application



%, Ch. 25: 25.8 End Point
%24 Identification with Protocol Port

= UDP azsaviilu Independent fiu Operating System
= Wweiae OS Anue Application aaa PID(Process ID)
= usag OS fH3an1sAnua PID sinviu |
= UDP agla PID iiludrAtniua Application 1d'l6 twssusiasiaiasazly
umaneaAY widnaziilu Application tdienfufnnu |
= UDP azruiun Application si2a Port Number 4ivaz Map
12inAu PID aavuaar Host aniiiv
= LU Echo Service 14 Port 7 #3a Timeserver Service 14 Port 36
= Port Number ag Independent fiu OS wav Host
= A93adN3InszVining Application azaa Service wiu Socket
Tnantiua Address waz Port Number Tvifdiu Socket
= 1-to-1 Application Anvium Local Port, Remote IP Address, Remote

Port

= Many-to-1 Application fAinuue Local Port weazuan, UDP 10 Message
wnAnlanle gutiunng Message Mfidaranien Port i azgnay
el Application




Ch. 25: 25.8 End Point

b Identification with Protocol Port

= UDP Port 16 Bit ann 0 — 65535

= Auuan1stdvuiaa IANA(Internet Assigned
Numbers Authority, ila3iiuiilu Department 21av
ICANN, Internet Corporation for Assigned
Names and Numbers)

Internet Assigned Numbers Authority

Port 0 Reserved wala'ldginsuiilu Port gaaylisiasnissu
Port 0 — 1023 & 15y Common, Well-Known Service

Port 1024 — 49151 1Ilu Registered Port &115u Application 7
dungzidaulidu IANA

Port 49152 — 65535 tflu Dynamic Port Agxsaiinlulad e



%, Ch. 25: 25.9 UDP Datagram

= unaz UDP Message 153:n71 User
Datagram aivazgauviilusasgiu@a
Header avnaduq (8 Octet) uas
Payload

= UDP Message Length agmniuauuInuay
Message 521 Header (ilu Byte

0 16 31
UDP SOURCE PORT UDP DESTINATION PORT
UDP MESSAGE LENGTH UDP CHECKSUM

PAYLOAD (MESSAGE DATA)




Ch. 25: 25.10 UDP Checksum uwag
Pseudo Header

82U Checksum 2av UDP 1ilu Option a1y
Tdx:Tdeuel 11150 IPv4

» gLtilu IPv6 agsiaafi Checksum

UDP Header az'luiiziayauavy IP Address
s 1cdusavussxu IP nuvuan Address
DLILLAY

= ugig IP Layer iAndifleynin &9 Message UDP unfindi

67 UDP azliguisansagauleain Message fvlaxe
gy Tvicntagnia 'l

= 691U Header Checksum agauiululaianigg&iumy
229 UDP WagAUIUNARIUMNIA2INULINAUUADUA
a1 IP Header @28 13an Pseudo Header




Ch. 25: 25.10 UDP Checksum uwag
Pseudo Header

. ﬁ’oﬁ”q’ a1iin1s1ad Checksum duazarviuanndruiia
unaa IP Address, Protocol(Type) uwaz UDP

Length ann IP Header (Pseudo Header) uaz
Data

= MsAwAAgULGAY 16 Bit Word 11vin 1's Complement Sum
NRAWET 16 avin 1's Complement anvinilv gnatduaueazin
1's Complement 8na5y

ANABT g
“’“"‘“ Ju?"(/
& B
o e
& %
S s
a &
% &7
M 5
L ENGIneS

bits 0-7 8§ -15 16 — 23 24 - 31
0 Source address A
32 Destination address Pseudo
Header
64 Zeros Protocol UDP length P
96 Source Port Destination Port
128 Length Checksum

160 Data



Pseudo Header @151 IPv6
= Next Header = UDP(0x11, 17)

Offsets Octet 0 1 2 3
Octet Bit 0-7 8§-15 16 -23 24 - 31
0 0 A
4 32 ’
Source address
8 64
12 96
16 128 Pseudo
20 | 160 Header
Destination address
24 192
28 224
32 256 UDP length
36 288 Zeros Next Header )
40 320 Source Port Destination Port
e 352 Length Checksum

48+ 384+ Data



Ch. 25: 25.11 UDP Encapsulation

= UDP u5531Tu IP 1inalaf Protocol wwas

17 (0x11)
UDP Hdr UDP Payload
l l
IP Header IP Payload
l i
Frame Header Frame Payload

Figure 25.3 The encapsulation of a UDP message in an IP datagram.
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s UDP a2 Bnsdain hidiuhiSesnnuimens luesmsdadona
wiazriui Overhead ¢ vaznnusiasy

= DNS (Domain Name Service)

= DHCP (Dynamic Host Configuration Protocol)
= SNMP (Simple Network Management Protocol)
= RIP (Routing Information Protocol)

= VOoIP (Voice over IP)

» Streaming Media (Real-time Video/Audio)

= Online Games (MMORPG, Massively multiplayer
online role-playing games )
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= TCP
= Transport Control Protocol

= Reliable Protocol for the Internet
= TCP/IP (TCP over IP)




%, Chapter 26 TCP: Reliable
.2 & Transport Service

» TunsalntsisavnIsauNulalunissy
Aaya’leaciigneay Wiu IP niin151in9u
iy Datagram sneavls Mechanism
a T uliulagvnalaviu Protocol
2a9 Layer 4 (Host-to-Host 1152
Transport)

= 1AgsadlRanad TCP (Transmission Control
Protocol)

= 138105309731 TCP/IP

= A3l TCP+IP vinTvirfidiiu Application lLaisiagfivIa
IavaadnIsavayadnea‘lil

« LGN tayas I wiandAuue IP Address uag Port
Number annilu szuu TCP/IP agamni1svitaalv

« AnAunsalily UDP/IP Tuuniiuay
= Aa1IAa TCP aylu Reliability Tunis&aans




Chapter 26 TCP: 26.3 TCP
8.2 X Service

Q/

= TCP Niusdn1saav 7 fhuluaiq il

= Connection Orientation

= TCP Tviu3n1suuu Connection-Oriented i Application
aumaasawamsnjamanaumuumsaamaua

= Point-to-Point Communication

= ey Connection aas TCP agdigay End Points tvinilu
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Figure 26.3 Comparison of transmussion using (a) stop-and-go. and (b) shd-
ing window.
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Figure 26.3 Comparison of transmussion using (a) stop-and-go. and (b) shd-
ing window.
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Events at Host 1
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Figure 26.5 Illustration of TCP retransmussion after a packet loss.
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Figure 26.7 A sequence of messages that illustrates TCP flow for a maximum
segment size of 7000 bytes.
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Acknowledge twatliiniiladn Data lasuasuarunauacile
Connection




7 X Chapter 26 TCP: 26.12 TCP Three-
Way Handshake(Open Connection)

Events at Host 1 Events at Host 2

send SYN

=4 receive SYN
— send SYN + ACK

receive SYN + ACK —}=
send ACK

&l receive ACK

Y |

Figure 26.8 The 3-way handshake used to create a TCP connection.



Chapter 26 TCP: 26.12 TCP Three-

%24 Way Handshake(Close Connection)

Events at Host 1

send FIN + ACK —

receive FIN + ACK —
send ACK

Events at Host 2

. receive FIN + ACK
L send FIN + ACK

) receive ACK

|

Figure 26.9 The 3-way handshake used to close a connection.



Chapter 26 TCP: 26.13 TCP
Congestion Control

FMADI 1y
gy 13
5 s,
& e
[o} .
S, s
A &
&, "j
< >
&x !
YENGINEY,

= TCP i Congestion Control figiusiau
Uszrianannr'lu

= tflagann Congestion vinluiifia Delay somaliifia,
Retransmission &vnanauuiu Congestion wilndu
Aatiea Congestion Collapse

= WiINTIaNsAU Congestion Wi liaslaiganane
N13&9 wel TCP Lissaduaansn)saa’le (e
Ian1sx9ann Buffer Mlssuannanienilv

 S9funsAIuANERTIA1sRIlY TCP agAIuANAINATS
wWRauwlavauiauas Window unu

. msamwuvaindow av11A517 Aztdunisanansnisy
gayaldlum

: Lﬁ_aﬁ Data Loss (Aa Congestion Tuyuuag TCP) aua
Window aggnanad



Chapter 26 TCP: 26.13 TCP
Congestion Control(2)

FMADI 1y
gy 13
5 s,
& e
[o} .
S, s
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YENGINEY,

= TCP i1 Congestion Control viane
Algorithm niiaudaisuav ‘Slow Start’
= LilaL3y, Connection 111i “sansdainil Message Loss
PUALLINAINNNTRIN Y Message
« 6137U'le5u ACK sfuasavsas Message
« d1'l6%u ACK vivaay fuazde 4 Messgae

= uazazgoiludaviresulanleiu ACK asu Baaldauds
gutvnAuavniivaay Window Size 7 Advertise annkisu

nniuiuasAnnisadsuuy Linear asuwinilsifinns
Congestion

« €618 Congestion azl3uRITiae Message Tua

sutiunnauzieaIaILin Congestion wazilaviunisifia
Congestion Collapse

= Congestion Control aglasauiu Congestion
Avoidance 493l Algorithm unnung



Chapter 26 TCP: 26.14 TCP Segment
Format

= i Format 16 12y Message,
Acknowledge, SYN, FIN

= Ueay Message uad TCP 13an Segment

= WLEAY Segment &unsaay Data, Acknowledge uav
Data M'l6%u, Window Advertisement

: Acknowledgement Number wag Window Field »unadv
Data M'l651 Aa Sequence Number (5usiuzad Data 06 11
Misiagn1s wae Buffer Miida 61 Data Wl,m”'l,mllu Order 31u
ayady Ack Number a9 Data mmmmomaaumwaﬂmn

= Sequence Number unafv Sequence Number uav Byte
wsnaady Data Miay

= Checksum agiilu Checksum uav Header uag Data
= Code Bit vvuaninilu Segment ufinlviu (Data, SYN, FIN)



Chapter 26 TCP: 26.14 TCP Segment
Format

0 4 10 16 24 31
SOURCE PORT DESTINATION PORT
SEQUENCE NUMBER
ACKNOWLEDGEMENT NUMBER
HLEN | NOT USED | CODE BITS WINDOW
CHECKSUM URGENT POINTER
OPTIONS (if any)
BEGINNING OF DATA

Figure 26.10 The TCP segment format used for both data and control mes-
sages.
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LENGINEY.

s AU AUAY UDP Port

= Well-Known Port: 0-1023
« FTP: 20/21 (Data/Control)
» Telnet: 23
=« SMTP: 25
=« DNS: 53 (UDP/TCP)
=« BOOTP: 67/68 (Server/Client) (Mostly UDP)
« HTTP: 80

» Registered Port: 1024-49151
= Dynamic Port: 49152-65535
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= HW 6: UDP uaz TCP
= 14 Download Question ann Web

s &9 dUavinin
= Next Week, Week 12
= Routing Part I: Routing Mechanism
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TOPICS

= Chapter 27: Internet Routing and Routing Protocols
= 27.1 Introduction
= 27.2 Static vs Dynamic Routing
= Extra: Router Configuration in Network
= 27.3 Static Routing and Default Route
= Extra: Examples of Static Routing
= BREAK
= 27.4 Dynamic Routing and Router
= 27.5 Routing in Global Internet
= 27.6 Autonomous System Concept
= 27.7 Two Types of Routing Protocol
= 27.8 Routes and Data Traffic
« Extra: Bellman-Ford Algorithm Review
= Extra: Dijkstra Algorithm Review




Chapter 27:Internet Routing and
Routing Protocol

= anuauzn1sse Packet 1u IP Network azae
iaz Hop ann Network iy lildvan
Network 1iilv

= Router aziinniNavna? wavann Router
ifludrdansziiine Network

= NM9R9aznNEIU Prefix aav IP Address
avily Router azsiav Run IP Protocol aa
rirvruluszeiu Layer 3

= 1 Router aziinns519dia Routing Table
A11iue IP Address 21av Next Hop



Chapter 27: 27.2 Static vs
Dynamic Routing

= A15111 Routing vin'lad@aguuil

= Static Routing: wunafya1319 Routing, Table aav
Router usiagsiazlutdqau dagfaisetiazgniinua
11 Network Administration

= Aamsvilayldannnisyin Configuration uag Router

= Dynamic Routing: viunaéivens1e Routing Table
sngad]uule audgnansauAuavaag Network
AU Iaaiuagiinng Update aaantian

« n598ldanA1sAIMuaTI Router inn1s Run Routing
Protocol

Tuusag Routing Protocol 7 Router agvinasuantdlay
Aayanuay 1aaraua Network lusasutnenag annfiu
Router waagmiagadan1s1y Routing Table annzayaniiu
57us N 'le azayan'lasutdlau asann Network tlQeu

ﬁujwmmmmsmm wazilsulvitindugniwuag Network 7
el




Chapter 27: 27.3 Static Routing
In Host and Default Route

= 2iadaav Static Routing @Aavna uazlucgayla
Routing Software(Router aziinvuiiaaav)
uananiar'luled Respurce aav Network tnwsae
Router lusiavuantlddauziayanu

» uazatdada asvtdaau'ile ad Link Down
1132 Router Down tgunsiiuazlad laile vinliinas
gvaayanAvuatdunviiungadsIn

= uananiiuay Static Routing azd1Aai Network zuiaidn 12y

5¥11319 LAN 2a9a9dns nsidianmardu Internet ag'lailel Static
Routing

« wsaldiuuas iy Host AiLdtausiadu Network #ifin1vaan
WU Router etae(Aam Gateway)

= nA157af Static Route a2siin1sAlviua Default
Route L&ua

= A1511 Static Route savasrazaulviaaz'lud
Route Loop




Chapter 27: 27.3 Static Routing
In Host and Default Route

Ethernet 128.10.0.0/16

Router R,

Ij T"

L |
| | | | ] router address
= == - 128.10.0.100 to rest of
Interner
(a)
Net Mask Next hop
128.10.0.0 255.255.0.0 direct
default 0.0.0.0 128.10.0.100
(b)

Figure 27.1 (a) A typical connection to the Intemet, and (b) the static for-
warding table used in each host.



A1sAUUR Interface 115U
Router

» uaar Interface aav Router azeiavil IP Address
nasvnunar Network i Interface 12adauna
(Prefix wislauniu e Suffix a1vAu)

58.42.96.2

=D
A 195.3.0.193

58.42.96.1

195.3.0.194

70.12.0.1 70.12.0.2
70.12.0.0/16



A1sAUUR Interface 115U
Router

» Anunidaucnalnans95:117319 Router assavdarilu
11119 Network wiufu ua Network iidflunanionu
aavaya uAInduaasAariuaiu Routing Table

R4 1953.0.103

70.12.0.1

70.12.0.0/16



A1sAUUR Interface 115U
Router

= &1e5215219 Router squ15a Subnet ann Private IP 16 uaz
gavn1stadsiav Host Address dfvinaazlal /30 Awa w2du Sub
a1n 192.168.100.0/24 a1 64 Subnet

Subnet 192.168.100.4/30 : Host Range 192.168.100.5-192.168.100.6; Broadcast 192.168.100.7

192.168.100.8/30

192.168.100.16/30 192.168.100.12/30

70.12.0.0/16



A1sAUUR Interface 115U
Router

= ANSANLUA Static Routing Table 1isiu Router unaziniinlaann
ANSATKUALEUNIYRY2aa’a1Nn Router "I,ﬂs.‘i’omnl Network
(Network iilu Transit ‘Lisiavrrviua tws1:1isi Host dananv)
ANUUAvUaLdUn1IviilvTuitilu Default Route 2iu R1

70.12.0.0/16




A1sAUUR Interface 115U
Router

Mask Next Hop
200.18.95.0 255.255.255.0 Direct
70.12.0.0 255.255.0.0 192.168.100.17

58.42.96.0 255.255.224.0 | 192.168.100.6

195.3.0.192 |255.255.255.192| 192.168.100.6

0.0.0.0 0.0.0.0 192.168.100.17

70.12.0.0/16



A1sAUUR Interface 115U

ANARS >
_W\\\m 3y 73
5 25\
& €.
5 2
= 5
A \
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va o
ﬂ/ \«L‘-"
X eNGNeE

R2 Routing Table

70.12.0.0/16




A1sAUUR Interface 115U

ANARS >
_W\\\m 3y 73
5 25\
& €.
5 2
= 5
A \
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va o
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X eNGNeE

R3 Routing Table

70.12.0.0/16




A1sAUUR Interface 115U
Router

R4 Routing Table

70.12.0.0/16




Chapter 27: 27.4 Dynamic
Routing and Router

= 1lné Router 1u Internet az12 Dynamic
Routing

= alufinnsuanid@eau Routing Information 530y
AU

= Static Routlng a133:9n 1A TuNS LN
Customer iaueiadu ISP winu Router v
lunssiiliinnvaan Internet Witan1vLéien
uazliiantilusiavlad Dynamic Routing

= 132 Static Routing a1aazldn1aluavans
wWiadaueia LAN unanavNaluainig



Chapter 27: 27.4 Dynamic
Routing and Router

= Router az3¥n Network vitflu Direct Connect
U

= A151 Router argan Network Au JUIATADILTLUT
17310 Router dghduiinalanuansesiu Network ifu

= lu Static Routing 2:'1iii581 Router azisausle

» AuiiunisisauseavinisAtuiuaann Software u
Routing Protocol 1u Dynamic Routing

= AEAISIAEUsUaY 1inTu Router susalsunisie
Aadnu lanaeindtuuzan ausgnIn Network upma
T1im1519 Routing tilu Dynamic



¢, Chapter 27: 27.4 Dynamic
%2 4 Routing and Router

= 31n51 R1 990 200.18.95.0/24 uaz
58.42.96.0/19 un'lsisdan 195.3.0.192/26

= R2493n 58.42.96.0/19 uar 195.3.0.192/26 ua'la
54n 200.18.95. 0/24

= R1 uar R2 uamﬂaﬂumauanumu 58.42.96.0/19
11T Router unazdi53n Network auq

= 61 195.3.0.192 1Anau R2 3¢9 warsiuisauan
caliegs R1 1a 71 195.3.0.192/26 Unreachable

= 61 R2 au i1y R1 ‘Lighunsadacale deiiu R1 ay
Mark 21 195.3.0.192/26 (ilu Unreachable t21ufu

58.42.96.0/19 195.3.0.192/26




Chapter 27: 27.5 Routing in
Global Internet

= Internet Us:nauaaa Router unnung a"'\au"m"
Router mnmuamﬂaﬂumauanu Router nnam av
intu Routmg Traffic duunda

» Waddaa 1w Traffic lu Internet azlain151in
Routing uuTlusisuaiu (Hierarchy) 1nuiin1s
uuvnauaay Royter uauumsuamﬂaﬂumaua
aalunan anniduazd Router Miludrunuaas
aauvinnsuanildauliayasuniauan

= Routing Protocol ﬂ'\ﬂ"lunau ATUANIIANA
Routing Protocol szmwnau
m wumﬁaoﬂam%mmm ﬂuaﬂnwmmaoaaﬂﬂs

. Lmauaaﬂﬂsmﬂwmwamau I ndgtdan Routing Protocol
aein9'lsA'l6 mauma‘lunau

= g Routing Protocol m‘l?ju,anLﬂaﬂumauasvmwnamvmao
1flu Protocol t&eniu




7%, Chapter 27: 27.6 Autonomous
¢ System Concept

» WeaznANADY Router Nauainnis
1asVANSLALND 1511581AN
Autonomous System (AS)
= aaztduniloasdng wia wily ISP

» AVANTUTIANARTULINANUAY Router L1ilu
Bale AS A'le

= Router analu AS agiinsuantd&au Routing
Information Au



7 Chapter 27: 27.7 Two Type of
&4 Internet Routing Protocol

s 27.7.1 Interior Gateway
Protocols(IGP)

= Router anatu AS agla Interior Gateway
Protocol (IGP) Tunsuantd&au Routing
Information

= Weiag AS fi@nsavidan IGP sulafile
= RIP
= OSPF
= IGRP (Cisco)
= EIGRP (Cisco)



7%, Chapter 27: 27.7 Two Type of
&4 Internet Routing Protocol

s 27.7.2 Exterior Gateway
Protocols(EGP)

= Router Tuwsiag AS aglad EGP Tun1s
wantlleau Routing Information Ay Router
Tuan AS nilv

= EGP dn@gaiugdaunin IGP wai1n15ldvu
FefianeunI uagil Overhead 610N

» EGP ag&g1 Routing Information Tuwesay AS
Aaunaz9 ldlran AS il
= 1389 Routing Information aanuan AS &u15a
AMunuaItayalalvias nialulude'le



Chapter 27: 27.7 Two Type of
Internet Routing Protocol

s 27.7.3 énasrvni1siadviu IGP was EGP
= Router R1 ag Run 19 IGP1 uay EGP
= Router R4 az Run 19 IGP2 uay EGP

EGP used

e i i T B e i T, B i

Autonomous
System 2

Autonomous
System 1



Chapter 27: 27.7 Two Type of
Internet Routing Protocol

x 27.7.4 Optimum Routes, Routing
Metrics and IGP

= Undidunvavtayalu Internet azdiviaraidumnig
= Router aziaanidunanange (Optimal Routes)
= Remote Application araagiilutguniai Delay snan

= Web Application anadludunof Throughput guga
= Webcast 13a Real-Time aratflutgunon Jitter singn

= 15112@131 Routing Metric tHludiinsnaruagnisae
luusastaung

= 2133¥IAA1N0 Delay, Throughput w3a Jitter sanguiu

= usidnilu Internet aglal Metric &avainiunu
= Hop Count (a1uu Network #9a Router #isinu)

= Administrative Cost (Annuatavann Administrator) \Wia
AmMuaNTWRunIIRIzayatiuldeusagnig

\uAMuaLEuNY 4 Hop il Administrative Cost s n
LW{un9&kay Hop twaiivauldayasy’lunigil
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Chapter 27: 27.7 Two Type of
Internet Routing Protocol

= 27.7.4 Optimum Routes, Routing Metrics and
IGP

= MTILEUNIVUAY IGP azlad Routing Metric

= EGP agllad

= tilavannusiaz AS 19f IGP ¢nvAu wazla Metric sinvfu Ligunsa
uaaumaule

= Gty EGP aglainenauun Optimal Path sfulaeviduniese
AaNALVINTU

Throughput = 15 Mbps



Chapter 27: 27.8 Routes and
Data Traffic

= Data Traffic azidnednivn1stuasgnu
1n19AU Routing Traffic

Routes for customers
of ISP,

Data to customers
of ISP,



Least Cost Path Algorithms

= Q51uavtdaaunii 18 18.12-18.13
= A31n Course Notes 3211 CPE 326

= A31n Course Notes 3211 CPE 231
= 1329 Graph

= ddav Algorithm nliiaeauviiauAu ual2ais
ATUIUANIAY
= aviuazlddayann Routing Information sinviu

« Afiatiluiinng Routing savuwuy

= Distance Vector Routing ag1a Bellman-Ford Algorithm

lunsil Router azuanildaua1519 Routing Table lawizAuiiauiinu
LN Aayaay Propagate iag Router tiadyniaiuanaisy tau
RIP(Routing Information Protocol)

= Link-State Routing ag1af Dijkstra Algorithm

Tun15 Router agav Link State wavautads (tawg Direct Connect)
1dTvidunneg Router waag Router ag53u52u Link State Database
waras19 Topology 2a91ie Network annsiusiuazashe Shortest Path
First Tree Taasiutilu Root 11s Router na9e




1. n1sdvaiaya’ann Host uilv Milgdvdn Host 1ily Asziinmu Router
flatiauay Network mswuaum\mawnauwwmn Router 111911l

an Router ‘WLN ‘I/I Network uumaumaau



2. Cost ﬁa’osumw Router 1duaznauluanttunavinnnu msuﬁuasj
Au Queue 1 Interface 2av Router duniv ‘Lilzddarane isausEnyg
a1 Cost 5211719 Router Mmaumauma Taalaf Cost Matrix



2. Cost M&v5211319 Router Mluazndulisinilusasvindu wiszduasi
Au Queue 7 Interface 2av Router siunv LuTadlaranie 1suaag
@1 Cost 511719 Router fifitduiziancna a2 Cost Matrix (W)
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Bellman-Ford Algorithm
Definitions

Find shortest paths from given node subject to
constraint that paths contain at most one link

Find the shortest paths with a constraint of paths
of at most two links

And so on

s = source node

w(i, j) = link cost from node i to node j
= Wi, i) =0
= W(i, j) = o if the two nodes are not directly connected
= W(i, j) = 0 if the two nodes are directly connected

h = maximum number of links in path at current
stage of the algorithm

L.(n) = cost of least-cost path from s to n under
constraint of no more than h links



Bellman-Ford Algorithm
Method

Step 1 [Initialization]

s Ly(n) =, foralln=s

=« L(s) =0, forallh

Step 2 [Update]

For each successive h >0

=« For each n # s, compute

s Ly M)=""TLN+wW(0,n)]; Vi

Connect n with predecessor node j that achieves
minimum

Eliminate any connection of n with different

predecessor node formed during an earlier
iteration

Path from s to n terminates with link from jton



Example: Bellman Ford ann Node
1 (h=0: Initialization: s=1)

L EngNeS

5 = y 1|2 (3|4 |5|6|7]|8]|9
R2
R4
S 4 2 2 3 o0 %) 0 6 %) 2 (%)
= SR =
2 iﬁ»‘ g 2 = 5 00 1 ) 00 ) )
2 ~— g
3 3 4 4 ) 4 1 5 00 ) ) )
4 1 3 3//3
R1 6 Rg_ 2 00 00 2 00 00 3 00 3
e s}% =5 R7

Cost R1 11nnq Node = Infinity
Lo(n)=00; n = 2,..,9: L,(1)=0

H
a0
(
q
&
Ol N|O 0|~ W N|[R
8
N
N
8
H
-
8
8




Example: Bellman Ford ann Node
1 (h=1: Initialization: s=1)

L EngNeE

R3

5 == y 1|2 |3 |4|5|6|7|8]|09
4 2 2 R4 i 3 00 00 00 6 00 2 00
1 R5 /5 —
2 I&j 1 2 2 = 5 ) 1 ) ) ) )
3 4 4 3 00 4 1 5 00 00 00 00
1 3 3//3
R£6'f§>_ 2 4 £ 0 2 00 0 3 00 3
S (=="R7
— 5
1 5 R9 5 00 2 2 & 4 1 e £0
: S
5 3L R3 z - 6 | 4| || |3 2 (1] =
N— 3
7 00 00 00 4 4 5 0 5
Cost R1 11nnq Node = Infinity 8 | 5| o | 0| o | | 1] 2

auaw Ly, (m=min[L()+wm,n)]

L,(2)=min;[Lo(j)+w(j,2)]; 1 = 1,..,9
=mln[LO(1)+W(112)1LO(Z)+W(212)IL0(3)+W(312)1IL0(9)+W(912)]
=min j = 1, path = 1-2, cost = 3

L,(3)=minj[Ly(3)+w(j,3)]; j = 1,..,9
=mln[LO(1)+W(1,3),LO(Z)+W(2,3),L0(3)+W(3,3),,L0(9)+W(9,3)]
=all infinity



Example: Bellman Ford ann Node
1 (h=2: n=2,3)

Lengme®

1 2 3 4 5 6 7 8 9
R4 1 3| 0| w|w| 6|« |2]w
= 2 | 2 5 | o | 1| | o |« |
3 o 4 1 5 0 o o0 0
3/ 3
4 | © | = | 2 w [ o[ 3| | 3
JrRol 85| ~|2]|2]« 4 | 1| |
= 6 | 4| | | |3 2 | 1|
7| || ~|a4|a]|s v | 5
Cost R1 11l Node 3,4,5,7,9= Infinity 8| 5| o | o | || 1] 2
L,(2)=3; L,(6)=6; Li(8)=2;:L,(1)=0 [ T-1-131-1=-13 3

auaw Ly, (m=min[L,()+wm,n)]

L(2)=minL,G)+w(j,2)]; j = 1,.,9
=mln[Ll(1)+W(1,2),LI(Z)+W(2,2),L1(3)+W(3,2),,L1(9)+W(9,2)]
=min j = 1, path = 1-2, cost = 3

L,(3)=minj[L,(§)+W(j,3)]; j = 1,...9
=mln[Ll(1)+W(1,3),Ll(Z)+W(2,3),L1(3)+W(3,3),,L1(9)+W(9,3)]
=min j=2, path = 1-2 plus 2-3 = 1-2-3, cost = 3+5=8



<%, Example: Bellman Ford ann Node
hoit 1 (h=2: n=5,7)

1 2 3 4 5 6 7 8 9

R4 1 3| w0 ||| 6|«|2]

= 2 | 2 5 | o | 1| | o |« |

3 3l 3|« | 4 1 (5| o | oo ]|

4 | » | » | 2 w [ o[ 3| | 3

JrRol 85| ~|2]|2]« 4 | 1| |

@ 6 4 0 0 o0 3 2 1 o0

7| || ~|a4|a]|s v | 5

Cost R1 11l Node 3,4,5,7,9= Infinity 8| 5| o | o | || 1] 2
L,(2)=3; L,(6)=6; Li(8)=2;:L,(1)=0 [ T-1-131-1=-13 3

auaw Ly, (m=min[L,()+wm,n)]

Ly(5)=min[L;G)+w(,5)]; j = 1,..,9
=min[L1(1)+W(115)1L1(2)+W(215)IL1(3)+W(315)I'"IL1(6)+W(615)I"IL1(9)+W(915)]
=min(3+1,6+3)=4 (j=2, path = 1-2-5, cost = 4)

Lo(7)=minj[L,(§)+W(j,7)]; § = 1,..,9
=min[L,(1)+w(1,7),L,(2)+w(2,7),...,L1(6)+wW(6,7),...,L{(9)+wW(9,7)]
=min j=6, path = 1-6 plus 6-7 = 1-6-7, cost = 6+2=8



7%, Example: Bellman Ford ann Node
%t 1 (h=2: n=6)

1 2 3 4 5 6 7 8 9

R4 1 3| 0| w|w| 6|« |2]w

= 2 | 2 5| o [ 1| o | o[ o]w

3 3l 3| | 4 1 | 5| o | o | o[

4 | » | » | 2 w [ o[ 3| | 3

JrRol 85| ~|2]|2]« 4 | 1| |

= 6 | 4| | | |3 2 | 1|

7| || ~|a4|a]|s © | 5

Cost R1 1i1nng Node = Infinity 8| 5| o | o | || 1] 2
L,(2)=3; L,(6)=6; Li(8)=2;:L,(1)=0 [ T-1-131-1=-13 3

auaw Ly, (m=min[L,()+wm,n)]

Ly(6)=min[L,(§)+W(j,6)]; j = 1,..,9
=min[L,(1)+w(1,6),..., L;(8)+w(8,6),..,L,(9)+w(9,6)]
= j=8; Path 1-8+8-6 gnn71 Path 1-6



Example: Bellman Ford ann Node
1 (h=2: n=8)

& .
Lengme®

1 2 3 4 5 6 7 8 9

1 3 oo o0 o0 6 o0 2 o0

2 | 2 5| o [ 1| o | o[ o]w

3 o 4 1 5 0 o o0 o0

4 | » | » | 2 w [ o[ 3| | 3

5 0 2 2 0 4 1 o0 o0

6 | 4| © | | =« | 3 2 | 1|

7| || ~|a4|a]|s © | 5

Cost R1 1i1nng Node = Infinity 8| 5| o | o | || 1] 2
L,(2)=3; L,(6)=6; Li(8)=2;:L,(1)=0 [ T-1-131-1=-13 3

auaw Ly, (m=min[L,()+wm,n)]

L(8)=minLy()+w(i,8)]; i = 1,..,9
=min[L,(1)+w(1,8),..., L;(6)+w(6,8),..,L,(9)+w(9,8)]
=Path ilaau |

Aol Nn=9 wul1 Path 1-8-9 fiaduit@ad 2 Hop



Example: Bellman Ford ann Node
1 (h=3)

& -
Lengme®

1 2 3 4 5 6 7 8 9
1 3 o0 o o0 6 o 2 o0
2 2 5 00 1 0 0 o0 o
3 o0 4 1 5 o0 oo o0 o0
4 | » | » | 2 0o | o | 3| |3
5 0 2 2 0 4 1 0 o0
6 | 4| © | | =« | 3 2 | 1|
7| || ~|a4|a]|s © | 5
Cost R1 1ud Node 4 = Infinity 8| 5| « | | o ]| 1]« 2
L,(2)=3; Ly(3)=7; L,(5)=4; L,(6)=6 o | oo lolalalolsls
L,(7)=8; L2(8)=2; L,(9)=4: L,(1)=0

auas Ly, (m=min[L,()+wm,n)]

L3(5)=m|n][L2(J)+W(J15)]IJ = 11"19
=min[LZ(1)+IW(115)IL2(2)+W(215)IL2(3)+W(315)I"IL1(9)+W(9I5)]
=Path hitdau

Path "lu R7 "hitd&eau wida Path 1-2-5-7 azwvindu

Path 11 R3 wl&au ann 1-2-3 1ilu 1-2-5-3, Path R4 = min(1-2-3-4,1-8-9-4)



1 (h=4)

11234 |5(6|7 |89
1 | - | 3| 0| o | |6 x|2]|«
2 (2| - | 5| o | 1| | o[ x|«
3| |4 -1 |5 ]| o | o[«
4 | © | o | 2 - | 0o | 0o | 3 | o [3
5 (2|2 |2 | ]| - |41 x|«
6 | 4 ) % o 3 - 2 1 =
7 | © || |4]| 4|5 -|=|35
8 | S5 | @ | @[ @[ | 1 | | -2
9 | o | o | @ [ 3 | 0 | | 3| 3| -

Algorithm azugaiiiadesituru Hop geaauas NW

Algorithm susaa1uatlauinnaz'lis Topology 1nanissuziaygaann Node
(Y P=] (X Q/ ¥ a6 1

2iN9taey waun Update ans1rvaasaitas 1iaaladai Cost nanin



Dijkstra’s Algorithm
Definitions

= Find shortest paths from given source node to all other
nodes, by developing paths in order of increasing path
length

= N = set of nodes in the network
= S = source node
= T = set of nodes so far incorporated by the algorithm
= W(i,j) = link cost from node i to node j
= W(,i)=0
= W(i, j) = = if the two nodes are not directly connected
= W(i, j) = 0 if the two nodes are directly connected

= L(n) = cost of least-cost path from node s to node n
currently known

= At termination, L(n) is cost of least-cost path from s to n




Dijkstra’s Algorithm Method

Step 1 [Initialization]

= T = {s} Set of nodes so far incorporated consists of only source

node

= L(n) =w(s,n) forn#s

= Initial path costs to neighboring nodes are simply link costs
Step 2 [Get Next Node]

= Find neighboring node not in T with least-cost path from s

= Incorporate node into T

= Also incorporate the edge that is incident on that node and a
node in T that contributes to the path

Step 3 [Update Least-Cost Paths]
= L(n) = min[L(n), L(X) + w(x, n)]forallne T
= If latter term is minimum, path from s to n is path from s to x
concatenated with edge from x to n
Algorithm terminates when all nodes have been added to T




Example: Dijkstra aan Node 1

(T={1})

. == . 1| 2|3|4|5|6]7
4 2 2 R4 1 3| o ||| 6|«
A ,
5 1 i% == 2 | 2 5| o | 1| o | «
3 4 4 3| | 4 1| 5| | =
1 3 3 3
R6 /] 2 4 00 00 2 00 0 3
= (==Y R7
Y 5 — = 5 Rro |5 |~|2]|2]-= a | 1
5 SR8 2 = 6 | 4| || =|3 2
N 3
7 o0 ) o0 4 4 5
T={1}, L(2)=3,L(3)=inf,L(4)=inf, 8| 5w |w|w|w]1]«
L(5)=inf,L(6)=6,L(7)=iInf,L(8)=2, o | o | =l =13]l=1=13
L(9)=inf



Example: Dijkstra aan Node 1

(T={1})

5 S—

T={1}, L(2)=3,L(3)=inf,L(4)=inf,

Ol N|O 0|~ W N|[R
8
N
N
8
D
-

L(5)=inf,L(6)=6,L(7)=inf, L(8)=2,
L(9)=inf

Min = L(8) &viiuiin Node 8 18%u T; T={1,8}
L(n) = min[L(n), L(8) + w(8, n)] forallnnotin T
T={1,8}, L(2)=3,L(3)=inf,L(4)=inf,
L(5)=inf, L(6)=3, L(7)=inf,L(8)=2,

L(9)=4



Example: Dijkstra aan Node 1

(T=1{1,8})

5 = ) 1| 2|(3|4|5]|6]7
4 2 2 R4 1 3| o ||| 6|«
5 :
2 ! ji%: b;% 2 2 5 % 1 o0 =
3 > 4 4 3 3 | - | 4 1 | 5| © |
R6 /] 3 3 4 00 ) 2 00 0 3
= 2 = RT
4 AN T, /RO | 2|2~ 411
5 R8 23 6 | 4| || |3 2
7 o0 ) o0 4 4 5

T={1,8}, L(2)=3,L(3)=inf,L(4)=inf, | g |5 | « |« | « | 1] «
L(5)=inf,L(6)=3,L(7)=inf, L(8)=2, 0| =l =lol3l=]=]|3

L(9)=4

Min = L(2) sviiuiin Node 2 18%u T; T={1,2,8}
L(n) = min[L(n), L(2) + w(2, n)] forallnnotin T
T={1,2,8}, L(2)=3, L(3)=8, L(4)=inf,
L(5)=4, L(6)=3, L(7)=inf, L(8)=2,

L(9)=4



Example: Dijkstra aan Node 1
(T={1,2,8})

R3

T={1,2,8}, L(2)=3, L(3)=8,L(4)=inf,

L(5)=4, L(6)=3, L(7)=inf, L(8)=2,

Ol N|O 0|~ W N|[R
8
N
N
8
D
-

L(9)=4

Min = L(6) sviiuiin Node 6 1&%u T; T={1,2,6,8}
L(n) = min[L(n), L(6) + w(6, n)] forall n notin T
T={1,2,6,8}, L(2)=3, L(3)=8, L(4)=inf,
L(5)=4, L(6)=3, L(7)=5, L(8)=2,

L(9)=4



Example: Dijkstra aan Node 1
(T={1,2,6,8})

T={1,2,6,8}, L(2)=3, L(3)=8,L(4)=inf,
L(5)=4, L(6)=3, L(7)=5, L(8)=2,

Ol N|O 0|~ W N|[R
8
N
N
8
D
-

L(9)=4

Min = L(5) u3a L(9) Ale duifuiin Node 5 1&%u T; T={1,2,5,6,8}
L(n) = min[L(n), L(5) + w(5, n)] forallnnotin T

T={1,2,5,6,8}, L(2)=3, L(3)=6, L(4)=inf,

L(5)=4, L(6)=3, L(7)=5, L(8)=2,

L(9)=4



Example: Dijkstra aan Node 1
(T={1,2,5,6,8})

T={1,2,5,6,8}, L(2)=3, L(3)=6, L(4)=inf,

Ol N|O 0|~ W N|[R
8
N
N
8
D
-

L(5)=4, L(6)=3, L(7)=5, L(8)=2,
L(9)=4

Min = L(9) &vifuiin Node 9 1&%u T; T={1,2,5,6,8,9}
L(n) = min[L(n), L(9) + w(9, n)] foralln notin T
T={1,2,5,6,8,9}, L(2)=3, L(3)=6, L(4)=7,

L(5)=4, L(6)=3, L(7)=5, L(8)=2,

L(9)=4



Example: Dijkstra aan Node 1
(T={%1,2,5,6,8,9})

T={1,2,5,6,8,9}, L(2)=3, L(3)=6,
L(4)=7, L(5)=4, L(6)=3, L(7)=5,

Ol N|O 0|~ W N|[R
8
N
N
8
D
-

L(8)=2, L(9)=4

Min = L(7) &viiuiin Node 7 1du T; T={1,2,5,6,7,8,9}
L(n) = min[L(n), L(7) + w(7, n)]forallnnotinT
T={1,2,5,6,7,8,9}, L(2)=3, L(3)=6, L(4)=7,

L(5)=4, L(6)=3, L(7)=5, L(8)=2,

L(9)=4



Example: Dijkstra aan Node 1
(T={1I2I5I6I7I8I9})

1 2 3| 4 5 6 7

T={1,2,5,6,7,8,9}, L(2)=3, L(3)=6,

Ol N|O 0|~ W N|[R
8
N
N
8
D
-

L(4)=7, L(5)=4, L(6)=3, L(7)=5,
L(8)=2, L(9)=4

Min = L(3) svifuiin Node 3 1&%u T; T={1,2,3,5,6,7,8,9}
L(n) = min[L(n), L(3) + w(3, n)] forallnnotin T
T={1,2,3,5,6,7,8,9}, L(2)=3, L(3)=6, L(4)=7,

L(5)=4, L(6)=3, L(7)=5, L(8)=2,

L(9)=4



Example: Dijkstra aan Node 1
(T=1{%,2,3,5,6,7,8,9})

1 2 3| 4 5 6 7

3 () () %) 6 ()

2 = 5 00 1 00 00

T={1,2,3,5,6,7,8,9}, L(2)=3, L(3)=6,
L(4)=7, L(5)=4, L(6)=3, L(7)=5,

Ol N|O 0|~ W N|[R
8
N
N
8
D
-

L(8)=2, L(9)=4

Min = L(4) svifuin Node 4 1&%u T; T={1,2,3,4,5,6,7,8,9}
L(n) = min[L(n), L(4) + w(4, n)] forallnnotin T
T={1I2I3I4I5I6I7I8I9}I L(2)=31 L(3)=61 L(4)=7I
L(5)=4, L(6)=3, L(7)=5, L(8)=2,

L(9)=4



Example: Dijkstra aan Node 1
(T={%,2,3,4,5,6,7,8,9})

1 2 3 4 5 6 7
1 3 o0 o0 o 6 P
2 | 2 5| o | 1] o [ e
3| | 4 1 | 5| « | =
4 | » | » | 2 ©° | © | 3
5| | 2| 2| 4 (1
6 | 4| © | o | o[ 3 2
7| | x| ~|4]| 4|5
8 [ 5| o | o[ o[ w ]| 1]«
9 [ 0o | w0 | o[ 3w ]| |3

T={1I2I3I4I5I6I7I8I9}I L(2)=3l L(3)=6I L(4)=7I
L(5)=4, L(6)=3, L(7)=5, L(8)=2,
L(9)=4
Algorithm Terminates
Dijkstra azfruralscaiias Topology uav Network
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= Week 13 IP Routing II:
BGP/RIP/OSPF and Multicast
Protocols
» Chapter 27:27.9-27.16 + Extra Notes

. BGP
« RIP
. OSPF

=« Subnet and VLAN
= Switch Layer 3




!'_ CPE 426 Computer Networks

Chapter 10:

Text Chapter 27: Internet
Routing

Part II:BGP, RIP & OSPF




TOPICS

= Chapter 27: Internet Routing and Routing
Protocols
= 27.9 Border Gateway Protocol (BGP)
= 27.10 Routing Information Protocol (RIP)
= 27.11 RIP Packet Format

27.12 The Open Shortest Path First Protocol
(OSPF)

27.13 OSPF Graph

27.14 OSPF Area

27.15 IS-1IS

BREAK

27.16 Multicast Routing

Extra Subnet and VLAN

Extra Switch Layer 3 vs Router
Extra Organization Network




¢ 27.9 The Border Gateway
%« Protocol(BGP)

= flu Exterior Gateway Protocol #1af
AUUNNNE R

« tlaqiiuinl2i@a Version 4 1i5a BGP-4

= ISP azlaf BGP Tunisuantlauu

Routing Information dafvAuuaziu
nazAuzaIu Center 21av Internet

s Uadazldnunisiadvrunr1aluavans
sz Tuavansiad IGP azéinan




27.9 The Border Gateway
Protocol (BGP)

= AOUsANL A9 BGP

= &101501I1119 Routing 5911319 AS

= BGP lsgnaanuuuunlvitilu EGP detiuidiuazgsy
2@iaya Routing Information Tuszau AS sia AS we
SLRUMNAY AzdIuanINaznIU AS ag'lsing
LuLg U9 lddenuunasiagninu AS 17, 2, 56
way 12 wazagluiinisla Routing Matrix uay BGP
g Lignsagenaasiaaatianiu Router Tu AS

» dusanuuaulauna (Policy) Tunsvin
Routing

= HALATTUU &UNTaAKUAITUTTAALEUNNG
119 wu BGP uanfiy AS aus




27.9 The Border Gateway
Protocol (BGP)

= AUsNLAAa9 BGP

= AAsannuUaAn1IINI Transit Routing

= 61 AS Taflunanmgnutiaaz iy AS du BGP azda AS
HuIilu Transit System

« f1ayagIann AS u3a f9'1U7 AS 1a BGP azda AS siuiilu
Stub System

« ansadsenall AS aassilu Stub System e wiiin
11Rgdinvsiaaanuan Internet 1aunnninnileniy (Multi-
Homed)

= BGP 1dnsfedayauuuiiiaga’le

= BGP aziilu Protocol 2nvatuu TCP nunaédioinn1ssy
Routing Information agsiadiin1svin Connection uaziaya
Navausatdiadia’langeluatinvgnsiag




27.10 RIP (Routing Information
Protocol)

= RIP iflu IGP Protocol usnqingniinuniaiu
Internet 1aaidnarduiisicoil

= RIP agvinvrunialu Autonomous System @iy
TaagnaanuuuunTutilu IGP

= RIP 12f Hop Count ilu Routing Metric @1 Cost @a
A1UIU Network Aagaadaan1u

= RIP 12 UDP lun1s&9 Routing Information diaiflu
Unreliable Transport

= 11389 Routing Information wave RIP 12134
Broadcast (Version 1) »%a Multicast (V.1/V.2) 1ae
RIP 1saanuuuulviladdu LAN (Ethernet) v
fUuRUUNITRadTILUY Broadcast uay Multicast

. 224.0.0.9



27.10 RIP (Routing Information
Protocol)

= RIP i§lu IGP Protocol usnqigniinuilailu
Internet Taaiiaaisuliaciil

= RIP aluguun1svin CIDR wag Subnetting (Version 2) 1aa V.2
AziN15&9 Address Mask @7l

= RIP &fiuguunisavm Default Route luAua1919 Routing
Table Tu Routing Information &g

= 57fvue Default Route T3iuA Router sfienfna tdudivisadu
ISP

= RIP 19 Distance Vector Algorithm 1ae Router Aiflutiauiinu
Auazuantddaumnis1e Routing Table wag Router waiazaaagiin
N3 Update 15192290 utada 1 wuLgun1gnisna1sa1nin

« RIP &wunsad1iua Passive Mode Wialaddu Host 16 1ael Host
71 Run Passive RIP agivatnaihen LLawmmsauwauamﬁom
Update a1519'l6 (Router winiiuiignunsagetaya RIP "Lﬂv)
= 2iadiaady RIP dalafviudna tiasua Start RIP ii6H
Router Asgu1saninule



% 27.10 RIP (Distance Vector)
%24 Example

x 61NANYANSVIVIUAAY Distance
Vector

20.20.20.0/24

R2
= 30.30.30.0/24

sguydlnsnila Router
wW3anqAY uardelui Run
RIP

40.40.40.0/24 50.50.50.0/24

aautsn Router az33an
1Nel9 Direct Connect
Network 1naiian Cost
iilueiuel

60.60.60.0/24

70.70.70.0/24



27.10 RIP (Distance Vector)
Example

NW/Mask Gateway Cost NW/Mask Gateway Cost
10.10.10.0/24 Direct 0 20.20.20.0/24 Direct 0
20.20.20.0/24 Direct 0 30.30.30.0/24 Direct 0
R1 rR2 %
g % c &}f _%;q
10.10.10.0/24 T 20.20.20.0/24 o 30.30.30.0/24
3, NW/Mask Gateway Cost
Cogl e || DITER 50.50.50.0/24 |  Direct 0
50.50.50.0/24 Direct 0 3
\1 @ 40.50.50.0/24

40.40.40.0/24

NW/Mask Gateway Cost R6 16 4 NW/Mask Gateway Cost
40.40.40.0/24 Direct 0 > 50.50.50.0/24 Direct 0
60.60.60.0/24 Direct 0 6 70.70.70.0/ 24 Direct 0
R7 a (24
. 25>y 7 € 20.70.70.0/24 12 quutez ”lmum'lswmn
4 Naunu duazuinai Cost
NW/Mask Gateway Cost =~ = &,
60.60.60.0/24 Direct 0 an“u\j Hop Qqnuu Update

70.70.70.0/24 Direct 0 A9V a\‘]ﬁ/’a L1av




27.10 RIP (Distance Vector)
Example

NW/Mask Gateway Cost NW/Mask Gateway Cost
10.10.10.0/24 Direct 0 20.20.20.0/24 Direct 0
20.20.20.0/24 Direct 0 30.30.30.0/24 Direct 0

10.10.10.0/24 30.30.30.0/24
NW/Mask Gateway Cost
Cogl e || DITER 50.50.50.0/24 |  Direct 0
50.50.50.0/24 Direct 0 A ) 3
40.40.40.0/24> \1 ..... @ ‘T""‘(so 50.50. 0[24
NW/Mask Gateway Cost R5 '6 4o NW/Mask Gateway Cost
40.40.40.0/24 Direct 0 - 50.50.50.0/24 Direct 0
60.60.60.0/24 Direct 0 4|6 70.70.70.0/24 Direct 0
........... JRT L Router aztlsauniiaunis
............... »‘ - S g . o o |~ o
60.60.60.0/24 @ 70.70.70.0/24 Tunaazua a9l Juaz
i Lﬁu(mn Cost anuiiv Hop)
NW/Mask Gateway Cost
60.60.60.0/24 | Direct | 0 usifdaguad duay Update
70.70.70.0/24 Direct 0
nmaman'\ Cost Gl'\ﬂ')'l




27.10 RIP (Distance Vector)
Example

NW/Mask Gateway Cost NW/Mask Gateway Cost
10.10.10.0/24 Direct 0 20.20.20.0/24 Direct 0
20.20.20.0/24 Direct 0 30.30.30.0/24 Direct 0
30.30.30.0/24 | 20.20.20.2 1 10.10.10.0/24 | 20.20.20.1 1
50.50.50.0/24 | 20.20.20.3 1 50.50.50.0/24 | 20.20.20.3 1

o
K o
Q o
o 0

» 1
R1 R2
(&}f ;@q
10.10.10.0/24 Kl g_,@ 1 2 ~—",

NW/Mask Gateway Cost

40.40.40.0/24 Direct
50.50.50.0/24 Direct 0 20.20.20.0/24 Direct 0
20.20.20.0/24 | 50.50.50.3 1 50.50.50.0/24 Direct 0
60.60.60.0/24 | 40.40.40.5 1 10.10.10.0/24 | 20.20.20.1 1
70.70.70.0/24 | 50.50.50.6 1 30.30.30.0/24 | 20.20.20.2 1
)\ H 40.40.40.0/24 | 50.50.50.4 1
40.40.40.0/24 — ==t — 50.50.50.0/24 70-70.70.0/24 | 50.50.50.6 | 1
R4
NW/Mask Gateway Cost NW/Mask Gateway Cost
40.40.40.0/24 Direct 0 | 50.50.50.0/24 Direct 0
60.60.60.0/24 Direct 0 70.70.70.0/ 24 Direct 0
50.50.50.0/24 | 40.40.40.4 1 20.20.20.0/24 | 50.50.50.3 1
70.70.70.0/24 | 60.60.60.7 1 40.40.40.0/24 | 50.50.50.4 1
—— — 60.60.60.0/24 | 70.70.70.7 1

60.60.60.0/24 70.70.70.0/24

wan1s Update wladi

Asuantlaauasn
119

NW/Mask Gateway
60.60.60.0/24 Direct 0

70.70.70.0/24 Direct
40.40.40.0/24 | 60.60.60.5
50.50.50.0/24 | 70.70.70.6

=|=|o




27.10 RIP (Distance Vector)
Example

NW/Mask Gateway Cost NW/Mask Gateway Cost
10.10.10.0/24 Direct 0 20.20.20.0/24 Direct 0
20.20.20.0/24 Direct 0 30.30.30.0/24 Direct 0
30.30.30.0/24 | 20.20.20.2 1 10.10.10.0/24 | 20.20.20.1 1
50.50.50.0/24 | 20. 20 20.3 1 50.50.50.0/24 | 20.20.20.3 1

10.10.10.0/24 30.30.30.0/24

NW/Mask Gateway

40.40.40.0/24 |  Direct NW/Mask ___Gateway  Cost
50.50.50.0/24 Direct 0 20.20.20.0/24 Direct o
20.20.20.0/24 | 50.50.50.3 | 1 50.50.50.0/24 | Direct 0
60.60.60.0/24 | 40.40.40.5 1 10.10.10.0/24 | 20.20.20.1 1
)\ /, _______________ : | 40.40.40.0/24 | 50.50.50.4 1
40.40.40.0/24 .= @ . 20:50-50. °f 24 00002 | SRens0e | 2
NW/Mask Gateway Cost NW/Mask Gateway Cost
2040400/ 24 m—m— - "% 4’ 50.50.50.0/24 Direct 0
50.60.60.0/2 r— 5 70.70.70.0/24 Direct o
20.50.50.0/24 | 2040402 n 20.20.20.0/24 | 50.50.50.3 1
70.70.70.0/24 | 60.60.60.7 " 40.40.40.0/24 | 50.50.50.4 1
— — 60.60.60.0/24 | 70.70.70.7 1
60.60.60.0/24 70.70.70.0/24 A
: ﬂ'l‘illﬂﬂlﬂ&ﬂ“ﬁ\'\‘i'\\?
NW/Mask Gateway Cost waRr =
60.60.60.0/24 Direct 0 ﬂ‘su‘l/l'l‘l/!ﬂ 30 uIn

70.70.70.0/24 Direct
40.40.40.0/24 | 60.60.60.5
50.50.50.0/24 | 70.70.70.6

=|=|o




27.10 RIP (Distance Vector) Example

NW/Mask Gateway (5 NW/Mask Gateway Cost
10.10.10.0/24 Direct 0 20.20.20.0/24 Direct 0
20.20.20.0/24 Direct 0 30.30.30.0/24 Direct 0
30.30.30.0/24 | 20.20.20.2 1 10.10.10.0/24 | 20.20.20.1 1
50.50.50.0/24 | 20.20.20.3 1 50.50.50.0/24 | 20.20.20.3 1
40.40.40.0/24 | 20.20.20.3 2 40.40.40.0/24 | 20.20.20.3 2
70.70.70.0/24 | 20.20.20.3 2 70.70.70.0/24 | 20.20.20.3 2
R1 — R2 C?é
10.10.10.0/24 g S— 20.20.20.0/24 o 30.30.30.0/24
40.40.40.0/24 Direct 0 NW/Mask Gateway Cost
50.50.50.0/24 Direct 0 R3 | .3 5] 20:20.20.0/24 Direct 0
20.20.20.0/24 | 50.50.50.3 1 : 50.50.50.0/24 Direct 0
60.60.60.0/24 | 40.40.40.5 1 3 10.10.10.0/24 | 20.20.20.1 1
70.70.70.0/24 | 50.50.50.6 1 30.30.30.0/24 | 20.20.20.2 1
10.10.10.0/24 | 50.50.50.3 2 40.40.40.0/24 | 50.50.50.4 1
30.30.30.0/24 50.5(;‘5'0.3 2 70.70.70.0/24 | 50.50.50.6 1
40.40.40.0/24 ) — % -~ 50.50.50.0/24 60.60.60.0/24 [50.50.50.4(.6)( 2
R4
NW/Mask Gateway Cost . DMk Gaeway 85k
fosomoria] b | o oo
Sl Direct 20.20.20.0/24 | 50.50.50.3 1
50.50.50.0/24 | 40.40.40.4
70.70.70.0/24 | 60.60.60.7 40.40.40.0/24 | 50.50.50.4 1
20.20.20.0/24 | 40.40.40.4 60.60.60.0/24 | 70.70.70.7 1
10.10.10.0/24 | 50.50.50.3 2
60.60.60.0/24 70.70.70.0/ 2| 30.30.30.0/24 | 50.50.50.3 2
NW/Mask Gateway uj
60.60.60.0/24 |  Direct 0 o
70.70.70.0/24 |  Direct 0 WaannNIsttantl sy
40.40.40.0/24 | 60.60.60.5 | 1 & -
50.50.50.0/24 | 70.70.70.6 1 fM1IAI NI
20.20.20.0/24 | 70.70.70.6 2




27.10 RIP (Distance Vector) Example

NW/Mask Gateway Cost NW/Mask Gateway Cost
10.10.10.0/24 Direct 0 20.20.20.0/24 Direct 0
20.20.20.0/24 Direct 0 30.30.30.0/24 Direct 0
a‘v\“nm-j—‘ AN9130 30.30.30.0/24 | 20.20.20.2 1 10.10.10.0/24 | 20.20.20.1 1
- 4 - 50.50.50.0/24 | 20.20.20.3 1 50.50.50.0/24 | 20.20.20.3 1
tdUNMIINQY HOp AR | 40.40.40.0/24 | 20.20.20.3 2 40.40.40.0/24 | 20.20.20.3 2
B e" ma n-F or d AI 70.70.70.0/24 | 20.20.20.3 2 70.70.70.0/24 | 20.20.20.3 2
g . 60.60.60.0/24 | 20.20.20.3 3 60.60.60.0/24 | 20.20.20.3 3
RL —— R2 C?é
10.10.10.0/24 11— 1 20.20.20.0/24 2 — 30.30.30.0/24
40.40.40.0/24 Direct 0 NW/Mask Gateway Cost
50.50.50.0/24 Direct 0 R3 | .3 5] 20:20.20.0/24 Direct 0
20.20.20.0/24 | 50.50.50.3 1 ; 50.50.50.0/24 Direct 0
60.60.60.0/24 | 40.40.40.5 1 . 10.10.10.0/24 | 20.20.20.1 1
70.70.70.0/24 | 50.50.50.6 1 30.30.30.0/24 | 20.20.20.2 1
10.10.10.0/24 | 50.50.50.3 2 40.40.40.0/24 | 50.50.50.4 1
30.30.30.0/24 50.5(;‘5'0.3 | 2 70.70.70.0/24 | 50.50.50.6 1
40.40.40.0/24 ) — % -~ 50.50.50.0/24 60.60.60.0/24 [50.50.50.4(.6)( 2
R4
NW/Mask Gateway Cost
40.40.40.0/24 Direct NW/Mask Gateway Cost
60.60.60.0/24 Direct 0 | 50.50.50.0/24 Direct 0
50.50.50.0/24 | 40.40.40.4 1 70.70.70.0/24 Direct 0
70.70.70.0/24 | 60.60.60.7 1 20.20.20.0/24 | 50.50.50.3 1
20.20.20.0/24 | 40.40.40.4 2 40.40.40.0/24 | 50.50.50.4 1
10.10.10.0/24 | 40.40.40.4 3 R7 60.60.60.0/24 | 70.70.70.7 1
30.30.30.0/24 | 40.40.40.4 3 . L 7 10.10.10.0/24 | 50.50.50.3 2
60.60.60.0/ 24 — ) 0,70.70.0/2] 30.30.30.0/24 | 50.50.50.3 2
NW/Mask Gateway Cost
60.60.60.0/24 | :Direct ] )\_/\j :
A eI HaatnnIsuantdaay
50.50.50.0/24 | 70.70.70.6 1 o o
20.20.20.0/24 | 70.70.70.6 | 2 ANNIAIINE[U
10.10.10.0/24 | 70.70.70.6 3
30.30.30.0/24 | 70.70.70.6 3




ileurinaay RIP (was Distance
Vector)

0 maomn Router uamﬂaﬂumauanmwau
mmwmu mmnmﬂmwmam"lm 6" Router
Mau”lnaavsuavﬂsum'\s'm?j'm'n Router
au"lna ¥ ins Converge 211 vinli
AN AN Network AUNALI ALY

= AU ADY Message 71 Router ueazdradvay
AUNUSAUINUIUAAY Network an
Network ummumn mauamaoavumn

» wazenan1si Update Linsaudu azvinli
1A Route Loop 'lev

= §Aey saguntleunnd




n1stAa Loop 1u Distance Vector

» suNA 84 Network iiausan1uday
Router wazvinn1s Update an1519
CHITEHT)

Network Net Mask Gateway Cost Network Net Mask Gateway Cost

200.18.95.0 255.255.255.0 Direct 0 195.3.0.192 (255.255.255.192 Direct 0

58.42.96.0 255.255.224.0 Direct 0 58.42.96.0 255.255.224.0 Direct 0
195.3.0.192 |255.255.255.192| 58.42.96.2 1 200.18.95.0 | 255.255.255.0 58.42.96.1 1




n1stAa Loop 1u Distance Vector

= duu6 aa21 Network 195.3.0.192/26 ifin
Down 1211 Link 2na 6191iu R2 azns233ule’
waz Mark eansryaasaurili Unreachable

(Infinity)

Network Net Mask Gateway Cost Network Net Mask Gateway Cost

200.18.95.0 255.255.255.0 Direct 0 195.3.0.192 (255.255.255.192 = inf

58.42.96.0 255.255.224.0 Direct 0 58.42.96.0 255.255.224.0 Direct 0
195.3.0.192 |255.255.255.192| 58.42.96.2 1 200.18.95.0 | 255.255.255.0 58.42.96.1 1




n1stAa Loop 1u Distance Vector

» Wiadunan Update wasiinisuaniddauaise
R1 azizausuanin 195.3.0.192/26 vuilu
Unreachable uazisuanrsrvanuias

Network Net Mask Gateway Cost Network Net Mask Gateway Cost

200.18.95.0 255.255.255.0 Direct 0 195.3.0.192 (255.255.255.192 = inf
58.42.96.0 255.255.224.0 Direct 0 58.42.96.0 255.255.224.0 Direct 0
195.3.0.192 |255.255.255.192| 58.42.96.2 1 200.18.95.0 | 255.255.255.0 58.42.96.1 1

» TuaaziaenAu R2 165um151931n R1 way
AuWLN1 R1 dan1vll 195.3.0.192/26 aha Cost
WNALLKY 31Ul Update an519622 Cost = 2
Tna119 l2ayaiiu R1 1aizausannautay



n1stAa Loop 1u Distance Vector

s NaAanN'la Az TuaIsIvNaNa6

Network Net Mask Gateway Cost Network Net Mask Gateway Cost

200.18.95.0 255.255.255.0 Direct 0 195.3.0.192 |255.255.255.192] 58.42.96.1 2
58.42.96.0 255.255.224.0 Direct 0 58.42.96.0 255.255.224.0 Direct 0
195.3.0.192 (255.255.255.192 = inf 200.18.95.0 | 255.255.255.0 58.42.96.1 1

= 6131 Packet 12inunil R2 uazsiavnisla
195.3.0.195 /26 siuazgnselil R1 waznilulil
169 11319 R1 azeiv'la Update uazgnavnaull
nauuilu Loop



= lun1s Update asvaaly R1 azsaus
195.3.0.192 /26 ann R2 annsvara Cost 2
war Update nns1vautay aaizifienAu R2 vin
n13 Update ansrvautaviduniu

Net Mask

Network Gateway Cost
200.18.95.0 255.255.255.0 Direct 0
58.42.96.0 255.255.224.0 Direct 0
195.3.0.192 (255.255.255.192 inf

Network Net Mask Gateway Cost

n1stAa Loop 1u Distance Vector

195.3.0.192 |255.255.255.192] 58.42.96.1 2
58.42.96.0 255.255.224.0 Direct 0
200.18.95.0 | 255.255.255.0 58.42.96.1 1




n1stAa Loop 1u Distance Vector

= A15 Update azvingauldun uazan Cost a‘"l,wum
avuilvauang Infinity 1sisanignisaiilin
‘Count to Infinity’

Network Net Mask Gateway Cost Network Net Mask Gateway Cost

200.18.95.0 255.255.255.0 Direct 0 195.3.0.192 (255.255.255.192 = inf
58.42.96.0 255.255.224.0 Direct 0 58.42.96.0 255.255.224.0 Direct 0
195.3.0.192 |255.255.255.192| 58.42.96.2 3 200.18.95.0 | 255.255.255.0 58.42.96.1 1

= Packet azgndvIvrutluns=1iine R1 uaz R2



n1sunileuiin Loop 1u Distance
Vector

Split Horizon: ipumainnsae Royting Update Ly vifiuiiauiinuleg
TWam&IU Subnet Mlaausunnatnavinuiuaan’ly

Maximum Hop Count: unasgiunad RIP agifiagegada 15 1au 16
unnafivjilu Unreachable asAtnuatauiivinlnis Count To Infinity
ne a3ty weazvinlaurauas Network andmacti 15 Hop shendudu

Triggerded Update: rinuiuadnan Router Tawuindi Subnet Down fi
s ayayauuan Router twauinunamviui Tasabisiavsalvfivian
22913 Update Un@(RIP azditnainns Update dndidanng 30 Ju1ii)

Route Poisoning: azlasudu Triggered Update Aaifia Router 1n
WUl Subnet Down fTuazisenidaan’liliy Interface nnauuasdiuI
Sub)net 4l Unreachable 1na69@1 Hop Count wvindu Infinity(16 &y
RIP

Hold-Down Timer: iia Router 165U, Triggered Update fiuag'yi
gulatdenduidunianagldes Subnet  Down avtflussasiiainiy
1¥inAy Hold-Down Timer(180 Ju1# & 15y RIP) tailasAunigiaausn
Aanala ntuludasiautaauy Routing Tuiqnazey Subnet 1y

Wwinuatl dv'lu Guarantee 113zANAm Loop 16 Taatany Loop 1Lfie
J¥MINIKANE Router

= CISCO 6iédm EIGRP dviimaiinlunisudilayvinndnin uenilu
Protocol \anne



27.11 RIP Packet Format(v2)

= Command uvuanitilu RIP Request 1i53a
Response

= Routing Information unaz2aaz
isenauna 5 Word (20 Bytes)

= Family(Address Family Identifier) 1a& RIP &unsa
A¢&9 Routing Information ‘lefiuviane Protocol &0
(ilu IP agdimn 2, géiilunsvin Authentication aglaf
A1 Oxffff

= Route Tag AMnuaIfuIuanaAINLANEAIITERINY
Internal Route (t3a1u331n RIP) wag External Route
(t3augann Protocol au)

= MtilaAa IP Address (Network ID), Subnet Mask
wae Metric (R€diA15217119 0 way 15), 16 nunad
Unreachable



27.11 RIP Packet Format(v?2)

COMMAND (1-5) | VERSION (2) MUST BE ZERO
FAMILY OF NET 1 ROUTE TAG FOR NET 1
IP ADDRESS OF NET 1
ADDRESS MASK FOR NET 1
NEXT HOP FOR NET 1
DISTANCE TO NET 1
FAMILY OF NET 2 ROUTE TAG FOR NET 2
IP ADDRESS OF NET 2
ADDRESS MASK FOR NET 2
NEXT HOP FOR NET 2
DISTANCE TO NET 2

Figure 27.5 The format of a RIP version 2 update message.



¢ 27.12 The Open Shortest Path
%4 First Protocol (OSPF)

= RIP "lummvnu Network waomnnswmm
‘mm 2y IETF 1leaanuuu IGP duuidnen
11ilv2ia OPEN SHORTEST PATH FIRST
PROTOCOL (OSPF) 1nulaf Dijkstra
Algorithm n2ia SPF (Shortest Path First)
TunrsaruIaLLEUNIe 249 OSPF amnilu
Link-State Protocol

= A13&9 Routing Information agavtane Link-State
maomumomavmumwnmuu,un Network agiinng

ALINEIAN
= AU Distance Vector igviiva1s1v (Distance
Vectoqr) NAgHUUIALANAY tila Network dins

AL IR



27.12 The Open Shortest Path
First Protocol (OSPF)

= OSPF sinausuiiciciail
« aanuuuuivinaiunalu AS dacilu IGP

» &Uus&uun1svin CIDR 1aafinnssy Address Mask ludwsaudu IP
Address

= &U15avin Authenticate divdunazduszmInaay Router ‘L6

= &U15a Import Route 17iL’%ﬂu?f'imﬂﬁﬁﬁ"um’ﬁmwmnﬁ’umsw
29 OSPF 6

= 1239015129 Link-State Routing

= &UuUUNI51U Route Metric “ianaadiny wazaauldnqLaszuu
Aiuam Cost uavusiag Route ‘16

» JUuIYUNITVINIIUUDY Network Ay Multi-Access 1aadi
78015111 Router nneavinnns Broadcast Link-State aanun
wagAInua T Router LWa91ii1961vinn15 Broadcast

= Router fi#ta Designated Router (DR)




27.13 chaandn1ssadsy OSPF
Graph

Router unazsinarav Link-State Advertisement
(LSA)
Router uaaznaz3iusiu LSA aav Router nnaa
T Network ss7vtilu Link-State Database (LSB)
NiidauAuy
a1n LSB 67 Router azinn1saA1uIU Lazasy
OSPF Graph
a1n OSPF Graph ¢é2 Router azAiuisutdumnieann
63du 1iledv Router éhauq 1aes219 SPF Tree 62
’dutllu Root mru Dijkstra Algorithm

= tiavannduase Tree aviiuazlitAiea Loop

61 Topology tilaau 62 Router it Detect laazay
Update Link State Tuiu

= Router nnaaa¢ Update LSB uag@Aruian SPF Tree 1na

= Fast Convergence iws1gnnai Update waauiu



R1

e
1~ 1

10.10.10.0/24 20.20.20.0/24

R4

50.50.50.0/24

40.40.40.0/24 4 ~—— .4

R7
7 @@) .7

60.60.60.0/24 70.70.70.0/24

R2

2"

30.30.30.0/24
LSB

OSPF Example: Link-State

Interface /Mask Cost [R¥NIESYIN

10.10.10.1/24

2

20.20.20.1/24

3

Interface /Mask

Cost

20.20.20.2/24 1
30.30.30.2/24 2
Interface /Mask Cost
20.20.20.3/24 4
50.50.50.3/24 3

Interface /Mask
40.40.40.4/24

Cost

50.50.50.4/24

Interface /Mask

Cost

40.40.40.5/24 1
60.60.60.5/24 3

Interface /Mask Cost
50.50.50.6/24 2
70.70.70.6/24 5

R2 LSA

R3 LSA

R4 LSA

R5 LSA

R6 LSA

Interface /Mask Cost [R¥AIERSYAN

60.60.60.7/24

2

70.70.70.7 /24

1




N1
N2

N2
N3

N2
N5

N4
N5

N4
N6

N5
N7

N6
N7

LSB

Interface /Mask Cost [R¥NIESYIN

10.10.10.1/24

2

20.20.20.1/24

3

Interface /Mask

Cost

R2 LSA

R3 LSA

20.20.20.2/24 1
30.30.30.2/24 2
Interface /Mask Cost
20.20.20.3/24 4
50.50.50.3/24 3

Interface /Mask
40.40.40.4/24

Cost

R4 LSA

50.50.50.4/24

Interface /Mask

Cost

R5 LSA

R6 LSA

40.40.40.5/24 1
60.60.60.5/24 3
Interface /Mask Cost
50.50.50.6/24 2
70.70.70.6/24 5

Interface /Mask Cost [R¥AIERSYAN

60.60.60.7/24

2

70.70.70.7 /24

1




LSB

Interface /Mask Cost [R¥NIESYIN
N1 | 10.10.10.1/24 2
N2 | 20.20.20.1/24 3

Interface /Mask Cost [R¥ERSYAN
N2 | 20.20.20.2/24 1
N3 | 30.30.30.2/24 | 2

Interface /Mask Cost JREHESYAN
N2 | 20.20.20.3/24 4
N5 | 50.50.50.3/24 3

Interface /Mask Cost JRENESYA
N4 | 40.40.40.4/24 5
N5 | 50.50.50.4/24 | 2

Interface /Mask Cost [2ERESYA
N4 | 40.40.40.5/24 1
N6 | 60.60.60.5/24 3

Interface /Mask Cost [EGERESYAN
N5 | 50.50.50.6/24 2
N7 | 70.70.70.6/24 5

Interface /Mask Cost [R¥AIERSYAN
N6 60.60.60.7/24 2
N7 | 70.70.70.7/24 | 1




OSPF Example: Link-State

LSB

Interface /Mask Cost [R¥NIESYIN
N1 | 10.10.10.1/24 2
N2 | 20.20.20.1/24 3

Interface /Mask Cost [R¥ERSYAN
N2 | 20.20.20.2/24 1
N3 | 30.30.30.2/24 | 2

Interface /Mask Cost JREHESYAN
N2 | 20.20.20.3/24 4
N5 | 50.50.50.3/24 3

Interface /Mask Cost JRENESYA
N4 | 40.40.40.4/24 5
N5 | 50.50.50.4/24 | 2

Interface /Mask Cost [2ERESYA
N4 | 40.40.40.5/24 1
N6 | 60.60.60.5/24 3

Interface /Mask Cost [EGERESYAN
N5 | 50.50.50.6/24 2
N7 | 70.70.70.6/24 5

Interface /Mask Cost [R¥AIERSYAN
N6 60.60.60.7/24 2
N7 | 70.70.70.7/24 | 1




OSPF Example: Link-State

caei1v R3 111 SPF Tree ann Dijkstra

LSB

Interface /Mask Cost [R¥NIESYIN
N1 | 10.10.10.1/24 2
N2 | 20.20.20.1/24 3

Interface /Mask Cost [R¥ERSYAN
N2 | 20.20.20.2/24 1
N3 | 30.30.30.2/24 | 2

Interface /Mask Cost JREHESYAN
N2 | 20.20.20.3/24 4
N5 | 50.50.50.3/24 3

Interface /Mask Cost JRENESYA
N4 | 40.40.40.4/24 5
N5 | 50.50.50.4/24 | 2

Interface /Mask Cost [2ERESYA
N4 | 40.40.40.5/24 1
N6 | 60.60.60.5/24 3

Interface /Mask Cost [EGERESYAN
N5 | 50.50.50.6/24 2
N7 | 70.70.70.6/24 5

Interface /Mask Cost [R¥AIERSYAN
N6 60.60.60.7/24 2
N7 | 70.70.70.7/24 | 1




OSPF Example: Link-State

caei1v R3 111 SPF Tree ann Dijkstra

LSB

Interface /Mask Cost [R¥NIESYIN
N1 | 10.10.10.1/24 2
N2 | 20.20.20.1/24 3

Interface /Mask Cost [R¥ERSYAN
N2 | 20.20.20.2/24 1
N3 | 30.30.30.2/24 | 2

Interface /Mask Cost JREHESYAN
N2 | 20.20.20.3/24 4
N5 | 50.50.50.3/24 3

Interface /Mask Cost JRENESYA
N4 | 40.40.40.4/24 5
N5 | 50.50.50.4/24 | 2

Interface /Mask Cost [2ERESYA
N4 | 40.40.40.5/24 1
N6 | 60.60.60.5/24 3

Interface /Mask Cost [EGERESYAN
N5 | 50.50.50.6/24 2
N7 | 70.70.70.6/24 5

Interface /Mask Cost [R¥AIERSYAN
N6 60.60.60.7/24 2
N7 | 70.70.70.7/24 | 1




OSPF Example: Link-State

caei1v R3 111 SPF Tree ann Dijkstra

N1
N2

N2
N3

N2
N5

N4
N5

N4
N6

N5
N7

N6
N7

LSB

Interface /Mask Cost [R¥NIESYIN

10.10.10.1/24

2

20.20.20.1/24

3

Interface /Mask

Cost

R2 LSA

R3 LSA

20.20.20.2/24 1
30.30.30.2/24 2
Interface /Mask Cost
20.20.20.3/24 4
50.50.50.3/24 3

Interface /Mask

Cost

R4 LSA

40.40.40.4/24 5
50.50.50.4/24 2
Interface /Mask Cost
40.40.40.5/24 1
60.60.60.5/24 3

Interface /Mask

Cost

R5 LSA

R6 LSA

50.50.50.6/24 2
70.70.70.6/24 5
Interface /Mask Cost [R¥AIERSYAN
60.60.60.7/24 2
70.70.70.7 /24 1




27.14 OSPF Area

o aunuommq"m OSPF iiauafuafauuinnin Routing
Protocol au uaziilugrnivinhidutiiiianindiauaraaaiu
1115911 Hierarchical Routing

OSPF aaulivitshusivnau Router aalu AS aaniilu Area

Router analu Area agdl LSB finfiaudu )
Routing Information &sa1alu Area agiuliaudunnaniun

Routing Information muamﬂaﬂus”mw Area azgnaTl uaranu
Router ‘I/lL?.iaﬂJ'a'”M’J’h‘) Area 138n ABR (Area Border Router)

A1svildudiazan LSA 71 Router agsiaddy wazanauia LSB av
OSPF finuiua Area natvtaan Area 0 (0.0.0.0) wa Backbone Area
Area auﬂavmaawjaumanu Backbone Area mu ABR

uanannil OSPF fviin1snArviua Router mavafsﬂ Routing
Information uanulasaudu Routing Protocol au 3aaan
uan AS 2ia ASBR (AS Border Router)
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7%, OSPF Designated Router waz
& Backup Designated Router

= LNAAAAIIUIUANS8Y LSA aznis
Broadcasting (Multicast) SAIUAINNS
1ianmanu Router nnqellu Area
= OSPF rinviualyidi Router %ilvsvinniing
57U574 LSA 229 Area 3avintilu LSB wazay

1Yy Router nnqaa 13an Designated
Router (DR)

« DR agtdanann Router i Router ID ¢ngn

=« OSPF ff9rinvium Backup DR(BDR) #iag
vinvulunsaliin DR tAadidlayin




7%, OSPF Designated Router waz
& Backup Designated Router

M= n(n-1)/2 M= (n-2) X 2+1
=28 =13



OSPF Protocol Layer

= OSPF sinuiua Frame Format fiazuss3
Tnansvaviu IP lunu Transport Layer
= Packet Type WONUA 5 Uy weiazhuufafinen
aan'lian

= OSPF Packet Type I = Hello Packet &Inn 10 Ju1

= OSPF Packet Type 4 = Link-State Update Packetag&y
LSA

LSA figefiviaenu

= Protocol Number 2aav OSPF Aaa 89

= AN5&v LSA azsvinu Multicasting
= 224.0.0.5




224, Position of the Dynamic Routing
{ o # Protocols in the Protocol Stack

BGP RIP OSPF




27.15 Intermediate System —
Intermediate System (IS-1IS)

= aanuuulny Digital Equipment Corporation Littlugunileua
DECNET V Tiidlu IGP

= gaasaulunabaAu OSPF waziitviuaaadu Taaldisuas
Link-State waz Dijkstra Algorithm
= 2iauanaivann OSPF
= IS-IS (ilu Proprietary Tusauusn, OSPF tilu Open Standard

= OSPF gnaanuwuuli Run uu IP &u IS-IS gaaanuuuly Run uu CLNS
(Connectionless Network Service aglunnnsgiuuag OSI)

= OSPF aanuuuun1vasnu Route 2av IPv4 &yu IS-IS ag&yn1u Route &11i5u
OSI Protocol

= saun OSPF 1lafinnsduise wazldanuaunsariuiduae'ly vinlyvfd Overhead
ganin IS-IS

«  IS-IS gnduliszazuiisuarlasuaiuiiauduin lavann
. ﬂaauu DEC gngu'liluay IS-IS "ailad Proprietary Property
= IS-IS i1 Overhead sinn31 OSPF
= IS-IS lagnaanuuulnululaddy IP 16
= OSPF "Lummsa‘l,?jnn IPv6 16 agsiaala OSPF 6 énlny

g uﬂu"t"u"lu ISP 1ilavann ISP 1flu Network Aunluai n13lai OSPF
aril Overhead v
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27.16 Multicast Routing
27.16.1 Multicast Semantic

= Multicast Routing aza1vann Unicast Routing tilavain
Internet aaulyi Multicast Group tilu Dynamic wazsi
ATuaavin 15 INIK Y
= dndnansadluviavanid@nlanaaniaianaiusanis
« alflusundnuas Group aglasunng Packet Mifinnsaalvidu Group
= dfinana Application uu Host iagidutilugundnuas Group ey ay
165U Packet wWeaniily Copy anniiu Packet azgn Copy Tvinuueay
~ Application
= ila Application uanidnn)silusgungnuas Group 61 Host azdv'laiuay
mMsuantdnlildy Router Msiaatiaunsyiiy Application gavinauantan
Wusundn Host Q9azuan Router 3n'lusasnsiilugundnuad
= IP Multicast Group azifluanuaiz Anonymous
= I LNENNTATNRIMIDATY KradwIuFNN BN Tun T
= Router uay Host 11531 Application Tatflusigeriayaliiun Group
= NANUaY Multicast Group tWEILAAURUANRUUDINTU
= H&9lidndusdaviiusgurdnuas Group




27.16 Multicast Routing
27.16.2 IGMP

= A151 Host a¢ Join 1i3a Leave ann Multicast
Group aznscvinWu Internet Group Multicast
Protocol (IGMP) fiu Router itiaucadiu
Network uav Host iiu

= Protocol az1aianwzg11isuni1ssdasgnssciinng Host
ar Router

= Protocol azA1iua Host 1sil2f Application 1vitilu
fun2Adnaav Multicast Group

= @A Appl|cat|on Husundnuag Group znavtniiautilu
sundnifien wazdluninfiuag Host Aagvinnns Copy Zdayasy
Tviusiay Application

= ila Application gavinauanid@nnisiilusgundn Host ag&s IGMP
1duanty Router tWiauantdn




27.16 Multicast Routing

27.16.3 n1s Forward wazna1saunadunadn

= tida Router wun1dl Host uu Network sy
iauaaatilusguizdnuaay Multicast Group
NuazaavAIaANLEaUNIY 1l Group uay
1inn1589 Datagram yiiulasusnusu
Group 1ilev Host siunain

« duilu Router azfininlunsnszana Multicast
Routing Information

= Multicast Routing azafuefauuazeannnia
Unicast Routing tilavaan Group tilu
Dynamic uazn1sta Anonymous Sender

= 2UIALAY Topology uav Group anaautiluaalu
Organization #3a1an laadigudnliAnuaudy
luaruau (vau Webcast Application)

>



27.16 Multicast Routing

27.16.3 n1s Forward wazna1saunadunadn

= Multicast Routing Protocol azaav
vulasiatiinaznatiladinanay
gusnInnIsAUsNNANNLu
Dynamic

» Li1avann User laAladsiunsadeziaya
1 Group syl Route Information
ArGavAUAAL LA UANLKTAINN AN N
a9 Group

= Multicast Protocol az 2@ u36Tun1s
Forward Datagram

>



27.16 Multicast Routing

27.16.3 n1s Forward wazna1saunadunadn

= Multicast Protocol az12@u36Tun1s
Forward Datagram

»« Flood-and-Prune
= Configuration-and-Tunneling
= Core-Based Discovery

r 1S1ATAANNUACLALATULLOAZIDALINY
gyl

>



27.16 Multicast Routing

27.16.3 n1s Forward wazna1saunadunadn

= Flood-and-Prunes

. 3ﬁua”mmammmummaonamaﬂ u,a”aim?jmnnﬂu
LA Naan LAN NatifinAu tau Network ADIDIANT

= AN3YiINVIUALZUANN Router a¢ Forward ueiay
Datagram ‘lalelaning Network
=« Lila Multicast Datagram w189 Router ag Forward il
nn9 Direct Connect LAN &1y Hardware Multicast
« tiailavdu Loop 58nsiiagladinafiaitia Reverse
Path Broadcastlng (RPB) Tun1s Break Loop

= 2Aaug Router vinnns Flood ?,laua“l,ﬂr_mmn Network
Huagdinsuanid@audayatiefAugundnuasngy

= &1 Router 13a1u371 Network °lm”l,gmajm?maﬂ WUATUEANT
f9U2UA Multicast 1% Network iy fitfluAnrnasdrin
‘Prunes”

>



27.16 Multicast Routing

27.16.3 n1s Forward wazna1saunadunadn

= Configuration-and-Tunneling
« JEdazldleAlunsdiAgungdnnszanad Auzauaanite 1aad
usiay Site fgundn’lainau
= Router luusaz Site azgn Configure 11590 Site dunq
= flafi Multicast Datagram 1189 67 Router azae Datagram ‘1l

flann Site Millu LAN Midiansaduiuiaaase Wiu Hardware
Multicast

= 1At Router azunaiinns1g Configuration 31 Datagram i
eead& 11Uy Remote Site 1a
= ANsRvazLilunisussy IP Multicast a9lu IP Unicast Datagram
13813171311 Tunneling (IP-in-IP Tunneling)

ayIuN1s Forward Multicast Datagram ageinunng Unicast Routing
1liavanniinisvin Tunneling

= Aanisavnialu Site 1af Multicast wsin1s&9134 Site Auazlal
Unicast Tunneling

>



27.16 Multicast Routing

27.16.3 n1s Forward wazna1saunadunadn

= Core-Based Discovery

°lunsai17i3|mmﬂauLLagﬂanmmagjswdmnmg wiafinsliulauly
11 &avidusnazladlufd s1sagns Protocol Manusasassuladviaas
sduuuuaIngu

58flaz1dn1siviua Core Unicast Address &hwisuusiay Multicast
Group

.iia Router R1 165U Multicast Datagram sfuagvinn1s Encapsulate
Datagram iuadlu Unicast Datagram uwag&a'ldéy Core Unicast
Address uady Group

- fla Unicast Datagram fltéuviesinu Internet 6 Router Tumvsinuusiag
szq Content aalu 67 Router tilugiunifivuasnan fuag Process
Multicast Message wag&s Multicast Datagram TviffusundnTugiuuagiu

astilusundnuasnauasldisnisadrofiendu

- fa Router le¥unissaszanisflurandn fuasiugunieaslunise
Multicast Table aaviu

é’aﬁuau]ﬁﬂmaa&Multicgst Group azuenaaIaanain Core uay Router
AzaRUMILansatilu Multicast Tree

>



27.16 Multicast Routing
27.16.4 Multicast Protocols

= finiangy Protocol Mantguadiuin weieielais
ma"lmmaw'\sa"mmu"lmamomwan'm
aaaany Internet (Internet-wide
multicast routing)

» Distance Vector Multicast Routing Protocol
(DVMRP)

= tilu Protocol Mignlatae UNIX program ‘mrouted’ waglu
Internet Multicast backBONE (MBONE)

=« DVMRP ag1in Local Multicast 1aeilaf IP-in-IP
encapsulation wagav Multicast Datagram ann Site wiloll
fyan Site Uiy

« Naastaaa q'laann http://www.lbl.gov/web/Computers-
and-Networks.html#MBONE

= Core Based Tree (CBT)

= 12138n151W Router 8319 Delivery Tree annaadutinaiy
NEIULARSARY Tner CBT azanda Unicast Routing Tuns&y

?.IaﬂJaﬂJ'ltldﬂuﬂﬂa'l\‘l ||]|:>




27.16 Multicast Routing
27.16.4 Multicast Protocols

= Protocol Independent Multicast-Sparse Mode
(PIM-SM)
« flu Protocol Ala58nsiduLdiensudy CBT lunisasy
Multicast Routing Tree
« MIRIAAYATENIN Site F9laf Unicast Lildriviuainagsiag
12f Unicast Routing Protocol ag'ls
= Protocol Independent Multicast-Dense Mode (PIM-
DM)
« flu Protocol Aaanuuuunllanialuasdns

= Router 1238015 Flooding (PIM-DM Broadcast) Packet
229 Multicast ldfenngeuniuvaas Network analuavensg

61 Router 1n Lifigudnuay Multicast ag azdviayanauln
1i1n15 Prune Multicast Tree (an&y Packet)

= 38158266 6 Multicast Session fiang&u tws1g'lu
6ia9n135117 Setup naumuumsaomua
>




27.16 Multicast Routing
27.16.4 Multicast Protocols

= Multicast Extensions to the Open Shortest Path First Protocol
(MOSPF)

= MOSPF legnaanuuutiaagniu Multicast Route s¢1ing Router
aaluavAns

= 168 MOSPF azandanisvinviuuay OSPF wazvingusudu Link-
State Routing

= Multicast Routing fluitsasnannunn yinnaziinig
ALAUAMNIUIU e Eiv'13isl Protocol miilu
General-Purpose Internet Multicast nilszan
WasgL3a

. Protocol | Type

| DVMRP | Configuration-and-Tunneling

CBT | Core-Based-Discovery

' PIM-SM | Core-Based-Discovery

| PIM-DM | Flood-And-Prune

| MOSPF | Link-State (within an organization) |




Extra: Network Design Tips
n1572f VLAN and Subnet

= 119111 VLAN Aanisuuvy Switch 1isin1svineu
widauAuilu Switch anaan
« Host Misafuusiag VLAN agwmfiauduiniu LAN auagiv
= weiay VLAN ag Broadcast ffunalu dawiluiifie Broadcast
Domain
= Tun1su1 TCP/IP un1aidiu LAN 151321vin Subnet
T LAN uaazatiluiiile Network

= giotiu nile VLAN Tumedfiiddanils Subnet uaz wily
Broadcast Domain

« 2:1915Aan Weizhladn VLAN Number flupsneauatodyiia
wiv LAN uaggdniawie Switch fuq Tuaagi IP Number iu
\flu Global Address

= 1&unsalyd VLAN wasiaendu 8aniuauag Subnet atising
Switch Au uaghifinsidanauluszau Layer 2 ughifiviana
aylsnagvinidutu twsg VLAN Number sahunsaclaaing
idaia |

= A9 ueay Subnet 5Ty VLAN Number Auansingiu




Extra: Network Design Tips
n1572f VLAN and Subnet

= A15%1 VLAN Tag flussiann1553u LAN fiagjene
Switch Au \flu LAN aznduunaziilu Subnet
wenAY (LWNIUIUaae LAN Port uaniv Switch)

= VLAN Tag tilu Protocol nvuu Layer 2
= IP Packet lLifiziayauas VLAN Tag
= Tag az1da9Tu Frame Maomu Port 11i1 Tag
wrmuuauavanmaamuam Switch ﬂms.n/no
= doiiu VLAN Tag 3 anAuse1nINg Switch 8296 LNty
= Default VLAN 2ae Port 7ivin Tagging agl3il& VLAN Tag
= VLAN uaz VLAN Tag 1in1u Network siavilsiav
Diagram

= Logical Diagram waavAIsIdansalunIsvine1usznine VLAN
13a Subnet

= Physical Diagram waAIAITIdaNmaTENINe Switch 119
Physical




Extra: Network Design Tips
n1572f VLAN and Subnet

= eI Switch 24 Port
LTI

5/5 5/7 5/9 5/11 5/13 5/15 5/17 5/19 5/21 5/23
5/2 5/4 5/6 5/8 5/10 5/12 5/14 5/16 5/18 5/20 5/22 5/24

Physical Diagram Logical Diagram

= L2y VLAN

5/1 5/3 5/5 5/7 5(9 5/11 5/13 5/15 5/17 5/19| 5/21 5/23

T TITTIINT: 5/2 5/4 5/6 5/8 [5/10 5/12 5/14 5/16 5/18 5[0 5/22 5/24
L T T 1
L d
VLAN 100 VLAN 200 VLAN 1

VLAN 100 VLAN1 VLAN 200 VLAN 1

VLAN 200
VLAN 100 VLAN 1
5/1 5/3 5/5 5/7 59 5/11 5/13 5/15 5/17 5/19| 5/21 5/23
VLAN 100 VLAN 200 VLAN 1 5/2 5/4 5/6 5/8 |5/10 5/12 5/14 5/16 5/18 520 5/22 5/24

= IO T T
TYPPRFRYYEY ...,

%i%& lzl 0 O

PC1 PC2 PC3 PC4 p——— p—r——
192.168.10.10 - .11 192.168.20.20 - .21 PC1 PC2 PC3 PC4
/24 /24 192.168.10.10 - .11 192.168.20.20 - .21

/24 /24



VLAN Tag Diagram

Physical Diagram

swi1 SW2
ol ————= ol

|
VLAN 100 Port 1/1-10 VLAN 100 Port 1/1-10
VLAN 200 Port 1/11-20 VLAN 200 Port 1/11-20
Tag Port 1/24 Tag Port 1/24

Logical Diagram

SW1:1/1-1/10 SW2:1/1-1/10 SW1:1/10-1/20 SW2:1/10-1/20 SW1:1/21-1/23 SW2:1/21-1/23

VLAN 100 VLAN 200 VLAN 1
10.10.10.0/24 20.20.0.0/16 30.0.0.0/8




A1siifauaa VLAN

x Aan1stdauca LAN auazdtainaa iy

s Aan1stdaunauaas Subnet 1isannv
Network w2naanu

= siavi2failnsai Layer 3 Aa Router
11592 Switch L3

= NIRYUaYRAU LAN agg9'latuszau IP
Packet tviniiu

= Broadcast dnéagliiniu




Au6Ls1d 3 Network 1iaunaniu
Router

Logical Diagram
waAnYsILAzLAans AU L3

192.168.10.0/24 192.168.20.0/24

192.168.30.0/24

Logical Diagram
usgnvsaazidanszeu L2

R1 war Host
192.168.10.0/24 1 @ 1 192.168.30.0/24
1

VLAN 100 VLAN 300

VLAN 200 | 192.168.20.0/24

e

P . . .

.2 .3 4 5 .6 .7

R

.2 .3 4 5 .6 .7

D

.2 3 4 5 .6 .7

a1 ladvuucnar Network svasa 12iu 6 AU uazagusn At aIAY
1dsalad Switch dadian uaz uusiilu 3 VLAN VLAN az 7 Port



VLAN Diagram

192.168.10.0/24 oy . 19216830.0/24 Logical Diagram
~T VLAN 300 G N HE L [ Ao T T W
VLAN 200 | 192.168.20.0/24 uas Host
oot
.2 .3 4 5 .6 .7 2 3 .4 .5 .6 .7 .2 3 4 5 .6 .7

a1 l2advuuanar Network dvasa 12iu 6 AU uazagustalfaIAu
1dsalal Switch sdian uay wusiilu 3 VLAN VLAN az 7 Port

Physical Dlagran

o | o uanvnsiiausiausaz Port
aavalnsai
e
T T SRR e
¥ _BUPTIRNRY .
SwW1
VLAN100 Port 1/1,3,5,7,9,11,19 VLAN300 Port 1/,13,14,15,16,17,18,21

VLAN200 Port 1/2,4,6,8,10,12,20



Switch L3

Tunvilfiic shdinisuiiv VLAN wazizfau VLAN
52149N1311 Routing 13511 Switch L3 azazain
Usruvida wardldscansninganan

Switch L3 az52u Router Function atinnalu
Switch

u_anmnﬁsfl’oﬁ Switch L4 shusarmuniinmilu
Firewall

Switch L7 1in Security 1aavsz6iu Application
13e1n534931 Multilayer Switch

R1

192.168.10.0/24 1T 4 192.168.30.0/24

VLAN 100

D

e, e R e PR, Py

. VLAN 300
VLAN 200 | 192.168.20.0/24

L3 ddddddddddad -
T TYUIPT RERENY ...,

s

D

P R R . .

P, R R R .

.2 3 4 5 .6 .7 2 3 .4 .5 .6 .7 2 3 4 5 .6 .7



fumnauiirtidlunis Configure
Switch L3 aavinnas Layer

= Layer l:iidfaumasnanauuazrnsldgal

= Layer 2:
= &9 VLAN
« AYua Port Tviduwsay VLAN
= ¥I1 VLAN Tagging (g1d)

= Layer 3:

= Auua IP Interface Tvifuwaay VLAN

o Lﬁaﬁguu@LIP Interface &1 Switch agvindulu Layer 3
1A 6 TUNG

= %ily VLAN danfly Subnet gatfuszionisatvua IP/Net
Mask Tuiun Interface

= Waduaud) agtiunisAaviuart Network ID (Prefix)
Tvinn VLAN 1dTuen

= NNUUIIAaLin Routing
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= HW 8 Download
s No Class Week 14
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= Week 14: Advance Topic
= Textbook Part IV
= Q0S and IP Telephony




!'_ CPE 426 Computer Networks

Chapter 11.:
PART 1V in Textbook
Text Chapter 28: NW Performance
(QoS and DiffServ)
Text Chapter 29: IP Telephony




TOPICS

= Chapter 28 (Only Selected Topics)

28.2 Performance Measurement

28.3 Latency or Delay

28.4 Throughput, Capacity and Goodput

28.5 Understanding Throughput and Delay

28.6 Jitter

28.7 Relationship Between Throughput and Delay
28.8 Measuring Delay, Throughput and Jitter
28.9 Passive Measurement, Small Packet and Netflow
28.10 QoS

28.11 Fine-Grain and Coarse-Grain QoS

28.12 Implementation of QoS

28.13 Internet QoS Technologies

= Breaks
= Chapter 29 (Only Selected Topics)

Real-Time Transmission

Delay and Jitter

RTP

IP Telephony

Signaling

IP Telephone System Components
Protocol and Layering

H.323

SIP

Telephone Number Maping



28.2 Performance Measurements

= N15120@171 Low-Speed Network 1i3a
High-Speed Network Lutneaswanan1suv
UanN1IsMIvIUAaYTU tilavann Network
Technologies tiaaut3runn |
= Low-Speed ifaatiu tilu High-Speed iiia 2-3 Hnau
= 6230 Performance uanqnladdsusa
= Latency(Delay) ilugiiatianfisiavladlunisdvzianya
U Network |
= Throughput(Capacity) (fudriadrurutayansa’le
TuntlanlaIan

=« Jitter (Variability) Lﬂumn'mgﬁ'ﬂuu,ﬂawaom
Delay uagszasiianuadnistdaaunias



28.3 Latency or Delay

x dusandvaaniatily

= Propagation Delay

o nmmimmwmmaomumomu Transmission
Medium muaﬂnummtsmaoammwmu,a”
‘é'”ﬂ‘”‘l/]']\‘]‘l/]ﬂ\'i

= Access Delay

= a1 ladluns Access Medium andhatnaizuly
LAN 7l2f CSMA/CD w3alu WLAN 1#la CSMA/CA

= Switching Delay

« a1 lalunisaesitu Packet Tuainsal Switch
wa Router (va1ialnsaisiaglalunis Process
Packet)



Latency or Delay

» dUsanUvaanlatilu(2)
= Queuing Delay
« aNsa9saly Queue nauavgnaaan'ly
« duatfualnueiuag Queue
« Afdludrdirnuaan Delay Tu Network

= Server Delay

= LA Server TATuN1IATIARAUNITIAIUALAY
ATUIALNNTHAURUAY

= Serialization Delay

= ATl lun &Y Packet 4ufu Data Rate
LRzAINENNUAY Packet



Latency

Serialization Delay Propagation Delay-....
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28.4 Throughput, Capacity and
Goodput

= Capacity
= Liflua1 Data Rate aavn1ssvtiaya wazuaadinuIu Data 1
sfusaelagsn ey bps

= Throughput
= tHudruiu Data ig9'leia39su Network Saiilu bps (Liisiu
Retransmission)
= uiaLilu Percent uav Capacity 13a1n Utilization
= Afldndiaziiannin Capacity duatfunisvin Flow Control

= Goodput
« LHud1udru Data ann Application Layer N&y'l63399 Taa6n
Overhead truaiu Header aasusiay Layer aan uag'lusiugiu
Control Information, Support Protocol, Handshake,
Congestion wag Retransmission

= 61931nA1 Throughput gvagsiuaiuuag Overhead el




28.5 Throughput and Delay

Propagation Delay iflugifinviuatianiue
ar Bit aztaunmivlu Network annaunivlil
aviaraniy

Throughput fivuasrvIuiiang1u15039
WU Network 1Tatuwaaziian

151&unsadia Throughput isle we'l
sausaautiitiNaanal Delay 1

87U Queuing Delay l,’i’Juna'\ﬁm"aqsa"lu
Queue 2129 Switch/Router naunsinunsa
Ardv2aya’lea



28.6 Jitter

» MU UAIAuTunsaintssiavdy Real-
Time Voice 1i5a Video

« fianswlaauuilay 1i5am1 Variance aavan
Delay

» Un6in1s5d&9 Real-Time Data aziicia Buffer
2fa Jitter Buffer ilavAun1siiuuisuasran
N2ayauInv

= gAN Jitter Qoazﬁwiﬁ” Buffer 719 119a Overflow uag
LRENATUIANREAWRIANTNALNTLE N

= JRuAdalyd Buffer aualuaidu wefidalgadaaziie
Delay Tu Buffer g9 wagiiuaglitilu Real-Time ating
WWIERN



Jitter

= Real time Application w2iu Audjo 1i3a

Video siavn133uzayaatinvaatianazraiu
AU UALIARN

o thterﬁﬂu"m”mgangoaigumﬁo‘lunmﬁ?j’ﬁLﬁuﬂ"mum
NALHDIUTAINA VN TUAUNTWRARY

= W31 Network azfl Delay 60 weidn Jitter &9 agg
Network 7fl Delay thunane we Jitter sin'ls'le

W91 Delay usaatiaaaialeus Jitter usgag
Variance (Standard Deviation)

= AN9ARANSALU Jitter

= 12 Isochronous Network (Circuit Switching
Network)

= 12 Protocol Tun1saraannisiu Jitter
=« Real-Time Protocol + Jitter Buffer




28.7 anuduiussziinne Delay
iwar Throughput

» dusnasuaiag Queuing Theory (CPE332)
= a1l u iluamn Utilization 51acle@n Delay, D

AVl
D 2000
. 0 1800 |-
D o l_U 1600 |

1400 -

U=0.5=D=2D,

1200 -
1000 -

A = 800 -
D, fa Delay lunsain

Network Idle o00r

400 -

200 -




¢, ANUFUWUSTL119 Delay uay
2t Throughput

= A1 Delay-Throughput Product

s Huanuruaay Bit 139Ny Network
Turalatatiuy

= Bits in Network = D x T (sec. x bit/sec.)



28.8 n153nA1 Delay, Throughput
wae Jitter

= AN5iaA1 Throughput wazan Jitter vin'laliann
1nan1589 Packet ianafiu uaziunaidndvaaya
Tain'ls uazuaaz Packet n'lidasvineAnum’ls

= a133gld Protocol Analyzer atunisaiuden Lz Sniffer,
Ethereal w3a Wireshar

= Delay azrinuannnii tnsssiaveIunansgy aznsu
= NUNBfILAIAIRILALLATAISUGaY Synchronization fu
= Protocol Analyzer siasfiainsaligduaig unamgvinlai'le
= 1372133gIeAN Round Trip Time uwu t2ulznis ‘Ping’
» Aninlatianil aauzinvazefusiau
= Network 1ilu Asymmetric
= Network finsulRaugausAauiinesr
= MTIRAIRE Load Network uazvinlviaidau
= Traffic Tu Network dnfiagfianreuy Burst




<%, 28.9 Passive Measurement,
Small Packet and Netflow

= AN9IGLLULU Active 151629 Inject
Traffic avlu Network anaazvinrtuian
sy

r I NsatdanTadisn1sianuw
Passive Aa Monitor Network waziiu
A1u2U Packet iy
= .nAfiafiauda ‘Netflow’

= Router azguaiating Packet anniuag
ALATITKRUDYRAIINEIDLINIUU



Quality of Service (QoS)

= 1flun1saanuuu Network snunsalviscdu
AavN13 TUEN1sun T2
K IARINITALRANUTNITATNANNLURNNERU
« Real-Time Voice/Video
= Web Service
. E-Mail
= Internet IPv4 (ilu Best Effort 11iii QoS
iiiavann IP Network 1ilu Datagram
= QoS Mechanism 1agntinunTadu IPv6 Aau siaun

AMeanadtida IPvo gelu'lasumnuiiay 39iin1sin
Mechanism warfiunldiu IPv4




28.11 Fine-Grain and Coarse-
Grain QoS

= Fine-Grain QoS
= W LUANTEANTWRNAI AN UAANNEAINNS

QoS NLAWILLANZAY LUAIKUA Maximum
Delay, Minimum Data Rate #%a au¢q

= Coarse-Grain QoS
= ) TUUTNNTAALLY Class uadn15tuuanIg L6
a¢ Class agiiAn QoS (BW, Delay, Jitter)
ANIAU NUUNAILRANINLTA Class 1an
LRUERUAUAILAY




28.11.1 Fine-Grain QoS and Flow

= Network usnin1511 QoS uuu Fine Grain dvuatay
aanuuu Protocol @a ATM

= ilaqiiu ATM ana'liduas usAdwYitAanAu QoS 1 ATM
Tuusnsdvladasg) -
CBR Constant Bit Rate &usagsdaya’laludnsingi

VBR Variable Bit Rate aansadvzayalaludnsiads uasadlution
ANNUR

= fANum SBR (Sustain Bit Rate), PBR (Peak Bit Rate),

= fAum SBS (Sustain Burst Size), PBS (Peak Burst Size) |
ABR Available Bit Rate sunsagvziaya’leaaniu Bandwidth Mitnda

UfI]%R Unspecified Bit Rate lifinusansnisdyziaya &9'lauu Best-
Effort

= Mechanism 1 Internet 1inu112un1siiusnsuuu Fine-
Grain 5an Integrated Service (IntServ)




28.11.12 Coarse-Grain QoS and
Class of Service

= MVLtdandnnvuilylunisiin QoS Aaalais
2a9 Coarse-Grain
» Traffic azgautivaantilu Class wazAiviua QoS

Parameter Tvinuweay Class

= tilavan1nlu Internet 1iunns1in Fine-Grain
azv'laenn tns1e Router avmaoamm
Flow uaz State 2av Flow <vii Core
Router dsznauaravianaanu Flow

= uananil User dndiagliitrnla QoS waewalunns
L8an Performance Parameter

= Coarse-Grain shuisansziinlatlunieu il



28.12 Implementation of QoS

= Router &1315a1i1 QoS azilsenau
1la28 4 Step

packets packets
arrvive leave

router implementing QoS

Traffic |
Scheduling

| Classification
*™ and Policing

Forwarding
Computation

Output
Queuing

Figure 28.5 The four key steps used to implement QoS.



Implementation of QoS

= Router &1315a1i1 QoS azilsenau
1ida2a 4 Step

= 1. Classification and Policing

= Router asuiv Class aavg Traffic 1aadiua Flow
ID TviuA Packet(Fine-Grain) w?a Alviua
Class(Coarse- Grain) AnUdu Router agasrasau
Policy uav Class w3a Flow Ty draneliinsevin
a1y Policy Arnua azfin1slau Packet Molaalad
A1 Probability



Implementation of QoS

= Router g1u1501i1 QoS azusznaulileae
4 Step

= 2. Forwarding Computation

= AUl Next-Hop uav Packet ann@n Flow-ID dvanaxs
Aiua Path aasnsxetayadrniuuny Flow iaataaze
A1 IP daranivuazldnisg Routing Table

= 3. Output Queuing

= Router ivin QoS azdiiane Output Queue (a1 Best-
Effort Router #fi FIFO Queue taenuasiilu M/M/l) 1ael
shuil Packet azgniuuanlg Queue AiungauaI sy
Flow 2293y

Coarse Grain Unéiaglad 1 Queue siandly Class
Fine-Grain dn@agle 1 Queue sia Connection




Implementation of QoS

= Router g1u1501i1 QoS azusznaulileae
4 Step
= 4. Traffic Scheduling

= tHunsidaninaziin Packet aavusiay Queue sv'ldatinls
Queue Tnugvnau uasav landvasi Packet
= Traffic Management fiviane38 Mardaufidodl
Leaky Bucket: saulvugias Queue &9'laludnsaei 1nans
HuwazmIuAu Packet Mgy d&vdayasnninnaanlviuung

A AzdNTadvdayatnulainslulandsa’ld Taalad
Counter Tun1sAILANATTRY

Token Bucket: aauli Queue &vtaya’lamaniduiu waae
Huiily Byte Midv snunsaaanlvidkedayauuy Burst 16119 wel
ALadasas luiAuAINAIKUe Taadinnsatuua Token TAUE
futiluszay
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Implementation of QoS

= nia Traffic Management

« Traffic Management fivia1e38 AsAaufidiod
Leaky Bucket
Token Bucket

WRR-Weight Round Robin: finviua3nuiu Packet A&y
Tuuaay Queue TuaazAsy Taansainuatitnnlwiy
ey Queue uazvin Round Robin U

DRR-Deficit Round Robin: fivuaatuiu Byte fusias
Queue Az laluusaraiy wazvin Round Robin
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Leaky Bucket :

Water can be

added

intermittently é
)
&
é
é

Overflows &
when full :

[.eaks out at a
constant rate
until empty

&
&
&
é
é




Token Bucket

Token replenishment
Token rate R bps

generator

1. Router puts tokens
into bucket at
predetermined rate.

2. Tokens can
accumulate up . .
to bucket size; || size B bits
excess tokens
discarded

4. Router's queue regulator
requests tokens equal to
to size of the next packet.

3. Traffic seeks

. 5. If tokens are available,
admittance

packet is queued for

Arriving S0 REtwork: transmission
packets Regulator
Departing
packets

6. If tokens are not available,
packet is either queued for
transmission but marked as
excess, buffered for later transmission,
or discarded.



Internet QoS Technologies

= RSVP uwar COPS

= RSVP: Resource Reservation Protocol tilu Fine-
Grain 1aasasinualuwsay Session aas TCP/UDP
49 Application ay&9 Request unfAau uay Request
zgnaynIu Router divagiinnsaag Resource ta1'ly
Funsevdvdaranig 61nng Hop aausulunistn
Request uagiinnsaad Resource avaziin1sainua
Flow ID wasavdayale

= COPS: Common Open Policy Service 1ilu Protocol
Al2d57udu RSVP #iazaiuau Policy

= RSVP iinaglumaaiiiuladiu twssilu Fine-Grain
2931115111 QoS Tusemu Flow



Internet QoS Technologies

s DiffServ: Differentiated Service

= Lilu Coarse-Grain QoS 1aafin1sAinuanis
v Class Tugiuuav Field ‘Type-of-Service'
1u IPv4 wag ‘Traffic Class’ Tu IPv6

» JlARIADUARTAAAIUUA Class MifILadsiasnNIg
Tusguil

= Afinuayg Class aztiludinarviue Traffic
Management 767 Router ani

x 9l uALwsraR AN NN



Internet QoS Technologies

= MPLS: MultiProtocol Label Switching

Ldi‘]u Mechanism QST gonnection—Oriented N&IY
AUINFINUU IP annnniu

uaslayu gaualasiivualdunivgziayaniIu
Router 111 MPLS 'l6

anilue Datagram Migeazgaudesaa MPLS Header
LR ldaUNLEUNY Jiadedanane &u MPLS
Header aggninaan

TusastdunIngy aginrsarnuanl QoS
Parameter snviu §9iiu Datagram aglatduminu
ANNLKINTRNNAAAILAE ISP uaglad Label 7
LAUNTRN

MPLS Packet aggn Switch Tuszau Layer 2 uazag
Fehipal |

duianfangudy ISP AazlvuinasungnaAily
12317u



BREAKS

= After Break: Chapter 29
= IP Telephony




Chapter 29: Multimedia and IP
Telephony (VoIP)

» Tunissvaiayatuu Real-time assiav
a1ivavan Jitter Tu Network
= a1yl Isochronous Infrastructure
= 213 TAN5ViIN 1 uaay Protocol

x 151zAANAVANSIvAaYanLU Multimedia
WU Best-Effort Network ‘laasinels

a1niuaznanfe Technology u1av VoIP

= WLHURWIZEaYAaY SIP twsgiin1s vt wsviant
11NN




Real-Time Data Transmission
and Best-Effort Delivery

= Multimedia vaunadvaiayandsenauaaeiiv Voice
uas Video

= A1 Real-Time Multimedia nunadvziaya
Multimedia maumaol,l,am‘luams'mm—munuams'\
AAIN15I9ADYA (usaams'mmauaanuumn)

= Internet (ilu Best-Effort Delivery Msvie Lost,
Delay, Out-of-Order avmmsammauawmulm
aeing'ls
= 117 Retransmission agla'l'le twsgduazldaeaiu

= 1u Internet aznsziinn1ssavinalad Protocol
Support



Delayed Playback and Jitter
Buffer

= Tun1sAnn1sAu Jitter ua%wa"l‘nms
uARVHAsILE LY azldFavimaiingail
» Timestamps: f&vazdssriuiardiniudayaunsazdu
&9 WUzl Timestamp ffudnn1sAuzay Out-
of-Order Packet uazuagnviayanIntIANNAIKu6

= Jitter Buffer: Tun1saan1siy Jitter azuinziayan'le
FuanT&Tu Buffer nau wazazidnisnulvartlunis

packets arrive packets exmacted
in bursts at a uniform rate
jitter buffer avhack
playbac display
""_ a 4'{ process

EEER N\
connection "
to Internet i - - ‘

L] ] _ y




Real-Time Transport Protocol

= RTP ilu Mechanism man"l?jmwsuao
Real-Time Data w1y Internet

= 39qua7laile Transport Protocol tWwsiesiuazngag
uu Transport Protocol aﬂ‘mmuo (ﬂnma vilu UDP)
= RTP 1ula Guarantee vsaomsaamauam
Huldeunan uassia Protocol 1isinns
Implement Jitter Buffer uasiu2ialiinisu
gu13a&279 Jitter Buffer la Taalviziaya
guaene

= Seqguence Number: \ans2133u Packet Ageumne
= Timestamp: Lwa"mmuumowa”tmmunmmanmaa

= AAUDY Source Identifier: ysuan Source 2adNaYR
AN



Real-Time Transport Protocol

= RTP Basic Header

Ver i331iuAa 2

P=4i Zero Padded in Payload #3a'i, X=Extension Header
Exist, CC = Source Count, M = Mark Bit &#15u Mark unv
Frame

PAYTYPE: Payload Type

Sequence 111 Random Number wazay Increment Magniolu
weiay Packet

Timestamp azt3u31n Random Time ufu wazazlidivun
nuELIRN duatinu Payload Type

Synchronization Source Identifier wag Contributing Source
Identifier azlivuan Source uaviaya

» 1n@ RTP azgnuss3Tu UDP uazanaacgnsivtiuu
Broadcast 115a Multicast (1152 Unicast)



Real-Time Transport Protocol

3 8 16 31
VER|P|X| CC (M| PAYTYPE SEQUENCE NUMBER
TIMESTAMP
SYNCHRONIZATION SOURCE IDENTIFIER
CONTRIBUTING SOURCE IDENTIFIER

RTP Hdr RTP Payload

UDP Hdr UDP Payload

IP Header IP Payload

l l

Frame Header Frame Payload




IP Telephony

= IP Telephony 3a Voice over IP (VoIP)
iilu Application miAan2iaviu Multimedia
NE1AUNHA G

= ilaqiiu Msdassinsdwritsuazlaauain

n191af Telephone Switch uniilu IP
Router

» udann1sAa wWaowdasaiillu Analog
\flu Digital aanilusv Digital Stream wnu
IP Network uaznidaranvidaaudaiainan
Digital nautilu Analog autau



IP Telephony

= sngaziagauavy IP Telephony 1i5a Voice over IP
(VoIP) vuumauanvazaduaau
= 1leynin Delay uag Jitter Tu Network

= N5ARNT5LALNAY Call Setup
= ANsuilas Telephone Number tilu IP Address
= AMTAUMGIUNUIUDIEY |
= FUANAUAILANETYY LAUANSLIANGA NA1TRY Ringing,Signal n13vin
Call Forwarding n1sifuvinnislaienu wsan1saunisaadns

« duUNduAaungafa ssuu VoIP agsiag Backward Compatible
AuszuuInsdwnian (Public Switching Telephone Network,
PSTN) |

= InsAnvineadu IP sasausansniasugiaanninsdnriluy

LA3a21e PSTN s1udivn1ssavdy Feature auq waiu Call
Forwarding, Call Waiting, Conference Call uay Caller ID

= uananfiugd avansniiyuanafluaasdiias (PBX) a1aasaadnis
IP Phone 7114 Service \ifiaudussuuiinuiadiiag




Signaling and VoIP Signaling
Standard

» ITU (International Telecommunication Union)
NAUNAAAUNIAIFIUINTANY leaanu1assIuuay
IP Phone naasaladdussuuIinsAnm le

= IETF (Internet Engineering Task Force)
Waunadauuass1u TCP/IP laaanunnssiu
2aNNLAUAY

» WIARVUNASFIUUANAIAY uaiiTiniiaududa
= Audio a¥11in1s Encode 62a PCM (Pulse Coded Modulation)
= RTP asgnlatunisav Digitized Audio

» tley1rinvin i VoIP afuaiaudaizpyaasnisiin Call
Setup waz Call Management ii3an Signaling
= Signaling unasgruilaxiiuda Signaling System 7 (S57)
= IETF aan Session Initiation Protocol (SIP) was Media Gateway
Control Protocol (MGCP)
« ITU aan H.323 aanun

5 gandmnﬁﬂ’aﬁ H.248 (Megaco=Media Gateway Control Protocol)
99tilu Protocol suaadnva&avnau




gauilscnauaay IP Telephone
System

= IP Telephone

s Vinumiausunsdnwyiv 1l wedtausiady Internet wasas
Digitized Voice

= Media Gateway Controller (Gatekeeper,

Softswitch)

= ViAMsAuANLRYUITTRIUIIUTENINN IP Telephone &1udu
Service snvqiatu Call Setup, Call Termination, Call
Forwarding tagn1smnIsInmiug

= AIUAUNITYINIIUADY Media Gateway wuay Signaling Gateway
= Media Gateway

: mummnjamasvmwaao Network #A12n"5 Encoding 3]
wllauAu 1aen1svin Translation Audio Encoding se1119 NW

o S|gnal|ng Gateway

¥ muammjaumasvmwaao Network 712 Signaling sinodu wag
11nA15 Translate Call Management




gauilscnauaay IP Telephone
System

IP telephone "“’d’"f gateway controller analog telephone
‘ coordinates other gateways |
' j ~=— - media gateway handles voice

4 p v > \\ ~ \
[/ { INTERNET D j {’ PSTN i

\ A 4

N

Figure 29.5 Connections among IP telephone components.



H.323 Terminology and Concept

= W653 U229 H.323 n1vunn dsenauilu
2inaay Protocol nausasassulaineg
Voice uwaz Video

= lerminal

= H.323 Terminal a1y Function uav IP Telephone i
anaysIudvalnsainlaalunisse Video

= Gatekeeper

= H.323 Gatekeeper azﬁmﬁwﬁuﬁnmwya wagvin Signaling
wasdseanuduiu Gateway Miianuaanu PSTN

=« Gateway

= H.323 TaiiNey Gateway \iendoazauaity Signaling was
Media Translation

= Multipoint Control Unit (MCU)
= 19 Service taulu Multipoint Conferencing (Video/Audio)




H.323 Layering

Layer Signaling Registration | Audio | Video | Data | Security
5 H.225.0-Q.931 H.225.9-RAS G.711 H.261 T.120 H.235
H.250-Annex G H.263 H.323
H.245 G.722
H.250 G.723
G.728
RTP, RTCP
4 TCP, UDP UDP TCP | TCP, UDP
3

IP, RSVP, and IGMP




SIP Terminology and Concept

= YidanA15Aa9 SIP dananunulad
Protocol niiatuarTviunnnsa 20y
n1312f DNS Tun1s MAP 521719
nuntaAinsdnvinas IP Address

= SIP A1ium Element susu
= User Agent

= UNadIaUnsal Initiate 192 Terminate Phone
Call anaagtilu IP Phone, Laptop, Computer #3a
PSTN Gateway
= User Agent 1senaudiagassiu
User Agent Client dagvinniinfiinsaan
User Agent Server agvinntinisuane iy




SIP Terminology and Concept

= SIP nnvium Element 1u VoIP uuviilusu
C e}l
= User Agent

= Location Server

« vihnilunsdanisgrudayaiiefugly iy IP Address,
Service avqK AR Taaayatiazgnaaiiliavin Call
Setup

= Support Servers

= Proxy Server; iflu Proxy &wsunisae Request uav User
lalfiy Location au s3uély Optimum Routing ‘laléiv Location
UU wazAaataag Policy

= Redirect Server, @Ltaﬁ’mgwsL%'aonwsﬁw Call Forwarding
LREUUEILRY 1-800 Taafuaz&ym Alternate Location
Aau LUT User

- Registrar Server; ldguadanisizasnisasnsidaunagly
7IUH9n13YiN Authentication was Update grutayauay
Location Server




SIP Characteristics and Methods

» ANl aay SIP Usznaunie
= ¢ Run Tusgnu Application Layer
= UMY Signaling snequainliaaefuy
= Tudnsia3udugiaiu Call Forwarding
= 12133229 Multicasting Tun151i1 Conference Call
« gauluglasunsuazdaranauisa Negotiate
uaytdan Parameter Tunsiianaaniiunyau
= ey User azanveivaaa SIP URI (Uniform
Resource Identification) Usznausradia
iwaz Domain Name

= LU Sip:smith@somecompany.com




SIP Basic Message Types

= 1sznaunia 6 Basic Message Types
= Basic Message Type fii3an Method

= Invite: TATun1985719 Session 1aavinay Invite Au
End Point 11it2insulu Session

= ACK: Acknowledge Response &115u Invite

« BYE: au Session wagau Call

= CANCEL: 1uvina1s Cancel Request 7iffa@aas

= REGISTER: 1d&wisun1sdunsideausiunisuaasila

= OPTIONS: 12savuazayanaddndonileing
ANNFEIUTaaL 151N
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User
AgentB

AnaeNY
A9 SIP
Session

User DNS Proxy Location
Agent A Server Server Server
DNS query
__DNS response
INVITE .
trying (100)
Query
Response
INVITE
- Ringing (180)
Ringing (180) B
OK (200)
OK (200) [
ACK (200)
ACK (200) &
media session
- BYE
BYE o
OK (200) -
OK (200) -




¢, Telephone Number Mapping and
¢ Routing

= 1S1ZANIUAAD LaztinetLiuvIP Phone
o aztasavlaacne'ls

= Telephone Number 1u PSTN aslaf
N3 uAaY E.164

= SIP a:z1af IP Address

= IETF &uasiav Protocol 1un1s Mapping

= ENUM (E.164 NUMbers) 1afifian1s Convert
nuaauInsdnvitae Tusd URI

= TRIP (Telephone Routing Over IP) ilu Protocol
Tausinunsg User Tu Network 571 (PSTN+IP)



Telephone Number Mapping and
Routing

= IETF &uasiav Protocol 1un1s Mapping

= ENUM (E.164 NUMbers) 1meivinn1s Convert
nuaaUINTanYitiae Tusid URI

« ENUM 1o Domain Name System Tun1siiu Mapping
1aeld Special Domain ‘e164.arpa’

« Conversion azuasnunatauTnsdwyianilu String aatiuas
¥inn19 Reverse String

vdfununatay 1-800-555-1234 azdi URI ilu
4.3.2.1.5.5.5.0.0.8.1.e164.arpa

= A3 Map anxagtilu 1-to-1 wia 1-to-Many

= TRIP (Telephone Routing Over IP) 1ilu Protocol 7
Tavineunue User Tu Network 593 (PSTN+IP)

= T2d& sy Location Server wsaainsalauvinnis Advertise
Route victavgaan’ly

« TRIP 12 Concept uavnsutivnaue{lzdioviunaaniily ITAD
(IP Telephone Administration Domain)




224 End of Chapter 28-29 (Week 15)
= HW 9 Download
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Chapter 12:
PART 1V in Textbook
Text Chapter 30: NW Security Rx
Text Chapter 31: NW Management *l




TOPICS

= Ch

C

|
| | | | | =I | | | | | | | | | | |

apter 30 (Only Selected Topics)
Criminal Exploits and Attack
Security Policy
Security Technologies
Hashing and MAC
Access Control
Encryption
Authentication and Digital Signature
Key Authorities and Digital Certificates
Firewall
Intrusion Detection System
Deep Packet Inspection
VPN
Securities Technologies

apter 31 NW Management
Intranet Management
FCAPS
NW Management Tools
SNMP
MIB



Ch.30; Major Internet Security
Problems

= Phishing

= un1sidaaudqilu Site msannum 2fy Web 2a95u1A15 Wanaanlu
Nl ldilaudaya LLavmms‘immaua"Lﬂ

= Misrepresentation

= unmsiguadudniavsnisiiduanuciuass maaummummmum
MWaaguA1daay

s Scams

= Hunsvaanalelusduuusneg iaazliingladiilyig wirldaenu wia
ATLVINANUNR

= Denial of Service (DOS)

= HunisAndu Internet 119 Site Wilalilvi i ld g uldvsalale
aENIRYAIN

s Loss of Control

[ a o v a o ¥ o
= Hunsrgunsnleatinldeiuauszuumaniniteas uagluaseuuiulunig
ATLVINANUNA

= Loss of Data
« HunsTanadayandrdundatduanusaunavasansan’liaiauan




Ch.30; Major Internet Security
Problems

Problem Description

Phishing Masquerading as a well-known site such as a bank

to obtain a user’s personal information, typically an

1
{ account number and access code

| Misrepresentation | Making false or exaggerated claims about goods or
| services, or delivering fake or inferior products

Scams | Various forms of trickery intended to deceive naive
| users into investing money or abetting a crime

Denial of Service Intentionally blocking a particular Internet site to

L
. prevent or hinder business activities and commerce |
Loss of Control |

| An intruder gains control of a computer system
- and uses the system to perpetrate a crime

| Loss of Data Loss of intellectual property or other valuable
§ | proprietary business information




Ch.30; Techniques Used In
Security Attacks

= Wiretapping N
= funsdnuazvinnis Copy Packet siaya Mivatlu Network
= adsedvAuas Wire Tapping tivatinunlydlu Replay Attack
= &unsavinlasnalunsaiuag Wireless LAN

= Replay

= flun1sge Packet Adndu'lanauming defiziayauas Password an
A5 Login m5unau 11'ldladTun1s Login wainsyuy

= Buffer Overflow

. Lﬂum'saa*’uauammumnﬂ”l,ﬂﬂowsu Lwamavluwauaimnntnuluwum
uantuilaann Buffer tlavanniia Buffer Overflow

= Address Spoofing |
= vinn1sdaau Source IP Address twanaan1iiiinig Process Packet
= IP uag MAC Address &unsawelaain ARP Broadcast
= a133¢1247915 Broadcast ARP iaau tialvastayaliauiad
= a133giaau Routing Protocol twaaviayalvinuiay
= #3a&9 DNS Message iaau
= Name Spoofing

. Mmmﬂumanu,mmﬂuiuwmwuu Msammsmaﬂuuﬂawaua‘lu
Name Server tialifin1sainlaiia wasay IP fin



Ch.30; Techniques Used In
Security Attacks

= DoS and DDoS

. Taummﬂlmgﬂag Packet 31uuu1n9 1ialuli Site au1sa
vinvuatngau'le

= DDOS ag Attack dszaruduiaaladviaiaiasag

= SYN Flood

= &9 Random TCP SYN Segment WalueFulid TCP
Connection t1i8aat)

= Key Breaking

. Li‘;lumsm/mgm Ke @%a Password tuuaaluiia tiwanay
guNsatinavszuu’le

= Port Scannmg

= WeNeNUAIsidiausa Taalal Protocol Port LLfIJ']JGﬂ\‘]“]LWB‘I/]Q‘”M']
amaau

= Packet Interception

« flunsdindu Packet szuinemne aniluunuiiedn Packet 1
6avN13 KIaLNavrin Man-in-the-Middle Attack



Ch.30; Techniques Used In
Security Attacks

artacker commandeers
multiple computers

aggregate traffic 1 and streams packets
overwhelms server E /| to target

p
(‘- \ Internet / ) _/\,‘ -
* - /
L
==

Figure 30.3 Illustration of a Distributed Denial of Service attack.



Ch.30; Techniques Used In
Security Attacks

can impersonate a host or can wiretap, replay, spoof,
pass altered packets on to break keys, scan ports, and
any Interner destination ~=—— — impersonare a server
F & l;/
server man-in-the-middle source

Figure 30.4 A man-in-the nuddle configuration and the attacks it pernuts.

Man-in-the middle Attack 1flun1s Intercept Packet N1
ao Packet Mmtaamaomsaan‘w ataaziaan’tilu Server
71 Client siavnsidiauaa 1aaatraazuaaniilu Client tWardau

nanu Server



.
/’\ K WABI gpp
-
/8

Ch.30; Techniques Used In
Security Attacks

Technique

Description

Wiretapping Making a copy of packets as they traverse a
network to obtain information
Replay Sending packets captured from a previous session

(e.g., a password packet from a previous login)

Buffer overflow

Sending more data than a receiver expects in order |

to store values in variables beyond the buffer

Address Spoofing

Faking the IP source address in a packet to trick
a receiver into processing the packet

Name Spoofing

Using a misspelling of a well-known name or
poisoning a name server with an incorrect binding

DoS and DDoS

Flooding a site with packets to prevent the site
from successfully conducting normal business

SYN flood

Sending a stream of random TCP SYN segments
to exhaust a receiver’s set of TCP connections

Key Breaking

Automatically guessing a decryption key or a
password to gain unauthorized access to data

Port Scanning

Attempting to connect to each possible protocol
port on a host to find a vulnerability

| Packet interception

Removing a packet from the Internet which allows
substitution and man-in-the middle attacks




Security Policy

= AN9ANKUA Security Policy Undaraduaiuadau

WWsgagsagLAtndadfungdnsuuasuuse wavalnsal
AauNILaasuasNetwork

adANIAzEaIAndUlaINEadn1s Security Tuseaulea uazaiulnu
agsruuilugiuiaduiian wazsasadun

anaagsiavfinisvin Risk Analysis tavdnsnaiusenineniny
FEULRELRTANTRINY

= inadn1sArviua Policy aziiansarnann

Data Integrity: n1silasdunisil&aunlasdaya

Data Availability: nsilasduiialvidayasiuisatinunldouls
Data Confidentiality: n1silasAumuduuastaya

Privacy: n1sidnilavige wiatdnuavdaya



Security Technologies

Technique .3 Purpose
' Hashing Data integrity
| Encryption | Privacy
| Digital Signatures | Message authentication |
' Digital Certificates Sender authentication
| Firewalls | Site integrity
| Intrusion Detection Systems | Site integrity

' Deep Packet Inspection & Content Scanning Site integrity

{ Virtual Private Networks (VPNs) | Data privacy




L. © X Access Control and Password

» Hlun1saruaun2f 1132 Application
Program Tuniswnavaayatias
Resource
= 2nvaL tugl Password
= 3¢l Access Control List (ACL)

» Tunsaa1ani51in Access Control
WU Network azeivenanszuuniilu
Standalone
« Wiretapping, Replay, Phishing, Spoofing

etc.



AAA Protocol

= 1flu Computer Security Protocol snu5u
Authentication rj121971uTu Network iz
N5<1i1 3 atnv
= Authentication

« Aauuiunisiazenagauandnuainadnle IMdukiarede
HUF99 10U Password, Keycard, Biometrics

= Authorization
« Hunsivuednalviduusazuana Nagaunsavinaglsle
119
= Accounting
= AANTHUNANITTAINUUDIUGREUAAR




Hash and Message
Authentication Code

» Hash iilunsssreshunuaasianans

. “l,m”mﬂmsﬁy;nmm Hash €ieagfiadnuiu Bit ia9n
AALANFITNAANNEN Laliuay

= Algorithm aziilu One-Way Function uagiinig
Collision 6
« &usaladiiludiasyagauintangsdinisualansa'la

= MAC "lmmnmsm Data unsuAu Key uas

1A198919 Hash

= YnilseavALiiauiu Hash Aatfiaazldnsiagauin
Lan&sdnsualansa‘ly

= weilunisfl AuavasIaday'laagsagil Key
= HASH uaz MAC 121Tun151in Message
Authentication
= MD5, SHA-1,




Encryption

= 1né Authentication flun1sigaiicdanu Taf
ilavAusay Integrity

» lunsilavduidas Confidentiality azsiaelad
35015 Encryption

. Encryptionlﬁammums&ﬂé’iuuuﬂaemnms
Tuaalusdnlusruisaaule
= ayle Encryption Algorithm way Encryption Key

= A1UANTAYE A Inverse L6

= Aa1in Decryption 16 Taadi Decryption Algorithm s7uAw
Decryption Key



Encryption Terminology

= Plaintext, M
= UUNEfILANRIINEI LN 1A NI
= Cyphertext, C
= LANRITNQNLATURUAD
= Encryption Key, K,
= Bit String NTd&11suN1912N9% R
= Decryption Key, K,
= Bit String A& niuaaasia
s C = encrypt(K;,M)
= M = decrypt(K,,C)
s M = decrypt(K,, encrypt(K;,M))




Private Key Encryption

= Symmetric Cryptography
= Conventional prtography
0 tﬂuuuo"luaaamn‘iu‘iaum‘l?ﬂumstmsua

= nsmu Key nldisisavazaaasiaaiilu
AILALIAU

= WRILAZHIUALEAY Share Key s7udu
= DES, 3DES, AES

Secret key shared by Secret key shared by

sender and recipient sender and recipient
& S
h 5
| T
Transmitted
ciphertext
» —>
Pliz-:r:nﬁxt Encryption algorithm Decryption algorithm P:)?:? tﬁ:d
P (e.g., DES) (reverse of encryption P

algorithm)



Public Key Encryption

= Asymmetric Key Cryptography
- \!fevy Nlad2insia@i3an Public Key snunsawanang
6
= Key nldaansitd saviiluainusdu 5un Private
Key
= RSA, Diffie-Hellman, ECC
» dusasauilasuniadivin Digital Signature 16

Alice’s private ke) Alice’s public key
Alice cyphertext for Alice Bob
I | _~| decrypt <—_ , : 1 _ encrypt Ny |
? | C Internet . g
Ve — T  aaa N
N encrypt [— 1 —w decrypt |
' cyphertext for Bob 1

Bob's public key Bob’s private ke)



Authentication With Digital
Sighature

= 1197AAU Iaa2nsida) e Private Key ununas
iilu Public Key

= ooliulzdiigaiaaay Key wintfunaunsagssanansiily
Ciphertext #i'l6

n mﬁauﬁ’mﬂumgﬁusﬂanms wws1e Ciphertext 'l6
SV R EREENp RISV RIS

= 3an3tilun1svin Digital Signature

= &nsaiianlatunisvin Authentication saufvnisvingsnssu
v Electronics aue

- RSA, DSS
i} Joy

v
Bob's private Bob's public
key key

D

—_— Transmitted .
e ciphertext e
— —
Plaintext Plaintex
e 1 Encryption algorithm Decryption algorithm untext
mput - . - . output
(e.g.. RSA) (reverse of encryption

algorithm)



Key Authorities and Digital
Certificates

» tlayuinaav Public Key dAanisashvtanaisaeliilas 151
armav'le Public Key aavauqiiu

= Public Key Lidilusiastiuanudy &wsagoriiudasnienisg
dag1sdné niadsend@aanun’le

= ayundalsasuagnis Authentication Public Key
= 1573¥3' 1628191537 Public Key A'ld5unniutduaasauiinuasgeg

= Alice siavni1sdvziayalii Bob wuuilaansit siavn1s Public Key uag Bob
49 Bob agsiavaunluf widnnsdeausavindiudasnivdnfle way
Public Key "lisiadtduanudy wasusalaanls
a16"1d1 394 &9 Public Key aavditadnn uagmiaaniiilu Public Key uad
Bob
lawinsasle Key daauifudgalv Bob 7 Bob ‘Liaunsaiin Private
Key 2a91a9unnansia 16

Aanintuda drliniedtiu waudnWouaz Copy (Wiretapped) Lanans
14 . a 1 34 "l
i usaly Private Key Mitiluguas Key daaun uaaasiauazqianaisle

fida Man-in-the-middle attack
= iayuiniiisaan ‘Key Distribution Problem’
= 197161291131019 Authentication aag Public Key




Key Authorities and Digital
Certificates

= 151FIUTA60Y Server na1Y vinulnuanang Key
wuuAa UG (tariissuusnEnanulaansa)
= 3an Key Distribution Center #3a Key Authority
= NAAUALN Public Key uavautagluan’lyd )
= Lilasiasnisaatanastiilas 1iua Public Key aavauiiuniu
Server il
» 2iadaaas Key Authority @a Server az Down
Bile
= an3duilvAaaaantilu Digital Certificate

= Lilun191in Public Key aavaulay vinn1ssusavsiaala Digital
Signature ann Certification Authority

= Certificate Lidgusadaan’le &ru1saasiagau’le

= User azifiu Certificate aasdiiavli drfilasgasnissgeianans
Tiau User agvinnisav Certificate Tvifiuautiu

= Futfun1sdasanslusasld Key Authority #siae Online




’/

authority's
public key
rs

authority’s
private key
\l

Key Authorities and Digital
Certificates

Key Authority

message 1 \ A\
encrypt = decrypt
: t message 2 \ t
decrypt |-= - - encryp
Public Key of Site W -
Sign
Web Site W
message 3
encrypt = decrypt [
\. message 4 . .
decrypt == 7 encrypt r<——
W\ FE - o
\ Sign
\I‘\ 4 ,
site’s site’s
public key private key



Firewalls

= waTuladnnaraneeuladlunisinilasaiayaiu
nan

= Tun1sinilay Computer uaz Network ann Traffic
nlinavns issaslzganimaluiadiiiy Aa
‘Firewall’

x Aniszavaaas Firewall aawiluarAau Traffic n'lu

aavn1s Winu Network

a UNEILINIAUIZTAINIE I WU Netvyo;k waoaaﬁgs LRZLEUNIIT
aggaaan Internet nagmnivaan(ardunnnINnieg)

Internet f:l ¢ Organization's net: )

firewall used to
protect organization



Firewall

= uaNTun1sAIUAU Traffic 1aa Firewall

= 1A Traffic Magidnanlu Network 2uavagdng sag
WU Firewall

= NN9 Traffic MAzaanannasAns Gadn1u Firewall

= 7 Firewall azfinnsaiuam Security Policy fag Drop
nn9 Packet M'Litfluldauriadiviues

= A2 Firewall tavagsavadnunanis Attack

= 3011219 Firewall auitlugrfirviua Secure
Perimeter (2aut1n)



Avnaay Firewall

Packet Filtering Router/Gateway
. inn1snsav Packet 1manann MAC Address, IP

Address, Port Number, Protocol M%aﬁguallydgu
Header usaglinnalu Packet uag'luinsiuiin

1anaAnan = Stateless

Application Level Gateway

. Unfazaanin Proxy Application vinuinnidusiunu
Tynisutauadu Application anauan aggauln
\iiauaanu Application ifl Proxy atjtviniiu Uné
snunsavintiu Stateful snunsansiagaunialu
Packet wagil Function uav Packet Filter atigae

Circuit Level Gateway

: L‘ﬂuoﬁ’) Relay &wsunisvin Connection anauan dné
Ac1vinvIUINAU Proxy Gateway




Firewall Implementation with a Packet
Filter ozee)

Jorewall m swirch i

email sever

(192.5.482)

= Uy aaN
Tanne .
Traffic ann = 3
Public 5 Lo fyyd
Server iy g
Nnazain-aan

Di:r :Fra:mej’yp:e IP:Sr:c I:P D:est: I:P Ty:pe: S:rc Pém: DZstPért»
in 0800 . 192.5.48.1 TCP ’ 80

in 0800 192.5.48.2 TCP ’ 25

in 0800 - 192.5.48.3 TCP ' 53
in . 0800 | * | 1925483 UDP | * | 83
out 0800 192.5.48.1 ' TCP 80

out | 0800 192.5.48.2 ' . TCP 25
out 0800 192.5.48.3 ' TCP 53
out . 0800 | 1925483 * | uDP | 53



Intrusion Detection System

= IDS 152 Intrusion Detection System as
ns1asdau Packet nadizinunlu Site uarazuay
LAKNALLASTULA Packet #'Lsitfluldauiirnviua

s Hunarsviviuasuann Firewall uaazesraau
A1aTu Network

= iné IDS azgn Configure iinsaadu Pattern
1NWraavn1s Attack r2dun1s1in Port Scanning

s UN9ASIRZYINIUSINAY Firewall Taauasli
Firewall yinn1s Block unv Packet v2iun191in SYN
Flood

= IDS aziilu Stateful iin193annada1uzAaINS
Connection




Content Scanning and Deep
Packet Inspection

s A6 Firewall azAu Virus 1u'le tnws¢'ly
gru1saa9adaun1atu Packet

= LAUANNIRY Virus winu E-mail Attachment

= 1516 29N15N151i0 Content Analysis

= File Scanning ¥in1me Security Software uu PC

= File Scanner aziin File M'165U wazvinn1snsIann Pattern
Unagdiilaunn vy String wav Byte Midan ‘Finger Print’
aegnd'lsAeau 1luld1ldaraaziiin ‘False Positive’ #i5a
‘False Negative’

= Deep Packet Inspection(DPI)

« Aztiunisasradaunialu Packet wnuiazansiadgay File v
TunsuduaNsTansIadgay Packet M3ytain-aan Mvaiu
Header uay analu Payload erenuiaiisiuagiinou'le
Aaudstnaunu Firewall uaglimunzau High-Speed
Network



Virtual Private Network (VPN)

\ilu Technology mmnmmamaunuo‘lums
A319 Secure Access /U Remote Site W1y
Internet

= JafAauazly Leased Circuit (Private Network) Tu
ANsidiauea duaedl Security g9

= 11331TU A1sean1u Internet s7A13zgANINNAN LWEH
feunnt3ae Security tws1e Internet Lilu Public
Network

= J8uA Aan15vin Encryption Turaya g
: maaumm Router vinuniiniiidu Firewall e
- a123z1inii Host
= A Technology wav, Virtual Private Network waa

VPN Aavin Internet musmmn"muﬂmmw"lul,l,o
Security wiflau Private Network f571A14ny



site1 ™\ /7 site 2
/J

4

leased circuits

\__/

¥ site 1
\_ R 3
-
7N
Internet access

r/

9

Internet

L
AR,
site 3

(b)

N

Figure 30.10 Sites connected by (a) leased circuits and (b) the Internet.

site 2

R,

.\\-/ j



The Use of VPN Technology for
Telecommuting

= VPN {in1s v usiavsuuy
= Stand-Alone Device

g a a

. Tmums‘lﬁaﬂnsmmsnn VPN Router siafiu Internet ine
atLInsmuauaﬁwaomsaamsmﬂaaﬂﬂﬂnu VPN Server
AaIaIANT 1aearay Encrypt Packet wagag Decrypt Packet
A16%u w”‘l?jmamamu Internet agtgiiauInmitaglanansg
12nAU LAN 2a9a9dng 1aadinngane IP sinu DHCP aav
29ANT

= VPN Software

= 1aeinns Run VPN Software 7 Host maaw“’l?mmaoms
\Hausadu Network maoaomnsmu Internet ‘T,mﬂm VPN
Software agdindu Packet Mtrnuazaanann Host iu 1iia
¥inn15 Decryption way Encryption enuaiawu



Packet Encryption vs. Tunneling

= A151i1 Encryption aave VPN dnigtdanuan
SAUNY

= Payload Encryption

= LaWedIU Payload aae Datagram azgn Encrypt auiiugan
Wasusaazy Address way Port Number uag Datagram
16 mmvnnﬂsmmmu Header aav Datagram "1i&l
ANNaEAusaslnilag

= IP-in-IP Tunneling

= Tunsaidl 19 Datagram aggn Encrypt anniiu Packet Mgn
Encrypt Ltmauanm"l,ﬂ"lalu Datagram aulni dné IP
Address 1witil2ida IP uas Router #vin Encryptlon AU
n9uay Decryption darane wnaawsAaiie Datagram ag
anidnilay ue Datagram TudiageninnnnILau



SO LB
D 75\,
& A
5 M

src=X

dst=Y Original (Unencrypted) Payload

encrypt

.

Encrypted Version Of Original Datagram

Packet Encryption vs. Tunneling

(a)

(b)

(c)

src=R
dst= Rl Encrypted Datagram Encapsulated For Transmission
= 2
INTERNET _
Remote NW N—THINE Corporate NW.




Packet Encryption vs. Tunneling

= AN5¥i1 Encryption 2av VPN 1
NIILADNUANFIUN

» Payload Encryption
= IP-in-IP Tunneling

x IP-in-TCP Tunneling

= agl2n15u557 IP Packet Mign Encrypt avlu TCP
Segment NAUUIIUTTY TCP avlu IP anvinidle
mamammsamﬁﬂ TCP lunsgv2iayaunuy
L?jaaa“l,m dalfea@a a1 Packet 1alu Connection
fugine dayanlasusaanniiulzlisgunsasy
antfu TCP 4u'lal Decrypt  IP fuvu'le



VPN Tunneling Performance

« AN51d VPN acinlu Performance a1av
STULAMRY GVl

= Latency

« nslad VPN lunsidiausiaduy Site Au azsasnuvia VPN 'l
fanadns uarSesaludy Site iu'ls vinlviiAn Delay wWindu

= Throughput

- Lmemmjaumu VPN azigdiaunanuy LAN AAIAIANT L6
AayacavIvniIu Internet vinlw Throughput snInAslal
Juaayg LAN Uné

= Overhead and Fragmentation

= A15viN Tunnel Az Overhead Tun15&9 Datagram LR
dula1sisiavinuaivinliainueniuag Packet ggninan
MTU d9azaanaluitAinnisvin Fragmentation



Security Technologies naaay
= PGP (Pretty Good Privacy)

¥ Lﬂusgnumsm”wsﬁ’aﬁaga Tod&@1115u Application L2insd&aya
Aaunazsgiaan’ly

= SSH (Secure Shell)

= {lu Application Layer Protocol &115uvih Remote login 12731
BIAUNITITNRUBYRTENTIINTRY A ‘Telnet” Nazaally
Plaintext

= SSL (Secure Socket Layer)

= Wenun1ime Netscape Communication 12i%in Authentication
uasinilavriaya 1aaaviilu Layer atsyiiing Application uay
Socket API (Transport Layer) 1d@usunis&asnseuiu Web 1u
N15vin Financial Transaction

= TLS (Transport Layer Security)

« Hunasgruvae IETF wpfluanasgiuunu SSL 1aaaanuuy
mnﬁ‘ggmma SSL v.3 919 SSL uag TLS &usaiirunladsiuiy
HTTP




Security Technologies id1dsu

= HTTPS (HTTP Security)

« (HumaTuiafiisin HTTP, uag SSL w3a TLS winsadufunis
i1 Certificate Lwa“mmsaamsmu Web ‘laatinvdaansit
HTTPS aglaf TCP Port 443 unuiiaziilu 80

= IPsec (IP Security)

= WuwnaTulafdlunisvin Security Ay IP Datagram 1aaduise
lRan¥in Authentication #9a Confidentiality (Encryption)

= RADIUS (Remote Authentication Dial-In User
Service)

= Lilu Protocol 12d&115un15vin Authentication, Authorization
wag Accounting (AAA) fiaiulailu Dialup uay 'VPN &usu
Remote User

= WEP (Wired Equivalent Privacy)

« (Hugundiouas Wi-Fi WLAN Standard ﬂaauunmmummﬂ
WPA (Wi-Fi Protection Access) tliavannilynaau



Chapter 31: Network
Management (SNMP)

= NW Manager 1132 NW Administrator ilu
WvinuL

= Planning

» Installing

= Operating

= Monitoring

= Controlling

NW Manager aza52a6/uf'la s HW uay

SW a1t NW vindu'leasinedd
Uszadndsnn




7% Chapter 31: 31.3 NW
%4 Management Standard Model

= Industry Standard Model

= FCAPS

» Fault Detection and Correction

» Configuration and Operation

= Accounting and Billing

» Performance Assessment and Optimization
» Security Assurance and Protection



Chapter 31: 31.4 Network
Elements

» udnadvadnsal szuu usana'ln
SIUN190ARNT3 1A 5IUAY Service AV
2aav Network sa¢l

Manageable Network Elements

' Layer 2 Switch ' IP router
' VLAN Switch ' Firewall

- Wireless Access Point | Digital Circuit (CSU/DSU) |

' Head-End DSL Modem | DSLAM

' DHCP Server ' DNS Server

| Web Server | Load Balancer |




Chapter 31: 31.5 Network
Management Tools

= Physical Layer Testing

= One-Touch, DSP 4000, Cable Tester, RF Signal
Meter

= Reachability and Connectivity
= Ping
= Packet Analysis

= Packet Analyzer (Protocol Analyzer) w2iu Ethereal,
Wireshark, Sniffer

= Network Discovery
= T2lun1s&919 NW Map

= Device Interrogation Tool
» lunsavenav lifvailnsalsiagnis




Chapter 31: 31.5 Network
Management Tools

= Event Monitoring

= LHudausgavnisvinouuadalnsaiusazey
NIUNIYIANN AzNT5RY Alert uulatiiadli|
NaUnALiadu
= Performance Monitoring

= LHudresvuuaziiuvindszd&ngninnis
Mduaay NW

= Flow Analysis

« 121U NetFlow Analyzer ugav Traffic Tulaay
Link wazuaay Application vi3vaeilu NW



7% Chapter 31: 31.5 Network
%4 Management Tools

= Routing and Traffic Engineering
iwar General Configuration Tools

= Routing agmuAuLaun1vNIsiriauadtaya
e vin Configuration Routing Protocol

» Traffic Engineering agas1auLLagin
Configuration aastgunvuastiayatinali
Huldeu QoS Msiavnns

= General Configuration Tool Taig®aun15¥in
Configuration 17l



7% Chapter 31: 31.5 Network
%4 Management Tools

= Security Enforcement

= Laftiafedulnisvineruaas NW tfluldeu
Security Policy

= Network Planning
= vfludnadududauinnign 1ddniunns
MIUNUTunIsvitaIuaad NW tauladvin NW

Optimization & %15u NW Architecture #%a
Traffic Engineering



=% Chapter 31: 31.6 NW
Management Application

= nAiilu Application Layer az1indu
Tuanuaue Client-Server
= &U Client agvinvruuu PC (5an Manager
= &U Server agvintaulualnsal NW 13an

Agent

= Manager azsavaaziayaann Agent v
atiuualnsaianvg tnautAu I Tu
SIUADUYARATINIFAILAFIEU

= NNTIA9UDURERIUANRATATEVINHIU NW
Management Protocol (Application Layer
Protocol)



Chapt 31: 31.7 Simple Network
Management Protocol (SNMP)

s 1flunnassruinladlu Internet
= 1331TuAa SNMPV3

= ANviuea Format aavaiayandesziiing
Manager uas Agent

= dayan&9 azldswauuy ASN.1
= Abstract Svntax Notation 1

- Decimal @ Hexadecimal @ Length @ Bytes Of Value
~ Integer = Equivalent @ Byte (in hex)
27 | 1B . 01 . 1B
792 | 318 .02 | 0318
24,567 | 5FF7 .02 | 5F F7

| 190,345 | 2E789 | 03 | 02 E7 89




7% Chapter 31: 31.8 SNMP’s Fetch-
%4 Store Paradigm

= SNMP i1 Primitive Command a1y
A

= 12f Fetch-Store Paradigm
= Fetch TaTunisavarnannalalnsal
= Store 12lun1sdea1lviduailnsal

= Operation agnszvinAu Object 1aaA11iun
Object Name



Chapter 31: 31.9 SNMP MIB and
Object Names

ueay Object Nazdasnsniu SNMP azeaesd

Aatawrziiluaasnuiay

= 119 Manager wag Agent agsinglddaifeifudmsy
Object aeniu

= Set 21a9nng Object M12dTu SNMP s3nAu

Tuuu MIB
= Management Information Base

= AN6537U MIB azuanaan’annuIassIuaay
SNMP

= MIB 2avadnsalusazuiia agdunnsgrunanandnu
aan 'l



~%, Chapter 31: 31.9 SNMP MIB and
Object Names

= Object Tu MIB azgnaviuaiaalada
autuu2aas ASN.1
= Weiag Object azAuuaa e Prefix Aaguila
sl
s LU #ia Object 7lafusurunay Datagram
nadnsallasuaziily
o Iso org. dod.internet.mgmt.mib.ip.ipInReceives
= weisladia Object ansv'lulu Message
229 SNMP jjfuazsgaununasl
Integer aiudratinvainvuuazilu
«» 1.3.6.1.2.1.4.3




¢, Chapter 31: 31.10 21iinaas MIB
Variables

= SNMP 11'lan11iua Set 21a9 MIB civiiu
MIB shunsaaanuuutazAiuatilu
U FIU LD LNIA RS

= MIB Aflunnnsgiuwaiu UDP, TCP, IP, ARP wazaiu
29 Ethernet

=« MIB & uiuailnsaliaiu Switch, Router, Modem,
Printer

= Liadl Protocol TnsitAndu #usaniviua MIB
WL Tag'lusastntlagiu SNMP

= HHARAUNTAIRNITALANLANEIU MIB Extension
f1nTualnsaiuasanuiad

= RMON flu MIB Extension id1éay #11su
Manage 1u Layer 2(LAN)




Chapter 31: 31.11 MIB Variable
811151 Array

= uanuiiiaann MIB Varigble rnviuaiiluan
Integer ua? e MIB nAaviuatilu Array
1192 A9

= 12U MIB & #5u Routing Table (Forwarding Table)

= 229 15AMU Tu ASN.1 luiin1sAviua
Index 22y Array 1513zaadactiiliaay
Object Tua1519 uazAilvua Index tav na
ann Object Name 12114 IP Forwarding
Table

» Standard MIB prefix.ip.ipRoutingTable
= 61916291 NIzUNY Field tshagtlad

« Standard MIB
pregiécip.ipRoutingTabIe.ipRouteEntry.<fie|d>.IPde
staddr




.24 End of Chapter 30-31 (Week 16)

= HW 10 Download: Last Homework

= Due Monday May 2 Before 12.00
Noon

x LRAAATUSTANETUNS
s Course Ends: No Class Next Week

= Final Exam: Friday 13 May 13.30-
16.00




Final Exam Preparations

= Final Exam

= LIUKa9 Midterm Aau MT azaani3ay IP
ey IP Address

= No Calculator

= AzULUULAY Final 50% (6 2ia 60 Azuuw)

= N51U 10 A59 15%
« Midterm Exam 35%

s LNAUYFHIUARAZLUUTIUGADY LG 40%



Final Exam Preparations

= Final Exam List

= 1. IP Address and Subnetting

= 2. TCP/UDP

= 3. Routing General, Least Cost Algorithm
= 4. IP Routing, RIP, OSPF, BGP, Multicast
= 5. QoS and IP Telephony

= 6. NW Security waz NW Management

= tau 1/59 ila 1 Sec (A ung)
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